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ABSTRACT

Rapiddevelopmentof wirelesscommunicationsin recentyearshasimposedgreatchal-

lengesfor network support.As mostcurrentnetworking protocolsweredesignedmainly

for wired networks, many assumptionsthat make theseprotocolsefficient in wired net-

works areno longertrue andcausesevereperformancedegradationin wirelessenviron-

ment. An urgenttaskfor today’s networking researchis to identify suchdeficienciesand

to enhancetheseprotocols.

This dissertationcontainsfour majorenhancementresults.Thefirst resultis a wireless

TCP enhancementschemecalledCongestionCoherence. Througha statisticalanalysis,

we find the leadingcontributor of wirelessTCP performancedegradationis the timeout

resultingfrom frequentpacket losses.This schemeusesECN to reducenumberof time-

outs,andbasedontheobservationthatcongestionneitherhappensnordisappearssuddenly,

usesthesequentialcoherenceof packetmarkingto determinecauseof packet losses.Sim-

ulationsshow this schemeworks betterthan existing enhancementsand producesgood

performance.

The secondresult is a Mark-Front Strategy to deliver fastercongestionfeedbackin

networksthatusethenewly standardizedECN protocol. By choosingto mark thepacket

in the front of the queue,Mark-Front Strategy delivers fasterfeedbackthan traditional

congestionfeedbackmechanisms.Ouranalysisshow Mark-FrontStrategy requiressmaller

buffers,andyieldshigherthroughputandbetterfairness.
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A MAC protocolto supportsreal-timeapplicationsin anasymmetricandhalf-duplex

environmentis our third result. Several innovative featuresare usedto ensureoptimal

utilizationof theasymmetricbandwidth.

In thelastresult,weuseaMarkovianchainto modeltheAAL2 voicetrunkingprocess

andanalyzethe tradeoff betweendelayandbandwidthefficiency. This analysisgivesa

guidelinefor settingthepackingtimer. Theresultis adoptedby a3GPPindustrialstandard.

This studyprovidesinsight into congestioncontrol andquality of servicein wireless

networks. The proposedenhancementswill help to bring high-performanceand high-

qualityservicesto mobilesubscribers.
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CHAPTER 1

INTRODUCTION

1.1 Moti vation

In thepastdecade,therehasbeenatremendousgrowth of wirelessnetworks,whichhas

beendrivenmainly by two factors.Oneis theneedto accessthe Internet“any time, any

where”[35], andtheotheris themassiveuseof mobiletelephony for communications.

Today, networking haspermeatedevery aspectof our life. The Internethasbecome

themostconvenient,efficient andcosteffective way to searchandexchangeinformation.

Beingableto connectto customersandfriends,andbeingableto accessthewebany time,

anywherehasbecomea necessityin our businessesandday-to-daylives. Traditionally,

theInternethasbeena combinationof fixedlocal areanetworksconnectedby all typesof

cables.Wirelesstechnologyprovidesa way to liberatemobileusersfrom all cableswhile

connectingto theinformationsource.One-wayandtwo-waypagers,cellularphones,wire-

lessdatamodemsandmultimediamobilephonesarechangingtheway we communicate

anddobusiness.
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While wirelessnetworksprovidemobility andconvenienceto users,thequalityof ser-

vice andefficiency of today’s wirelessnetworksarestill far from satisfactory. Conversa-

tionsmaybecut off whenmobilesubscriberstravel betweencells. Wirelessdataconnec-

tionshave high bit error rates,low bandwidthandlong delays.Many wirelesslocal area

networksachieveonly asmallportionof theadvertisedpeakbandwidth.

In orderto understandthe origin of theseproblems,we needto know the differences

betweenwiredandwirelessmedia.

Wirelesscommunicationscomein many forms andspana large rangeof throughput

anddistances.Theworld of wirelessdataincludesfixedmicrowave links, wirelessLANs,

satellitelinks, digital dispatchnetworks,one-way andtwo-way pagingnetworks,diffused

infrared,laser-basedcommunications,keylesscarentry, theGlobalPositioningSystemand

more. In additionto its wide rangeof forms,wirelessmediais essentiallydifferentfrom

traditionalwiredmediain thefollowing ways.

First, the availablebandwidthof the wirelessmediais limited and sharedby many

users,andoverall throughputis thereforemuchlower thanthatof wired media.A typical

category 5 unshieldedtwisted-pair(UTP) cablecandeliver 1 Gbpsbandwidthin Gigabit

networks,but a typicalwirelessWAN in GSM is designedfor 9600bpsperuser. In wired

networks, laying morecablesyields morebandwidth,so the bandwidthof wired media

canbeexpandedinfinitely. On theotherhand,thebandwidthof wirelessmediais limited

by theavailableradiospectrum.Theallocationof thespectrumis normallycontrolledby

governmentagencies.While radiospectrumexpertsarelooking for waysto encodemore

bits in the spectrum,the availablespectrumremainslimited. In this sense,the wireless

bandwidthcannotbeexpandedinfinitely.
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Second,wirelessmediais shared.Competitionfor the sharedmediumcausesaccess

contention.If not coordinatedproperly, theaccesscontentioncanresultin low efficiency

andunpredictablechannelaccessdelay.

Third, wirelessmediais proneto transmissionerrors.Variableconditionsin thenatural

environment,multipathreflection,noise,channelinterferenceandfadingaffect thesignal

transmissionandleadto high bit error rates.ForwardError Correction(FEC) andAuto-

maticRetransmissionRequest(ARQ) canbeusedto recover from transmissionerrors.In

wirelessWAN systems,theaveragebit error rateafterFECcanbeashigh as �%�'&'( . Link

layerARQ canreducethebit error rateperceivedby thehigh protocollayersto a magni-

tudeof �%� &�) [47]. Theremainingtransmissionerrorsareusuallyperceivedaspacket losses

by upperprotocollayers.

Finally, wirelessmediais asymmetric.In thecellularphonesystem,theradioconnec-

tion consistsof a downlink from thebasestationto themobilehosts,andanuplink from

themobilehoststo thebasestation.Thetwo links arenot symmetric.Thebasestationis

not mobileandis normallyequippedwith a transceiver of higherpower, so thedownlink

usuallyhasa lowerbit errorrateanda higherbandwidth.Theuplink on theotherhand,is

sharedby mobilestationsin thecell. Thetransmissionis from smallertransceiversin the

handsetandthereforehasahigherbit errorrateanda lowerbandwidth.

Someof the low QoSproblemsof wirelessnetworksaredueto the limitationsof the

wirelessmedia— wirelessnetworkscannotachievethesamelevel of bandwidthandqual-

ity of serviceaswired networks. However, many of theseproblemsarethe resultof in-

correctunderlyingassumptionsthatweremadebasedon wired networksthatdo not hold

truein wirelessnetworks.Mostexistingnetworkingprotocolsweredesignedwhenthenet-

workswerecomposedsolelyof wired links. Theseprotocolsmadeassumptionsaboutthe
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characteristicsandoperationof theunderlyingmedia.While theseassumptionsimproved

efficiency in wired networks,they do not apply to wirelesslinks. Continuingto usethese

assumptionsin heterogeneousnetworksthatconsistof wiredandwirelesslinks causespoor

performance.With therapiddevelopmentof wirelessnetworks, identifying thecausesof

poorperformanceandenhancingthecurrentprotocolshasbecomeanurgenttask.

Thegoalof thisdissertationis to addressproblemsin currentnetworkingprotocolsthat

causepoorperformanceonwirelesslinks, to revisit enhancementproposalsin theliterature

andto pointoutnew directionfor enhancements.

1.2 Ar chitecture of Wir elessNetworks

Thearchitectureof a typical wirelessnetwork is shown in Figure1.1. In this figure,a

mobilehostis communicatingwith ahostin afixednetwork connectedto theInternet.The

key componentsin thisarchitectureincludethemobilehost,thebasestation,theswitching

centerandthe Internet. The mobile hostcanbe a mobile phonehandsetor a computer

with awirelessmodem.Thebasestationis astationarycollectionof hardwarecomponents

that communicatewith nearbymobile hoststhroughradio media. Thegeographicalarea

coveredby a basestationis calleda cell. A cellularsystemtypically consistsof thousands

of cells,eachwith its own basestation.Togetherthesecellscovera largeregion,suchasa

metropolitanareaor anentirecountry.

All communicationwith mobilehostsis throughtheradiochannelbetweenthemobile

hostandthebasestation.Thecommunicationpathconsistsof a last-hopwirelesslink and

anumberof wiredlinks in thefixedsubnetworks.Theradiochannelconsistsof adownlink

andanuplink. Thedownlink is broadcastfrom thebasestationto all mobilehostsin the

cell. Theaccessto theuplink is normallysharedby all mobilehosts.Thebasestationis
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Figure1.1: Architectureof a wirelessnetwork

responsiblefor schedulingthe accessto the mediaandfor resolvingcontentionsusinga

mediaaccesscontrolprotocol.

Transmissionon wirelesslinks is proneto higher ratio of corruptionthan on wired

links. Data corruptioncausesproblemsin the datalink layer, as well as upperlayers.

In the datalink layer, two typesof error control mechanisms,Forward Error Correction

(FEC)andAutomaticRetransmissionRequest(ARQ), canbeusedto combattransmission

errors. In FEC, the senderof a packet calculatesan error correctioncodeaccordingto a

predeterminedprocedure.Theerrorcorrectioncodeis appendedto theoriginalpacketand

transmittedover the wirelessmedia. Whenthe packet is receivedat the otherendof the

datalink, thereceiverusestheerrorcorrectioncodeto checkwhetherany bits in thepacket

havebeencorrupted.Someerrorcorrectionschemeshavetheability to correctbit errorsup

to acertainlevel. Thiserrorcontrolmechanismcorrectserrorswithoutaddingtraffic in the

reversedirectionandis, therefore,calledforwarderrorcorrection.FECmaynot catchall

transmissionerrors.Theremainingerrorscanberecoveredby ARQ. UsingARQ, packets
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transmittedon unreliablelinks areacknowledgeduponreceipt. If theacknowledgmentof

apacket is not receivedbeforea timerexpiresor if thepacket is negatively acknowledged,

thepacketwill beretransmitted.Retransmissionsmaycausevariabledelayandunexpected

timeoutsin upperprotocollayers.Thiswill beaddressedlaterin thisdissertation.

The basestationis connectedto a switchingcenterthroughland lines. A switching

centernormallycontrolsall basestationsin ametropolitanarea.Equippedwith moreintel-

ligent components,theswitchingcenteris capableof performingcomplex functionalities.

Onefunctiontheswitchingcenterperformsis voicetrunking.Voicepacketsfrom different

mobileterminalsthatsharethesametrunkcanbepackedandsentin anATM cell to reduce

packingdelay.

Datapacketssentto thecommunicatingpartyneedto go throughtheswitchingcenter

and a numberof routersbeforereachingtheir destination. In wired networks, dataare

transferredat muchhigherspeedandmuch lower bit error rates. Packetsmay get lost,

but themajority of packet lossesarecausedby congestion.In traditionaltail droprouters,

whentherouterbuffer is full, theincomingpacket is dropped.In TCP/IP, packet lossesare

regardedasa signalto notify thesourceof thecongestionin thenetwork. Network routers

canalsosendexplicit congestionsignalsby settingabit in theIP packetheader. Whenthe

packet reachesthedestination,thefeedbackwill bereflectedbackto thesourceto trigger

congestioncontrolactions.

The “last-hop” configurationshown in Figure1.1 is very typical. The mostcommon

scenariois a mobile hostretrieving informationfrom a fixedhostin the Internet. In this

scenario,the majority of traffic is from the fixed host to the mobile host. Most wireless

network enhancementproposalsarebasedon this configuration.A lesscommonscenario
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is the“lost-hop” configurationwith themobilehostactingasawebserver. In thisscenario,

themajorityof traffic is from themobilehostto thewirednetwork.

In additionto thisconfiguration,wirelesslinks canappearin many otherconfigurations

including:

* Satellite Links : Satellitelinks area specialcasein which thewirelesslink is in the

middleof theconnection.Satellitelinks normallyhavehighbandwidth,largeround-

trip time andasymmetricpaths.Performanceanalysisandenhancementof satellite

links havebeenahot researchtopic.

* Mobile Networks: Networks in moving vehicles,airplanesand shipsare mobile

networks.All hostsin themobilenetworksareconnectedto othernetworksthrough

anintermediatewirelesslink.

* Multiple Wir elessLinks : Multiple wirelesslinks canbecontainedin a communi-

cationpath.This is very typical for networksusingmicrowave links in remoteareas

wherelaying wires is difficult. Anotherexampleis networks that connectisolated

islandsusingradio links. Normally connectionsin suchnetworks have morethan

onewirelesslink.

* Ad Hoc Networks: In adhocnetworks,participatinghostsareconnectedby wireless

links. Thesehostsarepartof thenetwork only for thedurationof thecommunica-

tion session.Becauseof theunreliability of thehostsandlinks, thestructureof the

network canchangedynamically.

All theseconfigurationshavecommonperformanceproblemsandneedenhancement.
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1.3 Challenges

Thegoalof this dissertationis to identify unsuitableassumptionsmadefor thewired-

only networksandto solve problemsin currentnetworking protocolsthatcausepoorper-

formanceonwirelesslinks. Specifically, we focuson thefollowing challenges:

* TCP enhancementat the mobile host

Whenwirelesslinks areaddedto the network, severeperformancedegradationis

causedby falseinterpretationof packet losses.Congestioncontrol mechanismsin

traditionalTCPalgorithmregardall packet lossesastheindicationof network con-

gestion,andreducethe effective transmissionrateupondetectionof packet losses.

Thepresenceof transmissionerrorsin thewirelesslink causesthesecongestioncon-

trol mechanismsto make incorrectjudgmentsaboutnetwork status,takewrongcon-

gestioncontrolactions,andcausesevereperformancedegradation.While many en-

hancementproposalshave beensuggestedin the literature,our review shows that

theseproposalsmake modificationsin placesthatareessentiallyimpossible.Many

of themonly apply to the receiver scenarioof the“last-hop” configuration,andthe

majorityof theseproposalsdonot improveTCP’s timeoutbehavior, whichwefound

to betheleadingcontributorof performancedegradation.

Thechallengeis to find a wirelessTCPenhancementschemethatmakesmodifica-

tionswithin thescopeof wirelessserviceproviders,appliesto all wirelessconfigu-

rations,andavoidstheperformancedegradationcompletely.

* Fastercongestionfeedbackfr om network routers

Timely congestionfeedbackfrom thenetwork is crucialto theeffectivenessof con-

gestioncontrol actionstaken by the TCP. Fastercongestionfeedbackreducesthe
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numberof packet lossesduring a congestionepisodeand the delay experienced

by packetspassingthe congestedrouter. Fastercongestionfeedbackalso reduces

hardwarecostof the routersby reducingthe buffer sizerequirement.Historically,

timeout,tripleduplicateacknowledgmentsandExplicit CongestionNotificationhave

beenusedasthemechanismsto delivercongestionfeedbackfrom therouters.Each

deliversa fasterfeedbackto thesourceandyieldshigherthroughput.It hasbeenob-

served that thesemechanismshave somebadeffectssuchaslock-outphenomenon

[24] andunfairness.

Thechallengeis to find amechanismto deliverevenfastercongestionfeedbackand

yield betterperformance.

* Real-Time QoSsupport in MAC protocol

As real-timeapplicationsgainmorepopularityandareincreasinglydeployedin mo-

bile handsets,moresupportfor real-timequality of servicesupportis neededfrom

the mediaaccesscontrol protocol. The OSU wirelessradio modemprojecthasa

working testbeddesignedto supportboth real-timeandnon-real-timeapplications.

The testbedhastwo physicallayercharacteristicstypical in many cellularwireless

networks,asymmetricforward/reversechannelsandhalf duplex transmission.A sur-

vey of currentMAC protocolsdid notfind any MAC protocolsthatsupportreal-time

applicationsonsuchphysicalradiomedia.

Thechallengeis to designaMAC protocolthatsupportsreal-timeapplicationswhile

maximallyutilizing the bandwidthresourcesin anasymmetricandhalf-duplex en-

vironment.AlthoughtheMAC protocolis designedfor thespecificphysicalmedia

andthereal-timeapplicationsupportedis light-weight,theprinciplesandtechniques
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of this designcan be generalizedto high-speedwirelessnetworks and to support

large-scalereal-timeapplications.

* Quality and efficiencyanalysisfor voicetrunking

Voice is themosttraditionalreal-timeapplication,andis oneof the two prominent

motivationsdriving thetremendousgrowth of wirelessnetworks.In fact,voicecom-

prisesmore than 90% of today’s wirelesstraffic. With the developmentof high-

speeddatanetworks, traditionalcircuit voice technologyis giving way to themore

cost-effective and more scalablepacket voice protocols. The major QoS concern

of packet voice is thedelayassociatedwith voicepackets. Packingdelay, which is

the delay to packan ATM cell with voice, becomesthe largestcomponentof the

end-to-enddelaywhenefficient voicecompressionalgorithmsareused.TheAAL2

standardin theATM Forumprovidesa way to reducethepackingdelay. However,

voice trunkinghasa tradeoff betweenvoicequality andbandwidthefficiency. The

standarddid notspecifyhow to makethetradeoff.

The challengeof this researchis to analyzethe relationshipbetweenvoice quality

andbandwidthefficiency, andestablishguidelinesfor makingthetradeoff.

1.4 Main Contributions of this Study

Themajorcontributionsof thisstudyare:

1. TheCongestionCoherencealgorithmthatenhancesTCP/IPoverwirelesslinks

2. Themark-frontstrategy thatdeliversfastercongestionfeedbackfor bettercongestion

control
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3. A MAC protocolfor asymmetricwirelessLAN for theOSUwirelessradiomodem

testbed

4. A stochasticanalysisto balancethevoicequalityandbandwidthefficiency in AAL2

voicetrunking1.

1.5 DissertationOutline

Therestof thisdissertationis organizedasfollows. Chapter2 is abackgroundintroduc-

tion. We describetheTCP/IPprotocolandits congestioncontrolmechanisms.Thestate

of the art of currentresearchtopicsis alsoreviewed in this chapter. Chapter3 identifies

problemsin thecurrentwirelessnetworksandstatesthemethodologyandapproachesused

in theresearch.

Chapters4 through9 are the coreof the dissertation.The requirementson wireless

TCPenhancementsarestatedin Chapter4. We not only statetheserequirements,but also

analyzewhy theserequirementsareimportantfor enhancementproposals.Theserequire-

mentsserve asa setof criteria to evaluatetheenhancementproposals.They establishthe

enhancementsolutionwe proposein this dissertationasa practicalandeffective enhance-

ment.

The leadingcontributors of wirelessTCP performancedegradationare analyzedin

Chapter5. A simulationis setup to collect performancerelateddatafor wirelessTCP

andmajorenhancementproposals.A statisticalanalysisshows that,contraryto common

understanding,thedominantcontributorof TCPperformancedegradationis not theinabil-

ity todistinguishwirelesscorruptionfrom congestionlosses,but insteadthetimeoutcaused

1The analysisandresultareadoptedin the 3GPPRAN TechnicalSpecificationGroupstandard:Delay
Budgetwithin theAccessStratum[1].
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by multiple lossesin onewindow is theleadingcontributor. This analysissetsthetonefor

ourenhancementdirection.

TheproposedenhancementsolutioncalledCongestionCoherenceisdescribedin Chap-

ter6. Analysisandsimulationsshowing thebenefitsof thisproposedsolutionandcompar-

isonwith otherenhancementproposalsarepresented.

Efficient TCP algorithmsneedsfast congestionfeedbackfrom the network. A new

mechanismis suggestedin Chapter7 to deliver fastercongestionfeedbackthancurrent

mechanisms,i.e., timeout,triple duplicateacknowledgmentsandExplicit CongestionNo-

tification.

Chapter8 is devotedto a MediaAccessControlprotocoldesignedspecificallyfor the

narrow-bandwirelessradio modemtestbedin the Ohio StateUniversity Departmentof

ElectricEngineeringandDepartmentof ComputerandInformationScience.Thisprotocol

is a uniqueprotocol focusingon providing real-timesupportin an asymmetricwireless

localareanetwork. Althoughit is designedfor aspecificsystem,theprinciplesusedin this

protocolcanbegeneralizedto high-speedwirelessnetworksto supportbothreal-timeand

non-real-timeapplications,and to improve wirelessbandwidthefficiency in asymmetric

wirelessLANs.

Chapter9 analyzesthepackingprocessin AAL2 voicetrunking. A Markovian model

is establishedto analyzethe relationshipof packingtimer expiration valueandpacking

density. Thisanalysisprovidesaguidelineonthetradeoff betweenvoicequalityandband-

width efficiency.

Finally, in Chapter10,we summarizethedissertationandpoint out theopenissuesfor

futurestudy.
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CHAPTER 2

BACKGROUND AND STATE OF THE ART

This chapterservesasan introductionto thebackgroundmaterialandthestateof art.

Thebackgroundintroductionincludesanoverview of TCP/IP, ananatomyof TCPconges-

tion controlmechanismsanda comparisonof differentTCPvariants.Thestateof theart

consistsof surveys on wirelessTCPenhancements,network congestionfeedbackmecha-

nismsandmediaaccesscontrolprotocols.

2.1 TransmissionControl ProtocolOverview

TransmissionControl Protocol(TCP) [63, 12, 2] is the most widely usedtransport

protocol. It wasdesignedto be connection-orientedon an unreliablenetwork layer. By

providing reliabledatadelivery andcongestioncontrolon thetop of theInternetProtocol

(IP), TCPformsthefoundationof today’s Internet.Theoperationof theTCPalgorithmis

a concertedeffort of thesender, thenetwork andthe receiver to reliably deliver userdata

acrossan unreliablenetwork or a setof inter-connectednetworks. This sectionprovides

anoverview of theTCPalgorithm.TCP’s congestioncontrolmechanismsandcongestion

feedbackmechanismsfrom thenetwork arediscussedin following sections.

IP is not designedto recover from packet losses,nor doesit guaranteetraffic delivery.

PacketssentonIP networksmaybelostwhencongestionor transmissionerrorshappen,or
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whenthenumberof permissibletransithopsis exceeded.In addition,IP doesnot deliver

packetsin order. At thedestination,theIP layer forwardspacketsto theupperlayereven

thoughthey maybeoutof order.

Certainapplicationsrequireassurancethatdatagramshavebeendeliveredsafelyto the

destination. Lost andcorruptedpacketsneedto be retransmitted.Out-of-orderpackets

needto berearrangedbeforedelivery to theapplication.Someapplicationsusethereceipt

acknowledgmentsfrom thedestinationto controlthesendingprocess.Themechanismsto

achieve theseimportantservicesarebuilt in theTCPalgorithm.

TCPbelongsto thetransportlayerof theconventionalseven-layermodel,sittingabove

IP layer andbelow upperlayers. The TCP algorithmresidesin the hostcomputeror a

machinetaskedwith the end-to-endintegrity of the transferof userdata. It is not loaded

into intermediateroutersto supportuserdatatransfer. If TCPrunsin therouter, it doesso

to supportactivitiessuchasnetwork management,terminalsessionswith therouter, etc.

2.1.1 Establishmentand Termination of TCP Connections

TCPis aconnectionorientedservice.Beforesendingany userdata,a connectionmust

be establishedbetweenthe sourceandthe destination.To opena connection,the sender

transmitsa SYN segment,thereceiver replieswith its own SYN, andthenthesenderan-

swerswith a SYN-ACK segment.TheSYN segmentscanalsocarrycontrolbits to nego-

tiate optionsusedin the TCP algorithm. After the connectionis established,datacanbe

transmittedin both directions. This procedureof establishingthe connectionis calleda

three-wayhandshake.

After all the data is sent, the senderand the receiver exchangeFIN and FIN-ACK

segmentsto terminatetheconnection.
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2.1.2 Acknowledgmentsand DelayedAcknowledgments

TCPachievesreliabletransportby requiringpositiveacknowledgmentfor receivedseg-

ments.Eachbyteof thedatais assigneda uniquesequencenumberandthereceiver sends

anacknowledgment(ACK) uponreceiptof a segment.TCPacknowledgmentsarecumu-

lative— anACK confirmsall bytesup to thegivensequencenumber.

Acknowledgmentsaresentonly in responseto a packet beingreceived,ratherthanat

regularintervals.Thusif nopacketsarearriving,noacknowledgmentswill besent.Cumu-

lativeacknowledgmentsareefficient in thesensethatanACK doesnot have to besentfor

everypacket received.However, they areambiguousbecausethey donotexplicitly inform

the senderof any packetswhich have beenlost or damaged.Beyond the acknowledged

bytes,thesenderhasno informationwhetherall datahasbeenreceived.

TCPacknowledgmentscanbea separatepacket,or canbe“piggy backed” ontoa data

packet in the reversedirection. Normally TCPdoesnot acknowledgea receivedsegment

immediately, but waits for a certainperiod. If a datasegmentis sentduring this period,

the acknowledgmentis “piggy backed” onto it. Alternatively, the receiver canwait until

anotherdatasegmentarrives,andacknowledgebothreceivedsegmentsat once.However,

TCP mustnot delayacknowledgmentsfor more thanhalf a secondandshouldsendan

acknowledgmentfor everyotherreceivedsegment[2].

TCP acknowledgmentsalsodrive TCP’s transmission.In the equilibrium condition,

eacharriving ACK triggersa transmissionof a new segment. This is calledTCP’s self-

clockingproperty.
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2.2 TCP CongestionControl Mechanisms

Congestionoccurswhenthetotalamountof datapumpedinto thenetwork exceedsthe

network’s capacity. During congestionthe queueat the congestedroutergrows largerso

packetsgoing throughthe routersuffer an extendeddelay. As congestioncontinues,the

queuesizemayexceedthebuffer sizeandcausebuffer overflow. Packetsthatcannotbeac-

commodatedin thebuffer aredroppedby thecongestedrouter, andhaveto beretransmitted

laterfrom thesource.In many caseswhenthedroppedpacket is retransmitted,somepack-

etsthathave alreadypassedthecongestedrouterarealsoretransmitted.Retransmissions

usepreciousbandwidthandadda variabledelayto theretransmittedpackets.Congestion

leadsto severethroughputdegradationandadramaticincreasein thepacket transferdelay

andis thereforeveryundesirable.

Figure2.1 from Chiu andJain[18] illustratesthe delayandthroughputof a network

in responseto increasingload. Whenthe load is low, an increasein load improvesthe

throughputwithout significantlyraisingthedelay. Whenthe loadcomescloseto thenet-

work capacity, furtherincreasesin loadraisethedelaybut not thethroughput.Thepoint in

thefigurewhentheloadequalsthenetwork capacityis calledtheknee, andthepointwhen

thethroughputfalls is calledthecliff .

Findingthenetwork’scapacityis notaneasytask.TCP’sstrategy is to controlconges-

tion onceit happens,asopposedto trying to avoid congestionin the first place. In fact,

TCP repeatedlyincreasesthe load on the network in an effort to find the point at which

congestionoccurs,andthenbacksoff from thispoint. In otherwords,TCPneedsto create

lossesto find theavailablebandwidthof theconnection.Thistypeof strategy is calledcon-

gestioncontrol. An alternative, which is calledcongestionavoidance, is to predictwhen
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Figure2.1: Loadversusdelayandthroughput

congestionis aboutto happenandthenreducethetransmissionratejustbeforepacketsstart

beingdiscarded.

Thegoalof congestionavoidanceis tomaintainoperationattheknee,wherethedelayis

low andthethroughputishigh,while thegoalof congestioncontrolis to maintainoperation

to theleft of theclif f. TCPcongestioncontrolcontainsmechanismsthatenablethesender

to quickly estimatethenetwork capacity, reachsteady-stateoperation,detectandreactto

network congestion,andrecover from congestionlosses.Thesemechanismsaredescribed

below.
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2.2.1 The AIMD Principle

Both congestioncontrolandcongestionavoidanceproblemscanbeformulatedassys-

temcontrolproblemsin which thesystemdetectsits stateandfeedsthis backto its users

whoadjusttheir controls.Thekey componentof congestioncontrolandcongestionavoid-

anceschemesis the control functionusedby theusersto increaseor decreasetheir load.

Chiu andJain [18] abstractlycharacterizedthesefunctionsasa numberof increaseand

decreasealgorithms.They provedthata simpleAdditive IncreaseandMultiplicative De-

crease(AIMD) algorithmsatisfiesthesufficient conditionsfor convergenceto anefficient

andfair stateregardlessof thestartingstateof thenetwork.

Optimizationconsiderationsrequirethat thechangein efficiency andfairnessbemax-

imized in every feedbackcycle. Using theseconsiderations,AIMD wasshown to be the

optimalpolicy.

2.2.2 Slow Start and CongestionAvoidance

TCP is designedto be conservative in the amountof datatransmittedto the network

to prevent congestion.The mechanismsto estimatenetwork capacityareslow start and

congestionavoidance, whichwerefirst introducedbyJacobson[39] andwerequicklymade

mandatoryin RFC1122[12].

Slow startandcongestionavoidancearetwo phasesin TCP transmission.Thesetwo

phasesaredifferentiatedby twovariables:congestionwindow (cwnd) andslow startthresh-

old (ssthresh). cwnd is a sender-sidelimit on the amountof datathe sendercantransmit

into thenetwork beforereceiving anACK. The receiver’s advertisedwindow (rwnd) is a

receiver-sidelimit on the amountof outstandingdata. The minimum of cwndand rwnd

governsdatatransmission[2]. ssthreshis neededto determinewhetherthetransmissionis
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in theslow-startor thecongestionavoidancephase.If cwnd is smallerthanssthresh, the

transmissionis in the slow-startphase.Otherwise,the transmissionis in the congestion

avoidancephase.

The initial valueof cwnd, called initial window(IW), mustbeno morethantwo seg-

ments.After theconnectionis established,theTCPsendertransmitsasmany segmentsto

thenetwork asthevalueof IW permits. Beforereceiving anACK, thesenderis blocked

andcannotsendany new data.After receiving theACK, thenumberof new segmentsto

besentis equalto thenumberof acknowledgedsegmentsplusonesegmentdueto increase

of cwnd.

Duringslow start,aTCPsenderstartswith acwndof oneor two segmentsandincrease

thecwndby at mostsendermaximumsegmentsize(SMSS)bytesfor eachACK received

thatacknowledgesnew data.If nopacket is lost, thecongestionwindow is onesegmentin

thefirst RTT, two segmentsin thesecondRTT, andthreesegmentsin thethird RTT. Slow

start is somewhat of a misnomerbecausethe growth of cwnd is actuallyvery fast. It is

calledslow startbecausethetransmissionstartsfrom asmallvalue,normallyonesegment.

The exponentialgrowth in slow startendswhencwnd reachesssthreshor whencon-

gestionis detected.The sendercandetectcongestionin two ways: the expirationof the

retransmissiontimer or the receiptof threeconsecutive duplicateacknowledgments(du-

pack).Thedatareceiversendsadupackafterreceiving anout-of-ordersegment.Whenthe

third dupackhasarrived,theTCPsendergoesto a fastretransmit/fastrecoveryalgorithm.

Duringcongestionavoidance,cwndis incrementedby onefull-sizedsegmentperround

trip time (RTT). That meansthat the cwnd is increasedonly after a fill window of data

is acknowledged. Congestionavoidancecontinuestill the endof the connectionor until
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congestionis detectedby RTO. A commonlyusedformulato updatecwndis [2]

+-,�.0/  +-,�.0/�1 SMSS2 SMSS3 +-,�.0/ (2.1)

2.2.3 Timeout

TraditionallyaTCPreceiveronly acknowledgesthehighestsegmentit hassuccessfully

receivedin order. In caseof a segmentloss,thereceivercannotacknowledgenew data,so

thesenderis notallowedto sendnew data.

Therefore,beforethe retransmissiontimeout, thereis usually an idle period during

which thesenderdoesnot transmitany data,possiblycausingthecommunicationpathto

beunder-utilized. Thereis noway to indicatethelossto thesender.

In earlyversionsof TCP, theonly way to recover from a segmentlosswasto wait for

theretransmissiontimeout(RTO) timerto expire. Thevalueof RTO is determinedfrom the

measuredround-triptime(RTT) andthevarianceof recentRTT measurements[39, 61].

Timeoutisamechanismtobattlecongestion,but thetimeouttimermustbesetcorrectly.

If the timer is too long, the network may be idle for a long time beforethe lost packet

is retransmitted.If the timer is set too short, the sendermay unnecessarilyretransmita

segment,whichonly addsto network congestion.

Anotherreasonfor needinganaccuratetimeoutvalueis that timeoutsareregardedas

animplicationof congestionandhave significantimpacton congestioncontrolalgorithm.

Inaccuratetimeout valuesmay trigger falsecongestioncontrol actionsresultingin low

throughput.

2.2.4 Round-Trip Time Measurement

Estimatinground-triptime is notaseasyasit sounds.An intuitive ideais to recordthe

time whenTCPsendsout a packet, andreadthetime againwhentheacknowledgmentis
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received. The differencebetweenthe two timesis the round-triptime. Runningaverage

canbeusedto smooththevariationsof individualsamples:

EstimatedRTT �465 EstimatedRTT 1�7 �98:4<;=5 SampleRTT (2.2)

Here 4 is an averagingparameterbetween0 and1. The timeoutvalueis set to a quite

conservativevalue:

Timeout �>?5 EstimatedRTT (2.3)

After several yearsof usein the Internet,a flaw of the simplealgorithmwasdiscov-

ered. Theproblemis that datapacketsandacknowledgmentscanbe lost in the network.

Whena packet is retransmittedandtheacknowledgmentarrivesat thesender, it is impos-

sibleto determineif thisacknowledgmentshouldbeassociatedwith thefirst or thesecond

transmission.

Karn andPatridge[44, 45] suggesteda simplesolutionwhich only measuressample

RTT for segmentsthat have beensentonce. If a packet is retransmitted,TCP stopstak-

ing samplesof theRTT for theretransmittedpacket. They alsoproposeto changeTCP’s

timeoutmechanism.Thetimeoutvaluedoubleseachtime thelost packet is retransmitted,

similar to theexponentialbackoff in Ethernet.

A timestampoptionwasrecommendedin RFC1323[40]. Whenusingthetimestamp

option, the TCP senderwrites the currentvalue of a “timestampclock” into a 12-byte

optionalfield in theheaderof eachoutgoingsegment.Thereceiver thenechosthosetimes-

tampsin thecorrespondingACKs. Whenreceiving anACK, Thesendercandeterminethe

RTT by calculatingthedifferencebetweenthecurrentvalueof its “timestampclock” and

thetimestampechoedin theACK.
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A few yearslater, Jacobsonand Karelsproposedmore dramaticchangesto TCP to

fight congestion,includinga new methodto setthetimeoutvalue.In thisnew method,the

timeoutvalueis setaccordingto theestimatedRTT aswell asthedeviation of individual

RTT samples[39]:

Difference SampleRTT 8 EstimatedRTT (2.4)

EstimatedRTT  EstimatedRTT 1A@ 5 Difference (2.5)

Deviation  Deviation 1:B 5 7�CDifferenceC 8 Deviation; (2.6)

Thetimeoutvalueis setto

Timeout  EstimatedRTT 1:D 5 Deviation (2.7)

Here, @ and B areconstantsbetween0 and1. Paxson[61] statesthat @ shouldbe set to

1/8, B to 1/4 and D to 4. Thesevaluesarewidely usedin presentTCP implementations

becauseof their efficiency in binaryarithmetics.The above algorithmwasintroducedin

[39], becausethe original algorithmintroducedin [63] turnedout to be inadequatewith

congestedinternetworks.Thisalgorithmwasmademandatoryin RFC1122[12] by stating

that TCP implementationsmust follow the rules mentionedabove. The retransmission

timer mustberesetwhenanACK is receivedthatacknowledgesnew data. This way the

timerwill expireafter ��E#F seconds.For amoredetaileddescription,referto [61].

2.2.5 FastRetransmit and Recovery

Timeoutis a mechanismto deliver thepacket lossinformationandtriggertheretrans-

missionfrom thesender, but timeoutsarealwaysaccompaniedby anextendedperioddur-

ing whichnodatacanbesent.A bettermechanismfor passingnegativeacknowledgments

and triggering retransmissionscalled triple duplicateacknowledgmentsis introducedin
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RFC 2001 [70]. This mechanismregardsthe receiptof threeconsecutive duplicateac-

knowledgmentsasanindicationof packet loss.Duplicateacknowledgmentsacknowledge

exactly thesameoctetsaspreviousacknowledgments.Thereceiver generatesa duplicate

ACK whenit receivesanout-of-ordersegment.Thealgorithmof triggeringa retransmis-

sionon threeduplicateACKs is calledfastretransmit.

Additionally, thecongestioncontrolspecificationalsoimprovestheTCPperformance

by allowing thesenderto retransmitanew segmenteachtimeanadditionalduplicateACK

arrivesafterthefastretransmitif theTCPcongestionwindow andreceiverwindow permit.

This is basedon the judgmentthat eachduplicateACK is an indicationof a packet that

hasarrivedat thereceiver, meaningthatthenetwork loadwasreducedby onepacket. This

is calledthepacket conservationrule [39], which requiresthat thenumberof outstanding

segmentsin thenetwork is maintainedduring the fast recoveryphase.However, because

thepacket losscanbea notificationof congestion,thesenderhasto wait for the number

of outstandingsegmentsto behalvedbeforenew segmentscanbetransmitted.Thealgo-

rithm following thefastretransmitis calledfastrecovery, andit is completedafterthefirst

acknowledgmentfor new dataarrivesto thesender.

2.3 TCP Implementationsand Extensions

TCP hasbeena ratherfluid protocolover the last severalyears,especiallyin its con-

gestioncontrolmechanism.In fact,TCPis no longerdefinedby a specification,but rather

by implementations.Due to the availability of intermediateversionsof the codeandthe

factthatpatchhasbeenlayeredontopof patches,onecouldnotfind auniversalagreement

aboutwhichtechniquewasintroducedin whichrelease.In today’sInternet,many different

versionsof TCPimplementationcoexist andcommunicatewith eachother.
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In this section,we review thedifferentTCPimplementationsandextensions.Thepur-

poseof this review is to tracethedevelopmentof theTCPprotocolandto understandthe

TCPversionsthatnew TCPenhancementsmusttalk to.

2.3.1 TCP Tahoe

TCP Tahoe,which is alsoknown asBSD Network Release1.0 (BNR1), refersto the

original implementationof Jacobson’scongestioncontrolmechanismson theBSDoperat-

ing systemin 1988. It includesslow start,congestionavoidance,animprovedround-trip-

timeestimationandfastretransmit[39]. Thenew mechanismswereintroducedin response

to congestivecollapsesthatbeganoccurringontheInternetin 1986andcausedthroughput

to drop in somecasesby a factorof a thousand.TCP TahoeincludesmostmodernTCP

congestioncontrolmechanismsandis thepredecessorof mostotherTCPimplementations.

Thegoalof thesemechanismsis to ensurethataTCPconnectionis ableto reachastate

of equilibriumandthat theconnectionobeys the“conservationof packets” principleonce

it is in equilibrium. This principlestatesthatoncea connectionhasreachedequilibrium,

it shouldonly transmita packet on thenetwork whenit receivesfeedbackindicatingthat

a packet hasleft thenetwork. Theconnectionreachesequilibriumby probingthenetwork

for availablebandwidthandadjustinganewly proposedsendercongestionwindow. In TCP

Tahoe,thewindow usedby thesenderis takenastheminimumof thereceiverwindow and

thisnew congestionwindow.

The most significantperformanceimprovementof TCP Tahoecomesfrom the fast

retransmitmechanism.By triggeringa retransmissionuponthereceiptof threeduplicate

ACKs,TCPTahoeavoidsthelongwait for theretransmissiontimer to expire.
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Themaindisadvantageof TCPTahoeis its frequentinitiationof theslow startfollowing

eachpacket loss. Theslow-startprocesstakesa long time to bring theTCPtransmission

ratebackto normal,soTCPTahoedoesnotperformwell onhighbandwidth-delayproduct

connections.

2.3.2 TCP Reno

TCPRenowasimplementedin theBSD operatingsystemin 1990,andis alsoknown

asBSD Network Release2.0 (BNR2). It is themostwidely usedTCPversiontoday. On

topof TCPTahoe,TCPRenoaddsthefastrecoverymechanism.Fastrecoveryenablesthe

connectionto quickly recover from isolatedsegmentlosses[70].

ThemaindifferencebetweenTCPTahoeandRenois thephasethey enteraftera fast

retransmit.In bothTahoeandReno,fastretransmitis triggereduponthe receiptof three

duplicateACKs. However, whenapartialor new ACK is received,TCPTahoesetsits cwnd

to onesegment.As a result,TCPenterstheslow startphaseuntil cwndreachesssthresh.

But in TCPReno,whena partialor new ACK is received,cwndis setto ssthresh, causing

thesystemto immediatelyenterthecongestionavoidancephase.

Besidesfastrecovery, TCPRenoalsosupportsheaderpredictionanddelayedacknowl-

edgmentsoptions.Headerpredictionis anoptimizationfor thecommoncasethatsegments

arrive in order, andthe delayedacknowledgmentsoption acknowledgesevery otherseg-

mentratherthaneverysegment.

The key advantageof TCP Renoover TCP Tahoeis that it maintainsthe clockingof

new datawith theduplicateACKsandavoidsinitiating theslow startphasewhentheTCP

transmissionrate is reduced.This improvementis mostnoticeableon large bandwidth-

delayproductconnectionswheretheslow startphaseis long.
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2.3.3 TCP NewReno

Thefastretransmitandrecovery in TCPRenoareeffective in recoveringfrom isolated

packet losses.However, it wasobserved that Renodoesnot work well if multiple pack-

etsaredroppedduringa singleroundtrip [36]. In high-speedlinks, a typical congestion

episodecancausemultiplesegmentsto bedropped.In thiscase,fastretransmitandrecov-

eryarenotableto recover from thelossesandslow startis triggeredfrequently. Figure2.2

shows a casewhenthreeconsecutive packetsarelost from a window andthesenderTCP

incursfastretransmittwice andthentimesout. At this time, ssthreshis setto one-eighth

of theoriginal congestionwindow value. As a result,theexponentialgrowth lastsa very

shorttime,andthelinearincreasebeginsataverysmallwindow. Thus,TCPtransmitsata

very low rateandlosesmuchthroughput.

Figure2.2: FastRetransmitandRecovery
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TCPNew Reno[27] introduceda fast-recoveryphaseduringwhich thesenderremem-

bersthehighestsequencenumbersent(RECOVER) whenthe fastretransmitis first trig-

gered.After thefirst unacknowledgedpacket is retransmitteduponthereceiptof threedu-

plicateACKs, thesenderfollows theusualfastrecovery algorithmandincreasesthecwnd

by onefor eachduplicateACK it receives.Whenthesenderreceivesanacknowledgment

for the retransmittedpacket, it checksif the ACK acknowledgesall segmentsincluding

RECOVER. If so, the ACK is a new ACK. The senderexits the fastretransmit-recovery

phaseandsetsits cwndto ssthreshandstartsa linearincrease(congestionavoidance).

On theotherhand,if theACK is a partialACK, i.e., it acknowledgestheretransmitted

segmentandonly a partof thesegmentsbeforeRECOVER, thenthesenderimmediately

retransmitsthe next expectedsegmentas indicatedby the ACK. This continuesuntil all

segmentsincludingRECOVER areacknowledged.

This modificationallows TCP New Renoto handlemultiple losseswith a singlefast

recovery phase,while TCP Renohasto invoke fast-recovery multiple times. Avoiding

multiple fast-recovery phasescaneliminatetwo detrimentaleffects. First, it preventsthe

senderfrom shrinkingthecongestionwindow toodramatically. Second,it eliminatesstalls

thatoftenhappento TCPRenoaftertwo packetsaredroppedin asinglewindow.

While TCP New Renois capableof handlingmultiple packet lossesin a singlewin-

dow, it is limited to detectingandresendingat mostonepacket per round-trip-time.This

deficiency becomesmorepronouncedasthedelay-bandwidthproductbecomesgreater.

2.3.4 TCP SACK

Currentlya TCP receiver only acknowledgesthe highestsegmentit hassuccessfully

receivedin order. In theeventof packet loss,thesendercanonly tell thefirst lost segment
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from theacknowledgmentsit receives.Thedeliverystatusof subsequentsegmentswill not

beknown until theacknowledgmentof thefirst retransmittedpacket is received.Therefore,

multiple losseswithin oneround-triptimenormallycausea timeoutat thesource.

TheTCPSACK optionspecifiedin [57] providesawayof furnishingmoreinformation

aboutthepacketsthathave beenreceived. A SACK optionis anoptionalfield in theTCP

header. It is sentwhenever out of sequencedatais received. All duplicateACK’s contain

theSACK option.Theoptioncontainsa list of contiguousblocksof dataalreadyreceived

by thereceiver. Eachdatablockis identifiedby thesequencenumberof thefirst bytein the

block (the left edgeof theblock) andthesequencenumberof thebyte immediatelyafter

thelastbyteof theblock. Becauseof thelimit on themaximumTCPheadersize,at most

threeSACK blockscanbespecifiedin oneSACK packet.

The receiver keepstrack of all out-of-orderdatablocks received. Whena SACK is

generated,the first SACK block specifiesthe block of datacontainingthe mostrecently

receiveddatasegment. This ensuresthat the receiver providesthe mostup to dateinfor-

mationto thesender. After thefirst SACK block,theremainingblockscanbefilled in any

order, but thereceivershouldtry to includeasmany distinctblocksaspossible.

The senderkeepsa tableof all the segmentssentbut not ACKed. Whena segment

is sent, it is enteredinto the table. When the senderreceives an ACK with the SACK

option, it marksall the segmentsspecifiedin the SACK option blocksasSACKed. The

entriesfor eachsegmentremainin thetableuntil thesegmentis ACKed.Whenthesender

receivesthreeduplicateACKs, it retransmitsthefirst unacknowledgedpacket. During the

fast retransmitphase,when the senderis sendingone segmentfor eachduplicateACK

received, it first tries to retransmittheholesin theSACK blocksbeforesendingany new

segments.Whenthesenderretransmitsasegment,it marksthesegmentasretransmittedin
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the table. If a retransmittedsegmentis lost, thesendertimesout andperformsslow start.

Whena timeoutoccurs,thesenderresetstheSACK table.

Thesenderalsousesa new pipemechanismto track thenumberof packetscurrently

in transit. SACK performsfast-retransmitjust like TCP New Reno. It entersthe fast-

retransmitphasewhenalossis detected,andit exits whenall of thedatathatwasoutstand-

ing at thebeginningof thefast-retransmitphasehasbeenacknowledged.

SACK improvesuponTCPNew-Renowhenmultiple packetsarelost in a singlewin-

dow. Thedetailedinformationprovidedby SACK allowsthesenderto retransmitmultiple

lost packetswithin a singleroundtrip time, while New Renohasto wait for theACK of

thefirst retransmittedpacket to determinewhichotherpacketshavebeenlost.

2.3.5 TCP Net Reno

Anotherimprovementon multiple lossesis the TCP Net Reno[54] proposedby Lin

andKung. They observed that 85% of the timeoutsin currentTCP implementationson

the Internetarecausedby windows too small for fast retransmissionto trigger. In such

cases,therearenot enoughpacketsin the network pipe to trigger the fastretransmitand

recovery, andthereforetimeoutsareincurred.They proposeanetwork-sensitiveversionof

RenocalledNet Renothatimprovesperformanceby reducingretransmissiontimeouts.In

NetReno,anew packet is sentfor eachduplicateACK receivedbeforefastretransmission

is triggered.In caseof smallwindows,thesenew packetstriggermoreduplicateACKsthat

triggerfastretransmit.
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2.3.6 TCP Vegas

TCP Vegas[14] is a big changefrom earlier implementationsof TCP that weredis-

tributedin releasesof 4.3BSD Unix. It usesthreetechniquesto improveTCPthroughput

andreducepacket loss.

First, Vegasenhancesthe TCP RoundTrip Time estimationalgorithm by using the

systemclock insteadof thecoarsegranularityTCPtimer. ThemoreaccurateRTT estimate

is usedto sensecongestionso it canretransmita packet even beforethe receiptof three

duplicateACKs. CertainACKsareusedto checkfor timeoutandretransmissionusingthe

enhancedRTT estimate.

Second,Vegasmonitorschangesin throughputby comparingmeasuredthroughputto

expectedthroughputcalculatedusing the window size. The congestionavoidancealgo-

rithm usesthis informationto maintaintheoptimalamountof datain thenetwork. Thus,

thesteadystateestimationis continuallyperformedusingthroughputasanindicator.

Finally, Vegasmodifiesthe slow startalgorithmby introducinga constantcongestion

window phaseevery other round trip. The congestionwindow increasesexponentially

everyotherroundtrip andstaysconstantduringtheinterimround-trip.Duringtheconstant

phase,the algorithmcomparesthe estimatedandachieved throughput.Thedifferenceof

thetwo throughputsisusedto decidewhetherTCPshouldentertheincreaseor thedecrease

mode.TCPVegastakeslongerto getto steadystate,but thesteadystateestimationis more

accurate.
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2.4 CongestionFeedbackMechanisms

TheTCPalgorithmat thesenderandthereceiver is only partof thecongestioncontrol

effort. An equallyimportantpartis thecongestionfeedbackfrom thenetwork,whichis the

basisof any congestioncontrolactions.

Congestionfeedbackcanbedeliveredin differentways. Themostprimitive feedback

is packet drops. In caseof buffer overflow, the network simply dropsincomingpackets

thatcannotbeaccommodatedin the routerbuffer. Thesourcecandetectthepacket drop

eitherfrom a timeoutor from duplicateacknowledgments.Tail Drop is themostcommon

packet droppingpolicy. More sophisticatedrouterscanchoosepacketsto dropaccording

to accountinginformationof eachconnection,or droppacketsbeforethebuffer overflows

in orderto achievecertainperformancegoals.

Thesecondapproachis to sendcongestioncontrolmessageswhencongestionoccurs.

Basedon what information is sentandwherethe congestioncontrol messagesaresent,

thereareseveralprotocols.

The third feedbackapproachis to markcongestioninformationin theheaderof pass-

ing packets.Whenthepacket reachesthereceiver, theattachedfeedbackis reflectedback

to thesenderthroughacknowledgmentpackets. This approachis calledexplicit notifica-

tion. Whenthe markingpolicy is properlytuned,this approachcanachieve the goalsof

congestioncontrolwithout losinguserdataandwithoutaddingextra traffic.

Thesecongestionfeedbackmechanismsarereviewedanddiscussedin thissection.

2.4.1 Tail Drop

Tail Drop is the simplestpacket droppingpolicy. Whenthe routerbuffer is full, in-

comingpacketsthat cannotbe accommodatedaresimply dropped. Besidedroppingthe
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incomingpacket,therouterperformsnootheroperations.Whenthesourcetimesout, it re-

alizesthatapacket is lost,andassumesthenetwork is congested.An alternativeto timeout

is duplicateacknowledgments.If thereareenoughpacketsfollowing thedroppedpackets,

the sourcecandeducethe losssignalfrom duplicateacknowledgments.In this way, the

congestionsignalis deliveredto thesource.

Despiteits simplicity, Tail Drop hasa numberof drawbacks,includingunfairnessand

globalsynchronization.

At first glance,theTail Droppolicy seemsfair to all packets:nopacket is treateddiffer-

ently from others.In fact,Tail Drop is unfair to burstyconnectionsandnew connections.

Comparedwith smoothconnections,burstyconnectionshave greaterprobabilityto fill up

thebuffer spacethansmoothconnections.If thesamenumberof packetsaresent,abursty

connectionwill suffer morepacket dropsthan a smoothconnection,causingunfairness

againsttheburstyconnection.Tail Dropalsofavorsold connectionsthannew connections.

Old connectionsthat occupy the buffer spacecankeeppacketsof new connectionsfrom

enteringthebuffer. In somesituations,Tail Drop allowsa singleconnectionor a few con-

nectionsto monopolizethequeuespace,preventingotherconnectionsfrom gettinginto the

queue.This is calledthelock-outphenomenon[24].

Tail Dropisalsoblamedfor causingglobalsynchronization.Whenthebuffer isnotfull,

all packetsaresuccessfullyenqueuedandforwarded,causingthecongestionwindow of all

connectionsto grow. Thusthe network is quickly congested.As the buffer getscloseto

full, packetsof all connectionshave a goodchanceto bedropped,causingall connections

to backoff simultaneously. This resultsin a sustainedperiodof loweredlink utilization,

reducingoverall throughput.Eventhoughat extremelylow loadstheperformanceof Tail

Drop is acceptable,many papershave shown that Drop Tail is alwaysoutperformedby
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otherpolicies[48, 52]. Kim [46] even shows that the entiresystemcanbe shutdown if

DropTail is implemented.

For IP over ATM traffic, Tail Drop in ATM mayresultin somecellsof a packet being

droppedwhile othercellsmaybeenqueuedandforwarded.Floyd [30] shows that thetail

dropschemecausespoorTCPperformancebecauseof phaseeffectsin burstyTCPtraffic.

2.4.2 Partial Packet Discard

Partial Packet Discard(PPD)was first proposedin [68] to efficiently transportTCP

segmentsover ATM networks. WhenPPDhasto drop a cell dueto buffer overflow, all

subsequentcellsbelongingto thesamepacket aredropped.PPDavoidstransmittingcells

belongingto a corruptpacket thatmustberetransmittedentirelyby higher-layerprotocol

(e.g.,TCP),thusimproving theutilizationof bandwidthresources.

2.4.3 Early Packet Discard

EPD [68] wasalsodesignedto avoid the transmissionof partial packets in an ATM

network. BothEPDandPPDusetheEndof Message(EoM)cell informationto distinguish

endof frameboundaries.In thePPDscheme,whenacell is droppeddueto buffer overflow,

theremainingcellsfrom theframearealsodropped.EPDdropscompletepacketsinstead

of partialpackets.As a result,the link doesnot carryincompletepacketsthatwould have

beendiscardedduringreassembly. In EPD,a thresholdlessthanthebuffer sizeis setin the

buffer. Whentheswitchqueuelengthexceedsthisthreshold,all cellsfrom any new packets

aredropped.Packetsthathadbeenpartly receivedbeforeexceedingthethresholdarestill

acceptedif thereis buffer space.Thesuperiorperformanceof EPDwasdemonstratedover

Tail DropandPPD[48, 52].
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EPDdoesnot discriminatebetweenconnectionsin droppingpackets. In many cases,

EPDdropspacketsbelongingto oneconnectioncausingit to backup,but transmitspackets

belongingto anotherconnectionallowing it to sendmorepackets. A numberof dropping

policiesincludingSelective Drop [33], Early Packet Discardwith Fair Buffer Allocation

[33] andEarly Selective Packet Discard[17] wereproposed.Thesepoliciesmaintainand

useper-connectionaccountinginformationto achievebetterfairnessamongconnections.

2.4.4 Drop-from-Front

TheDrop-from-Frontoptionwasfirst introducedby Yin [76]. Whenthebuffer is full,

insteadof droppingtheincomingpacket,thecongestedroutermakesroomfor theincoming

packet by droppingthe packet in the front of the queue. In this way, the TCP sender

is notified aboutthe congestiononeentirebuffer soonerthan if the Tail Drop hadbeen

applied.Thesendercanrespondto thecongestionsoonerandthusshortenthecongestion

period.

Lakshmanetc. [51] studieda variantof Drop-from-Frontusedon IP overATM, called

Partial FrameDrop at theFront (PFDF).In PFDF, whena cell is droppedfrom front, the

packet to whichthecell belongsis markedsothatall remainingcellsfrom thesamepacket

arealsodroppedwhenthey arriveat thefront. ThestudyshowedthatPFDFachievesbetter

throughputthanPartialPacket Discard,Drop-from-FrontandTail Drop,especiallyin high

bandwidth-delayproductenvironments.

2.4.5 RandomEarly Detection

RandomEarly Detection(RED) [31] is a congestionavoidancemechanismimple-

mentedin routersto performactive queuemanagement.RED differs from otherpacket

droppingpoliciesin that routersneednot to maintainconnectionstateinformation. It is

34



designedto work in collaborationwith a transportlayercongestioncontrolprotocol,such

asthecongestioncontrolin TCP. Theobjectivesof RED includeavoiding globalsynchro-

nizationandkeepingtheaveragequeuelengthin aregionof low delayandhighthroughput.

RED avoids the lock-outphenomenonandimprovesfairnessamongconnections.Bursty

connectionsalsogetfairertreatmentthanin Tail Drop. Burstyconnectionsaremorelikely

to causecongestionandgetdroppedin Tail Drop,but they donotconsumemorebandwidth

onaverage.

TheREDalgorithmconsistsof two parts:theestimationof theaveragequeuesize G�	�H�I
andthe calculationof the droppingprobability for the incomingpacket. Basically, RED

usesanexponentiallyweightedmoving averagequeuelength,but theimplementationhas

to consideridle periodsduringwhichnopacketsarriveandthequeuelengthis notupdated.

Theprobability to dropa packet is determinedby a particularalgorithm. Thetwo pa-

rameters,JLK .NMPO and JRQTS MPO , representthe lower andupperlimits of averagequeuelength

for packet dropping.With averagequeuelengthbelow JLK .NMPO , no packet will bedropped.

Whenaveragequeuelengthis above JRQUS MPO , all incomingpacketswill bedroppeddeter-

ministically. Whentheaveragequeuelengthis betweenthetwo thresholds,the incoming

packet will bedroppedwith a probabilitycalculatedfrom G�	�H�I anda configuredmaximum

dropprobability ����	�� .
Droppingpacketswith probability in this way ensuresthatTCP connectionsbackoff

irregularly to breakthe globalsynchronization.Thequeuelengthat the routerno longer

oscillatesasmuchasin theTail Drop. Theaveragequeuelengthcanbekept in low level

sotherouterwill beoccupiedto ensurehigh throughputanda low packet transferdelay.

WeightedRED[23] is acommercialimplementationof REDthatdistinguishespackets

with differentpriorities.In thisscheme,hostsor edgeroutersmayaddprecedencevaluesto
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packetsasthey enterthenetwork. In theinterior of thenetwork, whentheRED threshold

is reached,higherpriority packetsaredroppedwith a lowerprobabilitythanlowerpriority

packets. In this way, W-RED canbe usedto provide priority-basedquality of serviceto

dataflows.

2.4.6 DECbit

Packetmarkingprovidesadifferenttypeof congestionfeedbackthanpacketdropping.

TheDECbit wasthefirst attemptto adda singlebinarybit in thepacket header. A router

setsthis bit in a packet if its averagequeuelengthis greaterthanor equalto 1 at thetime

thepacket arrives. This averagequeuelengthis measuredover a time interval thatspans

thelastbusyidle cycle,plusthecurrentbusycycle.

On thehostside,thesourcerecordshow many packetshave thecongestionbit set. If

lessthan50%of thepacketsin thelastwindow havethecongestionbit set,thenthesource

increasesthecongestionwindow by onepacket. If 50%or morepacketsin thelastwindow

have the congestionbit set,thenthe sourcedecreasesthe congestionwindow to )V of the

previous value. The “increaseby 1, decreaseby )V ” rule was selectedbecauseadditive

increase/multiplicativedecreasemakesthemechanismstable.

2.4.7 Explicit CongestionNotification

The Explicit CongestionNotification proposedin [26, 65] is a binary feedbackfor

TCP/IP. Ratherthandroppingpacketsduringbuffer overflow, ECNprovidesa light-weight

mechanismfor routersto senda direct indicationof congestionto the source.Although

ECN is essentiallya binary feedbackscheme,it usestwo bits in the IP headerand two

bits in theTCPheaderto ensurecompatibilitywith otherprotocolsandreliabledeliveryof

thecongestionfeedback.TheECN-CapableTransport(ECT) bit is setby thedatasender
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to indicatethat theend-pointsof the transportprotocolareECN-Capable.TheCE (Con-

gestionExperienced)bit is setby therouterto indicatecongestionto theendnodes.The

ECN-Echoflag is setby thedatareceiver to notify thesenderthat thereceivedpacket has

experiencedcongestion.The CongestionWindow Reducedbit is usedby the senderto

inform thereceiver thatcongestionactionhasbeentaken.

Bits 6 and7 in theIPv4 TOSoctetaredesignatedastheECNfield. Bit 6 is designated

astheECTbit, andbit 7 is designatedastheECbit. In theTCPconnectionsetupphase,the

sourceandthedestinationexchangeinformationabouttheirdesireand/orcapabilityto use

ECN. Subsequentto the completionof this negotiation,the TCP sendersetsthe ECT bit

in theIP headerof thedatapacketsto indicateto thenetwork thatthetransportis capable

andwilling to participatein ECN for this packet. If the TCP connectiondoesnot wish

to useECN notificationfor a particularpacket, theTCPsendersetstheECT bit to 0 and

thereceiver ignorestheCE bit in thereceivedpacket. Whentherouterdetectscongestion,

it checkswhetherthe ECT bit of the incomingpacket is set. If not, the packet will be

discardedlikeaconventionalrouter. If theECTbit is set,therouterwill marktheCEbit to

indicateto thedatareceiver thatthispackethasexperiencedcongestion.

In the TCP header, bit 9 in the Reservedfield of theTCP headeris designatedasthe

ECN-Echoflag, bit 8 is designatedasthe CWR bit. Whena packet with the CE bit set

reachesthe receiver, the receiver respondsby settingthe ECN-Echoflag in the next out-

goingACK for theflow. To provide robustnessagainstthepossibilityof a droppedACK

packet carryinganECN-Echoflag, theTCPreceiver mustsettheECN-Echoflag in a se-

riesof ACK packets.ThereceiverusestheCWRflagto determinewhento stopsettingthe

ECN-Echoflag.
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WhenanECN-CapableTCPreducesits congestionwindow for any reason(becauseof

a retransmittimeout,a FastRetransmit,or in responseto anECN notification),TCPsets

theCWR flag in theTCPheaderof thefirst datapacket sentafter thewindow reduction.

If that datapacket is droppedin the network, thenthe sendingTCP will have to reduce

the congestionwindow againandretransmitthe droppedpacket. Thus, the Congestion

Window Reducedmessageis reliably deliveredto the datareceiver. After the receiptof

the CWR packet, acknowledgmentsfor subsequentnon-CEdatapacketsdo not have the

ECN-Echoflagset.

2.4.8 FECN and BECN

Forwardexplicit congestionnotification(FECN)is a bit in theheaderof a frame-relay

frame. It canbe setby any nodein a virtual path in the frame-relaynetwork that is in

dangerof gettingcongested.It might besetin framesthataretravelingon thevirtual path

from sourceto destination.Thebit indicatesthecongestionto thedestinationnode.This

informationshouldbepassed-onto a higherlevel protocol,which shouldtake appropriate

measures.

Backwardexplicit congestionnotification(BECN) is aFrameRelaymessagethatnoti-

fiesthesendingdevice that thereis congestionin thenetwork. A BECN bit is sentin the

oppositedirectionin which theframeis traveling,towardits transmissionsource.

2.4.9 SourceQuench

Sourcequench[62] is anotherexplicit feedbackmechanismto tell ahostcomputerthat

it needsto reducethepaceatwhich it is sendingpacketsto thathost.It is aspecialInternet

ControlMessageProtocol(ICMP).
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Ideally, a receiving hostwoulddetectwhenpacketswerestackingup too fastandsend

a sourcequenchin time to slow thepacedown sothatno packetswerelost. Notethat the

InternetProtocolof which ICMP is apartdoesnot itself guaranteethedeliveryof packets.

Higher-level protocols,suchasTCP, haveresponsibilityfor ensuringsuccessfulend-to-end

communication.IP andICMP simplyreporterrorsor situationsasthey aredetectedsothat

packetscanbe resentor sentat a differentpace. Sourcequenchis not the only way to

controlflow in a network andnot necessarilythemostefficient way. In IP Version4 (the

mostcommonly-usedIP version),routersarenotallowedto originateasourcequenchand

arenot obligatedto acton a receivedsourcequench.Becausethesourcequenchmessage

mayitself increasenetwork traffic, otherapproachesto network flow controlarepreferred.

2.5 Surveyof Wir elessTCP Enhancements

Enhancementsproposedin theliteratureusuallyfall into two categories.Thefirst cate-

goryattemptsto hidewirelesslosses2 from TCPsoexistingTCPalgorithmsdonotneedto

change.This category canbefurtherdividedinto Split ConnectionApproach,Link Layer

Protocols,andTransportLayerProtocols.

The secondcategory conveys wirelesslossesexplicitly to TCP and lets TCP decide

whatcongestionactionto take. In thiscase,modificationsto TCPareneeded.

2.5.1 Split ConnectionApproach

Thesplit connectionapproachsplitstheentirepathinto awiredconnectionandawire-

lessconnection.TCP/IPrunsindependentlyon thetwo connections.

2We call packet lossescausedby wirelesstransmissionerror“wirelesslosses”,andpacket lossescaused
by network congestion“congestionlosses”.
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I-TCP [5] is oneof theearlyprotocolsto split theentirepathinto two separateconnec-

tions,onebetweenthesenderandthebasestation,andtheotherbetweenthebasestation

andthemobilehost.BothconnectionsrunTCP/IPindependently. Thebasestationsimply

copiespacketsbetweenthe two connections.Errorsoccurringin thewirelessconnection

do not affect the wired connection,so the performancewill not be affectedby wireless

errors.

Thissolutionissimple.Eachconnectionishomogeneousandnomodificationisneeded

at thefixedhostandthemobilehost.Its problemis thatacknowledgmentsreceivedby the

senderdo not meanthepacketshave beenreceivedby their destination.Whenthemobile

hostmovesto anothercell, someacknowledgedpacketsmay get lost. Thusthis method

violatesTCP’s end-to-endsemantic.Theseconddrawbackof I-TCP is heavy buffering at

thebasestation.Largenumberof packetsmaypile up at thebasestationbeforethey can

betransportedto themobilehost.

The basicmodel for Two Connections[7] is that the network is wired and the last

hop from the basestationto the mobile hostis wireless. It assumesthat the mobilehost

receivesall its packetsfrom thebasestation. TCPat thesenderis assumedto know that

thedestinationhostis amobilehost.

Whenafixedhostwantsto communicatewith amobilehost,it openstwo connections,

onewith themobilehostandtheotherwith thebasestation. Thesecondconnectionis a

controlconnectionusedto estimatethecongestionstatuson thewirednetwork. Packetsof

thesetwo connectionsareexpectedto be routedin the sameway andhenceareaffected

thesameby thecongestion.If thetwo connectionsexperiencethesamefractionof packet

loss,thenthesenderregardsthepacket lossasdueto congestionandinvokescongestion
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control. Otherwise,it regardsthe packet lossasdueto wirelesserrors,the lost packet is

retransmitted,but congestioncontrolis not invoked.

Underthisscenario,thesendersendspacketsonthecontrolconnectionin regularinter-

valssufficiently spacedsoasnot to causeoverhead.Thesenderthenperiodicallycompares

thefractionof acknowledgedpacketson thetwo connectionsandchecksif thepacketsare

lostdueto congestionor dueto transmissionerroronthewirelesslink. If theacknowledged

fraction is significantlydifferentin thesetwo cases,thenit concludesthat theerror in the

wirelesslink is causingthepacketsto bedroppedsothesenderdoesnot applycongestion

control, doesnot reducethe window sizeandcontinuesthe incrementasbefore. If the

two fractionsarethesame,thenthecongestioncontrolmethodsareappliedasin normal

TCP. Whenthe packetsarelost, TCP at the senderhasto wait for a timeoutafter which

it retransmitsthepackets. Whenthemobilehostlearnsaboutthis loss,it sendsduplicate

ACKs. OnseeingtheduplicateACKsthesenderknowsthatits previouspacketshavebeen

lostandimmediatelyresendsthepacketswithoutwaiting for thetimeout.

This methodhasseveralseveredefects.First, theassumptionthat thetwo connections

will have the samerouteis questionable.Also, the correlationof packet lossesbetween

thetwo connectionsmaybevery low. Finally, this methodaddsa significantoverheadof

traffic to thenetwork.

2.5.2 Link Layer Protocols

Thesecondapproachis link layer protocols, which enhancethewirelesslink by for-

warderrorcorrectionandlocal retransmissionto providea reliablelink to theupperlayer,

at theexpenseof introducingvariabledelaysin datadelivery. Thesemethodsnaturallyfit

into thelayeredstructureof networkingprotocols.
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Xylomenos[75] arguesthatlink layersolutionsareapplicableto any link andnetwork

topology. Its mainproblemis the interferenceof retransmissionmechanismsat different

layers.Thevariabledelaycausedby link layerretransmissionmaytriggera timeoutat the

sourceandstartanend-to-endTCPretransmission.In addition,decidingtheneededlevel

of enhancementfor a particularwirelesslink may be difficult. A singlesolutioncannot

addresstheneedsof multipleprotocolsondifferentlinks.

2.5.3 Transport Layer CachingProtocols

The third approachis transportlayercachingprotocols,with theSnoopprotocol[34]

asthebest-known implementation.Thisapproachassumesthatanintermediatenodeor an

elementin thewirelesslink knowsthatthetransportlayeris TCPandtheunderlyinglink is

a wirelesslink. It selectively interceptsandmodifiesthedataandacknowledgmenttraffic

to mitigatetheeffectof wirelesslosses.

Snoopprotocol [34] introducesasnoopingagentat thebasestationto cacheandcom-

pareTCPpacketsgoingout to themobilehost,aswell asacknowledgmentscomingback.

Thesnoopingagentis ableto determinewhich packet is lost on thewirelesslink andwill

schedulealocalretransmissionfor thelostpacket. At thesametime,duplicateacknowledg-

mentscorrespondingto thewirelesslossaresuppressedto avoid triggeringafastretransmit

from thesource.

Unlikeotherproposals,theSnoopprotocolcanfind outtheexactcauseof packet losses

andtake actionsto prevent theTCPsenderfrom makingunnecessaryslowdowns. Snoop

protocolrequiresthe basestationto cacheTCP segmentsandkeepper-connectionstate,

which imposesa heavy buffering andprocessingburdenon the basestation. In addition,

the Snoopagentat the basestationneedsto checkthe TCP headerto find the sequence
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number. If the packetsareprotectedwith IP security, theentireTCPpacket is encrypted

so intermediateroutersincluding the basestationare prohibitedfrom readingthe TCP

header. Therefore,Snoopprotocol will not work with encryptedtraffic. Furthermore,

Snoopprotocolonly worksfor traffic from thefixedhosttowardthemobilehost.Whenthe

mobilehostis thesenderadifferentprotocolhasto beused.

DelayedDuplicate Acknowledgments(DDA) [73] is anothertransportlayerprotocol.

Unlike theSnoopprotocol,DDA doesnotneedtheinvolvementof thebasestation.It only

needsminor modificationat thereceiver, andworkswith encryptedtraffic. DDA assumes

that a link level retransmissionschemeis implemented.Whenout-of-orderpacketsare

received,thereceiversendsduplicateACKsfor thefirst two out-of-orderpackets.If it gets

moreof them,thereceiverdefersfurtherduplicateACKsfor aperiod.If duringthisperiod,

thenext in-sequencepacketarrives,thereceiverdiscardsthedeferredduplicateACKs and

sendsanew ACK. If thein-sequencepacketdoesnotarriveduringthisperiod,thereceiver

releasesthedeferredduplicateACKsto triggeraretransmission.DDA is asimpleproposal

andrequiresmodificationonlyatthemobilehost.However, it doesnotdistinguishbetween

wirelessandcongestionlosses,andincreasesthedelayof retransmittedcongestionlosses.

Thebasicideaof Fast-TCP is thata network element,suchasa router, delaysthe IP

packetscarryingTCPacknowledgmentswhencongestionis aboutto occur. SincetheTCP

sourcedoesnot receiveanacknowledgment,it keepsits currenttransmissionwindow until

thedelayedacknowledgmentis received.

It hasbeenproved that Fast-TCPcanspeedup TCP flow control time, reducebuffer

oscillation,increasebandwidthutilization,increasethroughputandreducepacket lossesin

IP networkswith wired links.
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Fast-TCPcan prevent buffer overflow during slow start when the TCP transmission

window increasesrapidly. Sincewirelesslinks causelost segmentsandasa consequence,

slow starts,theFast-TCPhasevenmoreopportunityto act. Naturally, theoverall amount

of datatransferredis higherwith thewired link.

Themainconclusionis that,evenwithoutany specialadaptationsto wirelessprotocols,

Fast-TCPimprovestheperformanceof wirelessTCPconnections.

Multiple Acknowledgments [8] usestwo typesof acknowledgmentsto distinguish

betweenpacket lossesin thewired network andin thewirelesslink. Thepartialacknowl-

edgmentACKp is sentby thebasestationto tell thesenderthatit hasreceivedthepacket.

ThecompleteacknowledgmentACKc is sentby themobilehost.

Local retransmissionis implementedon the wirelesslink. Whenthe basestationre-

ceivesa packet, it sendsanACKp to thesenderanddeliversthepacket to themobilehost.

If the local retransmissiontimer expires,it retransmitsthepacket. ACKs from themobile

hostareforwardedonly if they areneededby thesenderTCP. ACKs thattriggerunneces-

saryretransmissionsarediscarded.WhenthesenderreceivesanACKp, it marksthepacket

ashaving beenreceivedby thebasestation.Only whenthepacket is not receivedby the

basestationwill thepacketberetransmittedandthecongestioncontrolactionsbetaken.

This methodcandeterminethe causeof packet losses,at the costof extra traffic to

sendthe partial acknowledgments.However, its main problemis the modificationat the

fixedhost,which is usuallynot underthewirelessserviceprovider’s control. Even if the

wirelessserviceprovidercanmakechangesin somefixedhosts,themobilehostis limited

to visiting thesehostsonly.
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2.5.4 Explicit Notification Protocols

Unlikeothermethodsthathidewirelesserrors,explicit notificationprotocolsexplicitly

communicatethe causeof packet lossto the sourceso TCP cantake correctcongestion

controlactions.

Explicit LossNotification (ELN) [6] is ageneralmechanismby whichthecauseof the

packet losscanbecommunicatedto theTCPsender. A snoopingagentrunningat thebase

stationmonitorsall TCPsegmentsthatarriveover thewirelesslink. It doesnotcacheTCP

segmentssinceit doesnot performany retransmissions.Rather, it keepstrackof holesin

thesequencespace.Theseholescorrespondto segmentsthathave beenlost over wireless

links.

WhenanACK arrivesfrom thereceiver, theagentat thebasestationconsultsits list of

holes.If theACK correspondsto asegmentin thelist, theELN bit in theACK is setbefore

beingforwardedto thedatasender. WhenthesenderreceivesanACK with ELN bit set,it

retransmitsthenext segmentbut doesnot takeany congestioncontrolactions.

In ELN, thebasestationsuffersheavy processingburdenjustasin theSnoopprotocol.

It worksonlywhenthemobilehostis thesender. In addition,ELN introducesunnecessarily

long delaysfor the retransmittedpackets. Whenthe basestationdetectsa wirelesserror,

it doesnot requesta retransmissionimmediately. Instead,it waits for the corresponding

duplicateACKs comingbackandsetstheELN bit to triggertheretransmission.Thisadds

almostoneentireroundtrip delayto theretransmittedpackets.

The Inter -arri val Time methodproposedin [9] againusesthe modelwherethe net-

work is wiredandthelasthopis wireless.It alsoassumesthewirelesslink is thebottleneck

in the network. Sincethe wirelesslink is the bottleneck,mostpacketsarequeuedat the
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basestationandtransmittedbackto backonthewirelesslink. Thepacket inter-arrival time

is definedasthetimebetweenarrival of consecutivepackets.

Whennopacket is lost, thepacket inter-arrival time is thesameasthetime requiredto

transferthepacketonthewirelessnetwork,denotedas E . If packet . is lostdueto wireless

error, theinter-arrival time betweenpackets . 8W� and .X1 � is >YE . If packet . is lost due

to congestion,thepackets . 8W� and .Z1 � will becomeback-to-backin thebasestation’s

queue.Therefore,their inter-arrival time at themobilehostis E .

Let EN�\[^] betheminimuminter-arrival timeobservedsofar. _�` denotestheout-of-order

packetreceivedby thereceiver. _a[ wasthelastin-sequencepacketreceivedbefore_�` . Ecb is

thetimebetweenarrivalsof _\` and _\[ andlet . bethenumberof packetsmissingbetween

_\[ and _\` . If 7d.e1 �f;�Ec�\[^]hgiENbeg 7j.k1 >T;lEN�\[^] then . missingpacketsareassumedto

be lost dueto wirelesstransmissionerrorsotherwisethey areassumedto be lost dueto

congestion.

This methodis basedon unrealisticassumptionson the network. If thereis another

mobileuserat thesamecell, theback-to-backassumptionwill bebroken. Therefore,this

methodis not feasible.

If theTCP senderhasaccumulateda certainnumberof dupacksandis confidentthat

thenext unacknowledgedpacket is lost, it caninvoketheFastRetransmitalgorithmimme-

diately. Thenumberof dupacksthatshouldbeaccumulatedis a functionof thenumberof

unacknowledgedpacketsthroughtheSegment-In-FlightEstimate [60].

A new variable m�Kon0pfm�q , which is thesender’s estimationof theamountof in-flight seg-

mentsand is zero initially, is proposedto be addedat the senderfor every active TCP

session.Whenanew datapacket is sent,m�KlnNpfm�q is increasedby one.WhentheTCPsender

getsa . p , Q +�r , m�Kon0pfm�q is decreasedby thenumberof acknowledgedsegments.If timeout

46



occursor the senderhasbeenidle for morethanone sYqlq , m�Kln0pfm�q is zeroagainsincethe

senderis going to reprobethe network. If the TCP senderretransmitsa sentpacket trig-

geredby schemesotherthana timeout, m�Kln0pfm�q remainsuntouched,sinceit is assumedthat

thepreviouscopy of thispackethasalreadyleft thenetwork. Thereceiverandintermediate

systemsareunmodified,andthemodifiedTCPcanbedeployedincrementallyandinteract

with ordinaryTCPcompatiblyover theInternet.

WhentheTCPsenderalreadyhas 7 m%Kon0pfm�qt8��f; dupacks,or dupackshave exceededa

fixedthreshold,andthemostunacknowledgedpackethasnotbeenresentin thelast sfqlq , this

packet is resentimmediatelyaccordingto theFastRetransmit.If morenew datapacketsare

allowedby cwndandthecwndinflating algorithm,they canbepipedinto thenetworksto

triggermoreACKs andto helpTCPendpointsregaintheself-clocking earlier. Integrating

the SIF estimationwith ordinaryTCP variantsis quite straightforward andconflict-free

with the original algorithms. With the SIF enhancement,the TCP sendermight become

lesstoleranton re-orderedpackets,andthe estimationerror might be accumulatedfor a

while. However, whenSIF is effective,sincethereareonly few in-flight segmentsandthe

estimationis re-initializedperiodically, theprobabilityof dupack occurrencedueto packet

reorderingis negligible.

2.6 Surveyof Media AccessControl

Themostimportantinterfacein wirelessnetworksis theradioaccessinterfacebetween

themobilestationsandthebasestation.Thewirelessradiolink enablesmobilestationsto

beconnectedto thenetwork while moving. Theair mediais sharedby thebasestationand

all mobilestationsin thecell. Theaccessto themediais coordinatedby theMAC protocol.
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As morereal-timeapplicationsaredeployedon mobilestations,the supportfor real-

timeapplicationbecomesanimportantrequirementfor MAC protocols.In thissection,we

summarizeexisting MAC protocolsthat supportreal-timeapplicationson wirelesslocal

areanetworks.

2.6.1 Packet Reservation Multiple Access

The first MAC protocol proposedto supportwirelesscommunicationis the Packet

ReservationMultiple Access(PRMA) protocol[59]. As shown in Fig. 2.3 (1), in PRMA

timeis dividedinto basictransmissionunitscalledslots, andseveralslotsform ascheduling

unit calleda frame. Usersareclassifiedinto two types:voiceusersanddatausers.PRMA

doesnot have dedicatedreservationbandwidth.Eachuserwith voice/datato transmitran-

domly choosesa slot available insidea frame for packet transmission.Whetheror not

contentionoccursin aslotwill beknown to all thesendersby theendof theslot. If avoice

usersuccessfullytransmitsits voicepacket in a slot, theslotswill be labeledasreserved

in subsequentframesuntil releasedby thevoiceuseruponcompletionof its transmission.

This rule,however, doesnotapplyto datausers,whoarerequiredto contendfor everyslot

it would like to usefor datatransmission.Due to its CSMA nature,PRMA suffers from

low utilization in mediumto heavy traffic loads.

2.6.2 Dynamic Time Division Multiple Access

DynamicTimeDivisionMultiple Access(D-TDMA) [74] wasproposedby Wilsonetc

in 1993.As shown in Fig.2.3(2), in D-TDMA, timeis dividedinto frames,andeachframe

is composedof reservationslots,voice slotsanddataslots. A slottedALOHA approach

is usedin reservation slots for reservation requests.That is, to reserve an information

(voice/data)slot, a usersendsa reservationpacket in a randomlychosenreservationslot.
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Figure2.3: Framestructuresfor thePRMA andD-TDMA protocols.

The reservation packet containsinformation neededto establisha connection(e.g., the

source/destinationaddresses).At the endof a reservation period,successfulreservation

will be identifiedandthefinal slot schedulewill bebroadcastto all theusersby thebase

station. Onceallocateda voice slot, a usercanusethe sameslots in subsequentframes

until it completesits transmission,while a datauseris grantedonedataslot (in thesame

frameasit makesthereservation)ata time. Unsuccessfuluserswill retry in thenext frame

accordingto a reservationretransmissionprobability.

2.6.3 ResourceAuction Multiple Access

ResourceAuctionMultiple Access(RAMA) [3] is verysimilarto D-TDMA exceptthat

it usesa differentreservationapproach.As shown in Fig. 2.4, reservationslotsin a frame

arereplacedby auctionslotsin RAMA. In eachauctionslot, theavailableresources(i.e.,

informationslots)will beauctionedto requestingusersandwill beassignedto thewinner

of theauction.Theauctionprocedureworksasfollows (Fig. 2.4): eachrequestinguseris

assignedauserID whichis randomlygeneratedwhentheuserdecidesto attendtheauction.

Thenumberof digitsusedin therandomnumberdependsonthenumberof userscurrently
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Figure2.4: Framestructuresof RAMA

in the network. Requestingusersstart to transmittheir IDs in the auctionslots,oneat a

time, from themostsignificantbit to the leastsignificantbit. After eachbit transmission,

thebasestationbroadcaststhelargestbit valueit justreceived,andthosecontendingmobile

hostswith unmatchedbit valuewill dropoff. Therewill beafinal winnerby theendof each

auctionslot. This winnerwill not attendany futureauctionin thesameframe. Theusers

droppingoff in thecurrentauctionslot canselectanotherrandomnumberandre-enterthe

auctionin thenext slot. Oneattractive propertyof RAMA is thatit is guaranteedthatone

mobilehostwill finally win out in eachauctionandbesuccessfulin sendingits reservation

requestto thebasestation.

2.6.4 DynamicReservation Multiple AccessandFloor Acquisition Mul-
tiple Access

DRMA [64] is a variationof the above protocols,anddiffers in the degreeof design

complexity and the level of bandwidthefficiency thus achieved. DRMA eliminatesthe

reservation/auctionslotsin D-TDMA/RAMA, anduses(if necessary)anavailableslotasa
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Figure2.5: Framestructuresof RQMA.

setof reservationslots. Efficiency is achievedby dynamicallyassigningreservationslots,

ratherthanusingfixedreservationslots. FAMA [19], on theotherhand,basicallyapplies

the carrier sensemultiple accesswith collision detectionmechanismto the control and

jamming packets sent from mobile hoststo the basestation,and can be regardedas a

CSMA/CDschemein a wirelessLAN.

All theabove wirelessMAC protocolsaretailoredto meetthespecificrequirementof

supportingonly voiceanddatausers,anddo not addresstheneedfor supportingotheras-

pectsof QoS.In particular, they providenotemporalQoSrequiredby buslocationtracking

applications.Recently, severalotherMAC protocolshave beenproposedthataddressthe

QoSissuesin wirelessLANs, whichwe summarizebelow.

2.6.5 Remote-QueuingMultiple Access

RQMA [25] supportsthreetypesof traffic: constantbit rate (CBR), real-time,and

best-effort. A framein RQMA is dividedinto threefields: u backlogslots, s requestslots

(andtheir correspondingacksubfields),and q transmissionslots(Fig. 2.5). A mobilehost
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sendsa requestin a requestslot (in a slottedALOHA fashion)to thebasestationto either

establisha RT/CBR sessionor sendbest-effort packets. If the basestationsuccessfully

receivesa requestin a requestslot, it sendsanackin thecorrespondingacksubfield.Once

a real-timesessionis established,a mobile hostthenusesonebacklogslot (assignedby

the basestation)to inform the basestationof any newly-arrivedpacketsof the real-time

sessionand their deadlines. The basestationthen determineswhen a mobile host can

send/receive datapackets by specifyingin the assignsubfieldof eachtransmitslot the

mobile host id and the sessionid. The most desirablefeatureof RQMA [25] is that it

takesinto considerationof theerrorcharacteristicof thewirelesschannel,andestablishes

a priori a real-timeretransmissionsessionto retransmittime-critical datapackets upon

errordetectionin thenormaltransmissionphase.

2.6.6 Data Over CableService Interface Specification

It hasalsocometo our attentionthat theCableModemstandard— DataOver Cable

ServiceInterfaceSpecification(DOCSIS)[15] — hasrecentlybeendevelopedby the in-

dustrialassociationMultimedia CableNetwork System(MCNS) Partnersto specify the

internalandexternalnetwork interfacesfor a systemthatallows bi-directionaltransferof

InternetProtocoltraffic betweenthecablesystemandthecustomerendsovera cabletele-

visionsystem.In particular, theRadioFrequency (RF) InterfaceSpecificationof DOCSIS

[15] specifiestheMCNSMAC protocolto beusedin theCableModemsystem.
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CHAPTER 3

PROBLEM STATEMENT AND METHODOLOGY

Enhancementsof wirelessnetworksinvolvemany aspectsof thenetwork. Thefocusof

ourstudyis on thetransportlayerandthemediaaccesscontrollayer, includingalgorithms

at the end points and supportfrom network routers. The issuesresolved in this study

include:

* IdentifyingrequirementsonwirelessTCPenhancement

* AnalyzingwirelessTCPperformancedegradation

* DesigningawirelessTCPenhancementscheme

* Deliveringfastercongestionfeedback

* Allocatingresourcesin asymmetricwirelessLANs

* Balancingdelayandbandwidthefficiency in voicetrunking

Theseissuesandthemethodologyto addresstheseissuesarediscussedbelow.
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3.1 Identifying Requirementson Wir elessTCP Enhancement

While many proposalshave beensuggestedfor wirelessTCP enhancement,many of

them poseunrealisticassumptionsand needmodificationsin placesthat are essentially

impossible.Someproposalsapplyonly to a specialnetwork configuration,andsomeonly

solve theperformancedegradationproblemfor traffic in onedirection.

In this part of the study, we identify andprioritize requirementsthat aredesirablein

practice. The goal of formulating this requirementlist is to decidecriteria to evaluate

enhancementsandto find new enhancementapproaches.

3.2 Analyzing Wir elessTCP PerformanceDegradation

It hasbeenwidely recognizedthat TCP hasdegradedperformancein wirelessnet-

works. A commonmisunderstandingin the researchcommunityis that the performance

degradationis causedby TCP’s inability to distinguishbetweenwirelessandcongestion

losses.Enhancementsproposedin the literaturefocuson distinguishingwirelesspacket

lossesfrom congestionlosses.

However, throughsimulationswe found theseenhancementsdo not work well, even

thoughthecauseof packet losshasbeencommunicatedto theTCPsenderandcongestion

controlactionsatthesenderhavebeensuppressedor duplicateacknowledgmentshavebeen

discarded.Thesimulationresultsstronglysuggestthatsomecausesotherthantheinability

to distinguishbetweenthetwo typesof lossesaredegradingtheperformance.

In orderto find the contributorsof the performancedegradation,we designedan ex-

perimentto collectTCPperformancedataunderdifferentlossscenarios,andusestepwise

multiple regressionto analyzetheleadingcontributorsof TCPperformancedegradation.
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Thegoalof thisanalysisis to find theleadingcontributorsof performancedegradation

in wirelessTCP, andto show thatcurrentproposalsdid notsolvethedegradationproblem.

Theconclusionof thisanalysisalsosuggeststhedirectionof futureenhancementefforts.

3.3 DesigningWir elessTCP EnhancementScheme

As indicatedby the resultof the previous two issues,currentwirelessTCP enhance-

mentsarenotsatisfactory. A new enhancementschemeis needed.Thegoalof thisscheme

is to achieve compatibilitywith currentTCPimplementations,make modificationsto cur-

rent network implementationsonly in the scopeof wirelessserviceproviders,andmost

importantly, to solvetheperformancedegradationproblemcausedby timeout.

The proposedschemeis basedon the ECN protocol that wasstandardizedby IETF

in RFC 2481andis expectedto be widely implemented.This schememakesuseof the

sequentialcoherenceof ECN packet markingwhich is basedon the fact that congestion

doesnot happennor disappearsuddenly. Before the congestionreachesto the level of

buffer overflow, somepacketsmustbemarked. Similarly, aftera packet is dropped,some

subsequentpacketswill bemarked. Congestioncoherencecanhelpto distinguishthetwo

typesof packet losses,andECNcanhelpto eliminatetimeoutsarisingfrom multiplelosses

in onewindow.

3.4 Delivering FasterCongestionFeedback

Deliveringcongestionfeedbackin time is critical to thesuccessof congestioncontrol

algorithms.Thefasterthecongestionfeedbackis receivedby thesender, themoreeffective

thecongestionactionwill be.Historically, timeout[41], triple duplicateacknowledgments

[70] andexplicit congestionnotification[26] havebeenusedto delivercongestionfeedback
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to thesender. Eachof thesethreemechanismsis fasterthanits predecessorandbringsbetter

TCPperformance.In this study, we find thatmarkingthepacket in thefront of queuecan

deliverevenfastercongestionfeedbackto thesource.

In this research,the performanceeffectivenessof the mark-front strategy is studied

throughanalysisandsimulation.Theimprovementof mark-frontstrategy includessmaller

buffer sizerequirementat theroutersandhigherTCPthroughput.It alsoavoidsthelock-

outphenomenon,andimprovesthefairnessamongconnections.

3.5 Allocating Resourcesin Asymmetric Wir elessLANs

Media AccessControl protocol is oneof the most importantprotocolsin a wireless

LAN. A vastvarietyof MAC protocolswereproposedin theliteraturein orderto address

the variousneedsof differentwirelessnetworks. The OSU-MAC is proposedto support

both real-timeandnon-real-timeapplicationsin the OSU narrow-bandwirelessmodem

testbed,subjectto its physicallayercharacteristicsandconstraints.

TheOSUwirelessmodemtestbedis anarrow-bandmodemwith half-duplex transmis-

sionandasymmetricchannels.Thebasestation,which is equippedwith a moresensitive

transceiverandhaving higherpowerconsumption,cantransmitandlistenat thesametime.

Themobilestation,with its lighter weighthandsetandsmallbattery, canonly transmitor

listen at any given time. Moreover, switchingfrom transmittingmodeto listeningmode

andvice versarequiresa guardtime. Becauseof thedifferentequipmentandpower con-

sumption,theforwardandreversechannelshavedifferentdataanderrorrates.In addition,

in a multi-userenvironment,userscanjoin andleave thecell at any time andcompetefor

themediaaccess.
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The half-duplex media,asymmetricchannelsand real-timeapplicationscreategreat

challengesin the mediaaccessdesign. In the designof OSU-MAC, a numberof unique

techniqueshavebeenused,includingdoublecontrolfields,dynamicregistrationandreser-

vation,separationof real-timeslotsandnon-real-timeslots,two levelsof errorcorrection

code,etc.

Thegoalof OSU-MAC is to provide supportfor bothreal-timeandnon-real-timeap-

plications,andto maximally improve the mediaefficiency underthe physicallayer con-

straints. The simulationresultsof the MAC protocolprove that the MAC schemedoes

improvetheefficiency of themedia.

3.6 BalancingDelayand Bandwidth Efficiency in VoiceTrunking

Delayandbandwidtharetwo importantaspectsof Qualityof Servicefor real-timeap-

plications.Real-timeapplications,especiallyvoice,aresensitive to delay. Humanearsare

verygoodatpickingupthedelayin voice.In voiceconversation,mostpeoplenoticeround

trip time when it exceeds250 ms. ITU-T G.114recommends150 ms as the maximum

desiredone-way latency to achieve high-qualityvoice. Beyondthis latency, callersbegin

to feeluneasyholdinga two-wayconversationandusuallyendup talking overeachother.

At a500msor largerroundtrip time,phonecallsareimpractical.

Theproblemof delaybecomesmoreseverewhenmoreefficientcompression/decompression

methodsareused.For example,in orderto fill anATM cell which has48-bytepayload,

the ITU-T G.711(64 kbps)codecneeds6 ms,but themoreefficient ITU-T G.723.1(5.3

kbps)codecneeds72 ms. Notice that this 72 msdoesnot includethepropagationdelay,

queueingdelay, etc,thatthecell mustundergowhenit travelsthroughthenetworks.
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ATM AdaptationLayer 2 (AAL2) hasbeendesignedto reducethe packingdelay. It

is describedin ITU-T RecommendationI.366.2[38] andATM Forumspecification“ATM

TrunkingusingAAL2 for Narrow-bandservices”[4 ]. Theideais to multiplex voicepack-

etsfrom multiplesourcesinto oneATM cell sothatthetime to fill acell canbereduced.

However, thereis a balancebetweenthedelayandthebandwidthficiency. In AAL2,

thereis a parameterTimerCU thatdecidesthe expirationof the packing. A larger

Timer CU value meansan ATM cell can wait longer and carry more voice packets, a

smallerTimer CU valueimpliesthatmorecellsmightbesentbeforefully packin order

to reducethedelayincurredby elongatedpackingprocess.ThereforetheTimer CU value

is animportantparameterto balancevoicedelayandbandwidth efficiency.

The goal of this research is to establishstochasticmodel to describepacking

process,andderiveprinciplesandanalgorithmto setthetimervalue.

3.7 Chapter Summary

In conclusion,we have identifiedproblemsof currentwirelessnetworks anddefined

areasin whichwecanimprove.Theareasinclude(1) Identifyingrequirementsonwireless

TCP enhancement,(2) Analyzing wirelessTCP performancedegradation,(3) Designing

a wirelessTCP enhancementscheme,(4) Delivering fastercongestionfeedback,(5) Al-

locatingresourcesin asymmetricwirelessLANs, and(6) Balancingdelayandbandwidth

efficiency in voicetrunking,Thenext six chaptersof this dissertationaredevotedto these

six areas.
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CHAPTER 4

REQUIREMENTS OF WIRELESS TCP ENHANCEMENTS

TCP is known to have poor performanceover wirelesslinks. With the rapid devel-

opmentof wirelessandmobilecommunications,thereis a pressingneedto enhanceTCP

performanceoverwirelesslinks. In thepastfew yearsanumberof enhancementshavebeen

proposed,but many of theseenhancementsarenot practicalin termsof assumptions,im-

plementationandapplicability. As criteriato evaluatetheseenhancements,in this chapter

weestablishasetof requirementsfor wirelessTCPenhancements.

4.1 Implementation Requirements

Althoughtheproposalsreviewedin Chapter2 solve thepoorperformanceproblemin

someways,they arebasedonquestionableassumptions,needmodificationsatsomepoints,

andapplyonly to certaintraffic configurations.Herewe summarizea setof requirements

thatwe think aredesirablein practice,listedin theorderof importance.

4.1.1 SemanticRequirement

First, the enhancementmust maintain the end-to-endsemantic. TCP is a reliable

transportprotocol. All packetsacknowledgedmusthave beenreceived correctlyat their
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destination.Any enhancementnot meetingthis requirementis not a reliabletransportpro-

tocol.

4.1.2 Local Modification Requirement

Second,all modificationsto the existingalgorithm must be local. Addingawireless

link to thenetwork shouldnot requiretheentirenetwork to change.In thecaseof amobile

host,only thebasestationandthemobilehostareunderthecontrolof thewirelessservice

provider. Modificationsbeyond this scopeareusuallyimpractical. For example,whena

wirelessserviceprovider offersan Internetservice,hecanmodify thebasestationor the

mobilestationto improveTCPperformance,but requiringall websitesthathissubscribers

mayvisit to changeis impractical.

4.1.3 Encryption Requirement

Third, the enhancementmust apply to encrypted traffic . As datasecuritygetsmore

important,a large portion of traffic is likely to be encrypted. Encryptionprotocolslike

IPSECencryptIP payloadso that intermediatenodescannotseewhat is being carried.

Only thedestinationhasaccessto thecontentof IP packets. Enhancementsolutionsthat

monitortheTCPheaderat thebasestationdonotmeetthis requirement.

4.1.4 Two-wayTraffic Requirement

Fourth, the enhancementshould apply to two-way traffic . Many enhancementsare

designedfor mobile receivers, and work only for traffic from the wired network to the

mobilehost. However, in almostall casesthemobilehostsalsosenddatapackets. Traf-

fic in both directionsis affectedby wirelesserrors. In orderto fully utilize the wireless

bandwidth,theenhancementmustwork for bothdirections.
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4.1.5 Intermediate Link Requirement

Fifth, the enhancementshouldapply to intermediate wir elesslinks. Many enhance-

mentspresumethe wirelesslink is the last hop of the connectionandwork only for this

configuration. While this configurationis common,other typesof networks like ad-hoc

networks,mobilenetworksandsatellitelinks have intermediatewirelesslinks. It is desir-

ablethattheenhancementcanapplyto intermediatewirelesslinks.

In additionto theabovefiverequirements,it is desirableto controlthetraffic, buffering

andprocessingoverhead.

I-TCP Multiple Control Snoop ELN Delayed
Acks Connection Dupacks

Modify MH no no yes no no yes
Modify BS yes yes no yes yes no
Modify FH no yes yes no no no
Complexity simple moderate moderate high high simple
Add traffic no yes yes no no no
BSbuffering heavy heavy no heavy no light
TCPstatesatBS light light no heavy heavy no
Two-waysolution yes no no no no no
End-to-endsemantic no yes yes yes yes yes
Interpretlosses no yes probably yes yes no
Interpretdupacks no yes probably yes yes yes
Delayvariations small small large small large small

Notes:

1. BS buffering: high if transportlayer retransmission;light if link layer
retransmission;no if retransmissionis notneeded.

2. TCPstatesat BS: high if BS needsto maintaina hole list; light if only
window variablesareneeded.

3. Delayanddelayvariation:largeif thecorruptedpacketsareretransmitted
end-to-end;smallif retransmittedlocally.

Table4.1: Comparisonof proposalsto enhanceTCPoverwirelesslinks
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4.2 How Curr ent EnhancementsMeet the Requirements

Currentenhancementproposalsin the literaturehave beenreviewed in Section2.5.

Table4.1.5summarizesthemajorcharacteristicsof theseenhancements,includingwhere

themodificationsaremadeandtheir complexity andperformance.

Table4.2 summarizeswhetherthe currentproposalsmeetthe requirementsandtheir

traffic, bufferingandcomputingoverhead.A v meanstherequirementis metor theover-

headis low, a 5 meansthe requirementis not metor theoverheadis high. Surprisingly,

noneof currentsolutionsmeetall therequirements.

I-TCP Multiple Control Snoop ELN Delayed
Acks Connection Dupacks

SemanticRequirement w x x x x x
Local Requirement x w w x x x
Encryption Requirement w w x w w x
Two-wayRequirement x w w w w w
Intermediate Link Rqmt x w x w w x
Traffic Overhead x w w x x x
Buffering Overhead w x x w w x
Computing Overhead x x x w w x

Notes:Both SnoopandELN areone-way solutions,but they canbecom-
binedto providea two-waysolution.

Table4.2: Whichsolutionsmeettherequirements?

Basedon theclassificationin Section2.5andtherequirementsin this chapter, we find

that the split connectionapproachviolatesthe end-to-endsemantic.Explicit notification

protocolsarenot local. Thelink layerprotocolsarehighly dependenton thecharacteristic
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of thewirelesslink anda generalmethodis difficult to find to for all links. Therefore,our

studymainlyconcentrateson thetransportlayerprotocols.
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CHAPTER 5

LEADING CONTRIB UTORSOF WIRELESS TCP
PERFORMANCE DEGRADATION

Transmissionerrorson wirelesslinks causeend-to-endretransmissionsandunneces-

sary slowdowns in wirelessTCP. A commonunderstandingin the researchcommunity

is that the performancedegradationof wirelessTCP is causedby TCP’s inability to dis-

tinguishbetweenwirelessandcongestionlosses.In the pastfew years,a numberof en-

hancementshave beenproposedto improve TCPperformanceover wirelesslinks. These

enhancementsimplementlocal retransmissionto avoid end-to-endretransmission,andde-

velopschemesto distinguishthe two differenttypesof packet losses.In this chapter, we

conducta numberof simulationsto collectperformancedata,andstatisticallyanalyzethe

contributorsof wirelessTCPperformancedegradation.

5.1 Intr oduction

TCPwasdesignedmainly for wired networks,wheretransmissionerrorsarerareand

themajorityof packet lossesarecausedby congestion.An underlyingassumptionof TCP

congestioncontrol algorithmis that packet lossesandthe resultingtimeoutat the source

areindicationsof network congestionandthesourceshouldreducetheir traffic on timeout

[41].
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WhenTCP is deployedon wirelessnetworks,packet lossesdueto transmissionerror

areretransmittedfrom thesource,anduponretransmissiontheeffective transmissionrate

is reducedby half. If wirelesserrorshappenfrequently, the effective transmissionrate

of the wirelesslink could becomevery small. Therefore,TCP hassevereperformance

degradationonwirelesslinks.

A commonunderstandingin theresearchcommunityis thattheperformancedegrada-

tion is causedby thelackof localretransmissiononthewirelesslink andby TCP’sinability

to distinguishwirelesslossesandcongestionlosses.Enhancementsproposedin the past

few yearsfocuson implementinglocal link layer retransmissionanddevelopingschemes

to distinguishthe two typesof packet losses.However, our simulationsshow theseen-

hancementsdo not work well in many cases.We find thatretransmissionandunnecessary

slowdown arenot theonly contributorsof performancedegradation.WirelessTCPsuffers

heavily from timeout.Timeout,which is theresultof multiple lossesin onewindow, hap-

pensonly occasionallyin wired networks. With thepresenceof wirelesslinks, thechance

of having multiplepacketlossesin onewindow is significantlyincreased,andcausessevere

performancedegradation.

In this chapterwe designanexperimentto collectTCPperformancedataunderdiffer-

entlossscenarios,andusestepwisemultipleregressionto analyzetheleadingcontributors

of TCPperformancedegradation.Our resultrevealsthat timeoutis theleadinganddomi-

nantcontributorof performancedegradation.In addition,oursimulationsshow thatcurrent

enhancementsfail to improve TCP’s timeoutbehavior andthereforeexhibit lower perfor-

mancein many cases.This studyindicatesthata goodenhancementmustchangeTCP’s

timeoutbehavior. Basedon theconclusionof this study, a new enhancementapproachis
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proposed.Simulationresultsshow thatsuchanapproachoutperformsotherenhancement

proposals.

5.2 Contributors of TCP PerformanceDegradation

TheTCP algorithmis designedto beconservative on the amountof outstandingdata

in thenetwork. A congestionwindow (cwnd) is usedto controlthenumberof outstanding

TCPsegmentsin thenetwork. At thebeginningof transmission,cwndissettoonesegment.

Whentheacknowledgmentis received,cwndis increasedby onesegment.If no packet is

lost, TCP can transmitonesegmentin the first round-trip time (RTT), two segmentsin

the secondRTT, andfour segmentsin the third RTT. This periodis calledthe slow start

phase.Thetransmissionrategrowsexponentiallyuntil cwndreachesaslow startthreshold

(ssthresh) value or when a packet is detectedto be lost. At the beginning, ssthresh is

initialized to anarbitraryhigh valueandis setto half of thecurrentcwndvalueif a packet

lossis detected.After cwndgrows larger thanssthresh, the senderentersthe congestion

avoidancephase,duringwhichcwndincreasesby only onesegmentperRTT.

Whentoo many packetsaresentto thenetwork, somepacketswill belost dueto con-

gestion.In earlyversionsof TCP, thereceiverwouldonlyacknowledgethehighestsegment

it hadsuccessfullyreceivedin order, sothesourcereliedsolelyon retransmissiontimeout

to recover from packet losses.TheRenoversion[2] of TCPallowsthesenderto retransmit

a packet whenthreesuccessive duplicateacknowledgmentsarereceived. This procedure

is called fast retransmit. Fast retransmitcanrecover only onepacket loss in a window.

Whenmultiple losseshappenin thesamewindow, thesourcewill timeoutanda slow start

procedurebegins.
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The above TCP congestioncontrolmechanismsweredesignedmainly for wired net-

works. With the presenceof wirelesslossesin the network, the underlyingassumptions

of thesecongestioncontrolmechanismsarecompletelychanged.Throughsimulationand

comparison,we find threecontributorsof TCP performancedegradation:end-to-endre-

transmission,unnecessaryslowdown andtimeout.

First, whena packet is lost, it will be retransmittedeither locally or end-to-end.In

general,all congestionlossesareretransmittedend-to-end.If a local retransmissionis im-

plementedonthewirelesslink, themajorityof wirelesslossescanberetransmittedlocally.

Packetssufferingasecondlossin theretransmissionmaycausetheTCPsourceto timeout

andtriggeranend-to-endretransmission.If theretransmissionis end-to-endor if thebot-

tlenecklink is on the retransmissionpath,the extra traffic usesthe bottleneckbandwidth

andmayreducethegoodput.

Second,whenawirelesslossis retransmittedend-to-end,existingTCPalgorithmstreat

thepacket lossasanindicationof congestionandslow down thetransmissionrate.Unnec-

essaryslowdown causessignificantperformancedegradationbecausethe effective trans-

missionrate is cut to half. This degradationcanbe avoidedif a mechanismis found to

distinguishbetweenthetwo typesof losses.

Third, existingTCPalgorithms(TahoeandReno)canrecoveronly onepacket lossin a

window usingfastretransmit.Two or morepacket losses(eithercongestionor wireless)in

thesamewindow usuallyresultin timeout.Timeoutcausessevereperformancedegradation

becauseafter timeoutit takesmany roundtrip times(RTT) to bring the transmissionrate

to normallevel. If packet lossis usedfor deliveringcongestionfeedback,a wirelessloss

happeningin thesamewindow asacongestionlossis likely to causetimeout.
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DifferentTCP versionsandenhancementshave slightly differenttreatmentto packet

losses,retransmission,slowdown andtimeout,so the impactof thesecontributorson the

performancemayvaryslightly.

5.3 Experiment Designand Data Collection

In orderto find theperformanceimpactof thethreecontributors,weconductedasetof

simulationswith the . m simulator[53], collectedTCPperformancedatafor differentpacket

errorratesandenhancements,andtried to analyzethedatausingmultiple regression.Our

purposeis not to find a formulafor calculatingdegradationin generalcases,but ratherto

find theleadingcontributorsof TCPdegradationandthereforegivelight to thedirectionof

enhancementdesign.

Thesimulationswereconductedon a simplifiednetwork modelshown in Figure5.1,

where my z�-m " are the sourcesand /  -� / " are the destinations. The numbersbesideeach

link representits rateanddelay. The link betweenintermediaterouters sY and s " is the

bottlenecklink. Thelink betweens " and /  is awirelesslink.

s1 d1

d2s2

r1 r2

10Mb, 1ms 1.5Mb, 1ms

10Mb, 1ms 10Mb, 1ms

1.5Mb, 20ms

Figure5.1: Simulationmodel
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Theexperimenttraffic is anFTPsessionfrom my to /  usingTCPRenoasthetransport

protocol.Thebackgroundtraffic is a UDPflow from m " to / " generatedby anexponential

on-off model. The meanburst periodandthe meansilenceperiodareboth 100 ms, and

theburstdatarateis 500kbps.Both TCPandUDP packet sizesare1000bytes,andTCP

acknowledgmentsare40byteslong.

Link layer retransmissionis implementedon the wirelesslink. Packetssentbut not

acknowledgedat the link level within 40 ms are resent. Retransmittedpacketsarealso

subjectto wirelesserrorsat thesamerate.Thewaiting time for DDA is 81 mssopackets

deliveredwithin two retransmissionsareaccepted.The packet error rateof the wireless

link is variedto testtheperformanceof variousproposalsunderdifferentlossscenarios.

To reflect steadystatemeasurement,the simulationtime shouldbe long enoughto

minimize the effect of the initial transientstate. Longersimulationnormally generates

smootheraggregateresults.Techniquesto determinethesimulationendtimecanbefound

in Chapter25 of [42]. In our experiment,we tried varioussimulationtimesandfoundthe

resultsof 500secondsshow theessentialfeatureswithoutnoticeabledifferencefromlonger

simulations,soall aggregatemeasurementsarecollectedfrom 500-secondsimulations.

In eachsimulation,thefollowing dataarecollected:

RETRANS: numberof end-to-endretransmissions,includingcongestionlosses,wireless

lossesthatareretransmittedend-to-end,andpacketsretransmittedduringtimeout.

SLOWDOWN: numberof slowdown actionstaken at the source.The slowdown action

canbetriggeredby duplicateacknowledgmentsor by ECN-Echoif ECNis used.

TIMEOUT : numberof timeoutsat thesource.

GOODPUT: numberof packetssuccessfullyreceivedandacknowledged.
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Figure5.2: Retransmission,slowdown, timeoutandgoodputfor differentmethods

Themethodswe simulatedincludeplain TCP, DDA, ECN andSnoop.ECN (Explicit

CongestionNotification)is not anenhancementfor wirelessnetwork, but it improvesTCP

performancein certainscenarios



5.4 RegressionMethodologyand Results

Thegoalof ouranalysisis tofindasetof variables}%~L -��~ " �������z��~?�#� fromRETRANS,

SLOWDOWN andTIMEOUT suchthatthey constituteagoodregressionfor thegoodput.

���Y�y/ ����q
�u�� 1 u� �~R 1 u " ~ " 1��%�%��1 u���~?� (5.1)

By studyingtheregressionmodel,we hopeto find theleadingcontributorsof TCPperfor-

mancedegradation.

Thedifficulty in this regressioncomesfrom theintercorrelationamongvariables.The

threeindependentvariables— RETRANS,SLOWDOWN andTIMEOUT — affect each

other. Addingor removing a variablefrom themodelsignificantlyaffectsthecoefficients.

Stepwisevariableselectionis a frequentlyusedprocedureto selectthe minimal set of

independentvariablesto constituteasatisfactoryregression,especiallywhenthecandidate

independentvariableshavestrongcorrelation.

In eachstepof thestepwiseselection,avariableis addedto or removedfrom theregres-

sionmodel(5.1). Thefirst variableenteredat step1 is theonewith thestrongestpositive

(or negative) simplecorrelationwith the dependentvariable. At step2 (andat eachsub-

sequentstep),the variablewith the strongestpartial correlationis entered.At eachstep,

thehypothesisthatthecoefficientof theenteredvariableis 0 is testedusingits � statistic.

Steppingstopswhenanestablishedcriterionfor the � no longerholds.

Theentireselectionprocedureis carriedout usingtheSPSSsoftware. Theresultsare

presentedin Table5.1to 5.6.

Table 5.1 characterizesthe meanand standarddeviation of the variables,which are

definedrespectively as

�SR �.
]�
[P�N S�[ and m���

� � ][P�N 7 S�[N8 �SN; ". 8�� (5.2)
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Here . �>y��� and S�[ is theobservedvaluein the K -th dataentry.

Mean Std. Deviation N
GOODPUT 51340.19 13820.967 204
RETRANS 996.39 316.490 204
SLOWDOWN 744.35 234.828 204
TIMEOUT 167.57 127.428 204

Table5.1: DescriptiveStatistics

Thecorrelationbetweentwo variablesS and � is definedas

s�����
� ][P�N 7 S�[�8 �SN; 7 �y[�8 ���;7d. 8��f;�m��fm�� (5.3)

Thecorrelationamongthecollectedvariablesis listedin Table5.2. This tablerevealsthat

TIMEOUT hasthestrongestcorrelationwith GOODPUT, andthecorrelationlevel among

thesevariablesis prettyhigh.

GOODPUT RETRANS SLOWDOWN TIMEOUT
GOODPUT 1.000 -.710 -.504 -.952
RETRANS -.710 1.000 .317 .680

SLOWDOWN -.504 .317 1.000 .469
TIMEOUT -.952 .680 .469 1.000

Table5.2: Correlation

In the stepwiseselection,the criterion to entera variableis that the probability of �
statisticis smalleror equalto 0.05;thecriterionto removeavariablefrom themodelis that
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the probabilityof � statisticis greaterthanor equalto 0.10. Table5.3 recordsthe order

thatthevariablesareenteredor removedfrom themodel.

Model VariablesEntered VariablesRemoved
1 TIMEOUT —
2 RETRANS —
3 SLOWDOWN —

Table5.3: VariableEntered/Removed

Table5.4 summarizeshow well eachregressionmodelfits the observeddata. � , the

coefficient of multiple regression,is the correlationbetweenthe observed andpredicted

valuesof the dependentvariable. � " is often interpretedas the proportionof the total

variationin thedependentvariableaccountedfor by theregressionmodel(5.1). � " ranges

from 0 to 1. If thereis no linearrelationbetweenthedependentandindependentvariables,

� " is 0orverysmall. If all theobservationsfall ontheregressionline, � " is1. Thismeasure

of thegoodnessof fit of a linearmodelis alsocalledthecoefficientof determination. � "	 ,
theadjusted� " , is designedto compensatefor theoptimisticbiasof � " . It is a functionof

� " adjustedby thenumberof variablesin themodelandthesamplesize.

� "	 �� " 8 � 7 ��86� " ;� 8��Z8�� (5.4)

where � is the numberof independentvariablesin the equation. The last columnin the

table,standarderrorof theestimate,is thesquareroot of the residualmeansquarein the

ANOVA tablebelow. It measuresthespreadof theresiduals(or errors)aboutthefitted line

usingtheregressionmodel(5.1).
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A noticeablepoint in Table 5.4 is that � " , the goodnessof fitting, hasa very high

valuestartingfrom the first model. It indicatesthat 90%of the variationof goodputcan

be explainedsolely by timeout. Adding SLOWDOWN and RETRANS into the model

increasesthecoefficientof determination,theincreasehowever, is small.

Std Err or of
Model Predictors � � " � "	 the Estimate

1 (Constant),TIMEOUT .952 .907 .906 4235.416
2 (Constant),TIMEOUT, RETRANS .956 .914 .913 4077.532
3 (Constant),TIMEOUT, RETRANS, .958 .918 .917 3985.823
3 SLOWDOWN

Table5.4: ModelSummary

Table5.5 is theanalysisof varianceor ANOVA table. Denote�y[ asthe K -th observed

valueof the dependentvariable,
�� astheir mean,and ��Y[ asthe K -th predictedvalue. The

sumsof squaresfor regression,for residualandtotalaredefinedas

SSRegression  ]�
[P�N 7 ��Y[�8 ���; "

SSResidual  ]�
[P�N 7 �Y[�8���y[j; " (5.5)

SSTotal  ]�
[P�N 7 � "[ 8

���; "
Thedegreesof freedomarelistedin thethirdcolumn.Meansquaresarethesumsof squares

dividedby their respectivedegreeof freedom.The � statisticis theratioof meansquareof

regressionto themeansquareof residual.It is usedto testthehypothesisthatall regression

coefficientsarezero:

u� ��u "  �%�%� �u�]��� (5.6)
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i.e.,no linearrelationexistsbetweenthedependentvariableandtheindependentvariables.

� is large whenthe independentvariableshelp to explain the variationin the dependent

variable.Herethe linearrelationis highly significant(in all threemodels,the � valuefor

the � is lessthan0.0005).

Model Sumof Squares df Mean Square F Sig.
1 Regression 35153253390.678 1 35153253390.678 1959.627 .000

Residual 3623627402.866 202 17938749.519
Total 38776880793.544 203

2 Regression 35435001755.524 2 17717500877.762 1065.633 .000
Residual 3341879038.020 201 16626263.871
Total 38776880793.544 203

3 Regression 35599524396.335 3 11866508132.112 746.942 .000
Residual 3177356397.209 200 15886781.986
Total 38776880793.544 203

Table5.5: ANOVA

Thesecondcolumnof Table5.6liststheestimateof coefficientsin theregressionmodel

(5.1) to computethepredictedvaluesfor thedependentvariable.Thestandarderrorof the

coefficientsis listedin thethird column.Whenall variablesaretransformedinto � -score,

  ¢¡ 8 �
¡m�£ � ¤¥[N ~?[�8 �~?[m�¦¨§ (5.7)

model(5.1)canbewrittenas

  �©0 �¤= 1 © " ¤ " 1��%�%��1 ©�]T¤¥] (5.8)

with

©�[¨¢ª ¦¨§ª £ u�[l� K�«�T��������� . (5.9)
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where ª ¦0§ and ª £ arethestandarddeviationof ~?[ and ¡ . The © ’s arecalledstandardized

coefficients.They areanattemptto maketheregressioncoefficientsmorecomparable.The

q statisticin thenext columnprovidessomeclueregardingtherelative importanceof each

variablein themodel.They areobtainedby dividing thecoefficientsby theirstandarderror.

ClearlyTIMEOUT is muchmoreimportantthanRETRANSandSLOWDOWN. Thelast

columnis thesignificantlevel calculatedfrom thepercentileof the q distribution.

Unstandardized Standardized
Coefficients Coefficients

Model B Std Err or Beta t Sig.
1 (Constant) 68645.314 1490.666 139.902 .000

TIMEOUT -103.269 2.333 -.952 -44.268 .000
2 (Constant) 72267.513 998.691 72.362 .000

TIMEOUT -94.690 3.064 -.873 -30.906 .000
RETRANS -5.078 1.234 -.116 -4.117 .000

3 (Constant) 74879.746 1269.624 58.978 .000
TIMEOUT -90.912 3.217 -.838 -28.262 .000
RETRANS -5.092 1.206 -.117 -4.223 .000
SLOWDOWN -4.341 1.349 -.074 -3.218 .002

Table5.6: Coefficients

Basedon themodelconsistingof all threevariables,performancedegradationof each

methodis broken down accordingto the threecontributors. Figure5.3 shows the rela-

tive sizeof degradationby thethreecontributors. Theprojectedtotal degradationandthe

actualdegradationarealsoshown. Theactualdegradationis computedfrom a hypotheti-

cal goodputbasedon theprojectionwith no retransmission,no slowdown andno timeout.
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Obviously timeoutmakesup themainpartof thedegradation.Retransmissionis thesec-

ond leadingcontributor. Contraryto intuition, slowdown hasthesmallestcontribution to

degradation.

From Figure5.2(c)(d)andFigure5.3(c)(d),we canclearly seethat SnoopandDDA

havelowerperformancethanplainTCPwhenthepacketerrorrateis notveryhigh,andthe

mainreasonfor thepoorperformanceis thatthey fail to improvethetimeoutbehavior.
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Figure5.3: Breakdown of performancedegradation
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5.5 Chapter Summary

This chapteranalyzestheleadingcontributorsof performancedegradationin wireless

TCP. Contraryto thecommonunderstandingthat the inability to distinguishwirelessand

congestionlossesis the main causeof performancedegradation,our result indicatesthat

timeout is the leadingcontributor of TCP performancedegradation. It also shows that

currentenhancementsfail to improvethetimeoutbehavior.

The value of this study is that it points out a direction in designingenhancement

schemes.Sincetimeout is the result of multiple lossesin onewindow, a goodscheme

shouldstoprelyingonusingpacket lossesasthemechanismof deliveringcongestionfeed-

back.Suchaschemewill bedescribedin detailin thenext chapter.
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CHAPTER 6

USING CONGESTION COHERENCE TO ENHANCE TCP OVER
WIRELESS LINKS

In theprevioustwo chapters,we have seenthatTCPhaspoorperformanceover wire-

lesslinks,andenhancementproposalsin theliteraturedonotsatisfytheimplementationre-

quirementsestablishedin Chapter4. Thestatisticalanalysisin Chapter5 alsoindicatesthat

timeoutasa resultof multiple lossesin onewindow is the leadingcontributor of wireless

TCPperformancedegradation.Currentproposalsusepacket lossesto deliver congestion

feedbackandfail to improve theTCP’s timeoutbehavior over wirelesslinks. A gooden-

hancementschememuststopusingpacket lossesasthecongestionfeedbackmechanism.

In thischapter, wewill presentsuchanenhancementscheme.

6.1 Intr oduction

TransmissionControlProtocol(TCP)is themostwidely usedtransportprotocolin the

network world. By providing reliabledatatransportandcongestioncontrol, TCP serves

as the foundationof today’s Internet. Historically, TCP wasdesignedmainly for wired

networkswheretransmissionerrorsarerareandthe majority of packet lossesarecaused

by congestion.Jainwasthefirst to pointoutthatpacket lossandtheresultingtimeoutatthe
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sourceareindicationsof congestionandthesourcesshouldreducetheir traffic on timeout

[41].

With the rapid developmentof wirelessnetworks in recentyears,TCP hasbeende-

ployedon wirelessnetworks. It hasbeendiscoveredthatTCPhaspoorperformanceover

wirelesslinks. This is becausethe assumptionbehindTCP congestioncontrol algorithm

— that themajority of packet lossesarecausedby congestion— is no longertrueon the

wirelesslinks. Whenawirelesslossis treatedasacongestionloss,theeffectiveTCPtrans-

missionrateis cut by half. If wirelesserrorshappenfrequently, theeffective transmission

rateof thewirelesslink becomesalmostzero.

A scenarioof suchtransmissionratedropis illustratedin Figure6.1. Beforethetrans-

missionerrorhappens,thepathbetweenthesenderandthereceivercansupportawindow

sizeof six packets.Thesendertransmitsat thisrateandapacket is lostonthewirelesslink

dueto a transmissionerror. Whenthedestinationseestheout-of-orderpackets,it follows

TCPcongestioncontrolalgorithmto sendbackduplicateACKs. Uponthereceiptof three

duplicateACKs,thesenderassumesthatcongestionhashappenedin thenetwork, retrans-

mits thelostpacket andreducesthewindow by half. As a result,thewirelesslink thatcan

sendsix packetsin a window is now sendingonly three,even thoughthe network is not

congested.

In thepastfew years,a numberof enhancementshave beenproposedto improveTCP

performance.Theseenhancementssuggestmodificationat thesender, thebasestationor

the receiver. Someof themtry to hide the lossycharacteristicof wirelesslink from TCP

by performingbuffering andretransmissionat thebasestation.Othersuseextra traffic to

determinethenetwork congestionstatus.Thesemethodsarereviewedandevaluatedin the

next sectionof this chapter. It is ourconclusionthatthesemethodseithermake unrealistic
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Figure6.1: Window reductiondueto wirelesslosses

assumptions,do not meetcertainimplementationrequirements,or apply only to specific

network configurations.

In this chapter, we identify the threeways that wirelesserrorsdegradeTCP perfor-

mance,andproposea new enhancementapproach.This new approachmakesuseof the

sequentialcoherenceof congestionmarksto distinguishwirelesslossesfrom congestion

losses.It requiresonly minor modificationsin themobilehost,andappliesto all network

configurations.Analysisandsimulationresultsshow thatthisapproachavoidsthemajority

of retransmissions,unnecessaryslowdown andtimeouts,andthussignificantlyimproves

TCPperformance.

6.2 ProposedApproach

As discussedabove,transmissionerrorscausethepoorTCPperformanceoverwireless

links. A closerlookatTCPtracesrevealsthatwirelesserrorscandegradeTCPperformance

in threeways:

End-to-endretransmissions:Whena packet is lost in the wirelesslink, the packet has

to be retransmitted.If the retransmissionis doneend-to-end,the extra traffic can
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addto thecongestionandreducethenumberof packetsthatcanbesentthroughthe

bottlenecklink. Extratraffic alsocausesa longerdelay.

Unnecessaryslowdowns: Whenwirelesslossesareretransmittedend-to-end,theregular

TCPalgorithmtreatsthepacket lossasanindicationof congestionandthusreduces

thecongestionwindow size.Unnecessaryslowdownscausesignificantperformance

degradationbecausetheeffective transmissionrateis cut to half.

Timeouts: The existing TCP algorithms(Tahoe,Renoor new Reno)can recover one

packet loss in a window using duplicateacknowledgments. Two or more packet

losses(canbecongestionor wireless)in the samewindow will resultin a timeout.

Timeoutscausesevereperformancedegradationbecauseit takes many round trip

times(RTT) to bringthetransmissionrateto anormalvalueafteratimeout.If packet

lossis usedfor congestioncontrolasin thecurrentTCPalgorithm,thenany wireless

losswithin theRTT thatcontainsa congestionlossalwaysresultsin a timeout.

In orderto improveTCPperformance,anenhancementsolutionshouldeliminatetheabove

threedegradations.Thefirst degradationcanbeeliminatedby local link layerretransmis-

sion. The seconddegradationcanbe eliminatedif a mechanismto distinguishbetween

wirelessandcongestionlossesis found. In orderto eliminatethe third degradation,we

needto stopusingcongestionlossasamechanismto adjustthewindow.

Wefind thatall currentproposalseliminateonly thefirst two degradations.They all use

packet lossesto deliver congestionfeedback.Therefore,the third degradationis inherent

andunavoidable.
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In this chapter, we useExplicit CongestionNotification(ECN) for congestioncontrol

andproposea mechanismto distinguishwirelessandcongestionlosses.ECN avoidscon-

gestionlossesby makinguseof early congestionwarnings. Avoiding congestionlosses

hastwo benefitsonperformance.It avoidstheend-to-endretransmissions,aswell astime-

outscausedby multiple lossesin a window. In this way, we caneliminateall the three

degradationsof TCPperformance.

Ourproposalconsistsof thefollowing threeparts:

* Assumethatall networkroutersareECNcapable.

* Implementlocal link layer retransmissionon the wirelesslink to avoid end-to-end

retransmissionof thewirelesslosses,

* Usecongestioncoherenceto determinecauseof packet lossat themobilehost.

Detailsof theproposedapproacharegivenbelow.

6.2.1 Explicit CongestionNotification

Theideaof markingpacketheaderatthecongestedrouterto deliverbinaryfeedbackon

congestionstatuscanbetracedto theDECbitscheme[67] in 1988.Comparedwith timeout

andduplicateACKs,explicit feedbackdeliversa directandfastercongestionsignalto the

sender.

Explicit CongestionNotification, the binary feedbackschemein TCP/IP, wasfirst in-

troducedby Floyd andRamakrishnan[26]. ECN usestwo bits in the IP headerandtwo

bits in the TCP headerfor ECN capabilitynegotiationandfeedbackdelivery. Whenthe

queuelengthexceedsa thresholdandthe incomingpacket is labeledECN-Capable,the
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routermarksthepacketascongestionexperienced. At thedestination,theCongestionEx-

periencebit is copiedto theECN-Echo bit in theTCPacknowledgmentandthusdelivers

a congestionnotificationbackto the sender. Upon receiving the ECN-Echo,the sender

reducesits congestionwindow to alleviatethecongestion.

ECNhasprovento beeffective in avoidingunnecessarypacketdropsandin improving

TCP performance.In RFC 2309[24], it wasrecommendedto be widely deployed asa

router mechanismon the Internet,and was standardizedby IETF in RFC 2481 [66] in

1999. In this paper, we will assumeECN is implementedin all routers. This is a very

importantassumptionof ourproposal.

The marking policy determineshow a packet is marked. Floyd and Ramakrishnan

[26] recommendusingRandomEarly Detection(RED) [31] asthemarkingpolicy. RED

detectsincipientcongestionandrandomlymarkspacketsat a computedprobabilitywhen

theaveragequeuesizeexceedsa threshold.Figure6.2 shows themarkingpolicy usedin

our simulation,which is a little differentfrom that in [26]. We usetheactualqueuesize

insteadof the averagequeuesize. When the queuesize is below a minimum threshold

q����[®] , the incomingpacket will not be marked. Whenthe queuesize is betweenq����[®]
anda maximumthresholdq���
	�� , the incomingpacket will bemarked with a probability

proportionalto the queuesize. Whenthe queuesizeis greaterthan q���
	�� , all incoming

packetsaremarked. Whenthequeuesizeis equalto buffer size,all incomingpacketsare

dropped.

6.2.2 Local Link Layer Retransmission

Whenapacket is lost in thewirelessmedia,it hasto beretransmitted,eitherend-to-end

or over thelocalwirelesslink. Comparedto theend-to-endretransmission,local link layer
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Figure6.2: Markinganddroppingpolicy usedfor congestioncoherence

retransmissionnotonly avoidsextra traffic in thewirednetwork but alsoreducesthedelay.

However, thedelaycausedby thelocal link layerretransmissioncaninterferewith theend-

to-endTCPretransmissiontimer. If the local link layerretransmissiontakestoo long, the

sourcemaytimeoutandtriggeranend-to-endretransmissionbeforetheacknowledgment

of local retransmissionis received. In designingthe link layer retransmissionscheme,it

is importantto transmitthe failedpacketswith high priority to reducethe retransmission

delay. Oneway of implementingthis is to usethe “insert from front” strategy. Whena

packet is detectedto be lost, the link layer insertsthe failed packet into the front of the

transmissionqueueandtransmitsit whenthe mediais available. In this way, the failed

packetdoesnot suffer thequeuingdelayagain.

An implicationof locallink layerretransmissionisout-of-orderpackets.Whenapacket

is lost andretransmitted,the TCP receiver will receive out-of-orderpacketsandmay re-

spondwith duplicateACKs. Bothcongestionlossesandwirelesslossescauseout-of-order

packetsandcreateholesin thepacket sequencenumberspace,but their consequencesare

different. A holecausedby a wirelesslosswill befilled whentheretransmissionarrives,
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but a hole causedby a congestionlosswill not be filled without a timeoutor triggering

an end-to-endretransmission.If the receiver knows the hole is a wirelessloss,it should

wait for theretransmission.If it knows thehole is a congestionloss,it shouldtrigger the

end-to-endretransmissionright away.

Thereceiverneedsaschemeto tell whetherholeis awirelesslossor acongestionloss.

Suchaschemeis describedin thenext section.

6.2.3 CongestionCoherence

Table6.1illustratestwo losscasestakenfromasimulationtrace.Packets37and112are

lost,but theECNmarksof theirneighboringpacketsarelistedin thetable.An “E” means

thepacket is marked“CongestionExperienced”,a blankmeansit did not experienceany

congestion.By looking at thesemarkings,is it possibleto guesswhich packet is lost due

to congestionandwhich is lostdueto error?

seqno mark
33
34 E
35 E
36 E
37 lost
38 E
39 E
40

seqno mark
108
109
110
111
112 lost
113
114
115

Table6.1: Are thesepacketslostdueto congestionor dueto transmissionerror?

Packet 37 is a congestionlossandpacket 112is a transmissionloss. This observation

is basedon thesocalledcongestioncoherenceof ECN markings.It reflectsthe fact that
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congestiondoesnot happenor disappearsuddenly. Beforecongestionbecomessosevere

thata packet hasto bedropped,somepacketsmusthave beenmarked. Similarly, aftera

packet is dropped,congestiondoesnot disappearimmediately. Thequeuesizefalls grad-

ually andsomepacketsaremarked. As a result,congestionlossesarenormallypreceded

andfollowedby markedpackets,seeFigure6.3.

dropped due to congestion

marked

sender router receiver

Figure6.3: Congestioncoherence

In contrast,transmissionerrorsnormallyhappenindependentof congestion.Neighbor-

ing packetsof awirelesslossareusuallynotmarked.

Therefore,beingsurroundedby markedpacketsis a tagof congestionlosses.Conges-

tion coherencecanbeusedto distinguishcongestionlossesfrom wirelesslosses.Wedefine

thecoherencecontext of packet ¯ aspackets °f¯X±³²T´�¯¶µ�²T´�¯¶µ:·'¸ . Thecoherencecontext

is saidto bemarkedif any packet in thecontext is marked.

If apacket is foundlostat thedestinationandits context is marked,duplicateacknowl-

edgmentsshouldbesentright away to invoke fastretransmitandcongestioncontrolat the

source.If thecontext is not marked, it is mostlikely a wirelessloss. Duplicateacknowl-

edgmentsshouldbe held to avoid invoking fast retransmitandcongestioncontrol at the

source.
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The sameideacanbe appliedto the wirelesssendercase.Whenthe wirelesssender

receivesduplicateacknowledgments,it checkswhetherthecoherencecontext containsan

ECN-Echo.If yes,thentheduplicateacknowledgmentsaremostlikely causedby a con-

gestionloss,so the senderinvokesthe congestioncontrol. Otherwise,the duplicateac-

knowledgmentsaremost likely causedby a wirelessloss. The senderignoresduplicate

acknowledgmentsuntil thelocal retransmissionsucceeds.

6.2.4 CongestionCoherenceTCP Algorithm

¹ The TCP sink follows existing algorithmfor sendingnew acknowl-

edgments,first andsecondduplicateacknowledgments.

¹ When the third duplicateacknowledgmentis to be sent,TCP sink

checkswhetherthecoherencecontext is marked. If yes,theacknowl-

edgmentis sentright away. Otherwise,it is deferredfor º seconds,

anda timer is started.

¹ If theexpectedpacket arrivesduringthe º seconds,a new acknowl-

edgmentis generatedandthetimer is cleared.

¹ If the timer expires,all deferredduplicateacknowledgmentsarere-

leased.

Figure6.4: CongestionCoherencereceiving algorithm
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In ourproposedapproach,themodificationsto existingTCPalgorithmsaremadein the

wirelessend.Basedon thetechniquediscussedabove, this approachis namedCongestion

Coherence. Figures6.4and6.5show themodifiedreceiving andsendingalgorithms.

It shouldbenoticedthat themodificationsto thereceiving andsendingalgorithmsare

madeon thesameend. Theimplementationof CongestionCoherenceat thewirelessend

hidesthe lossycharacteristicof the wirelesslink from the otherend. Thewired endand

intermediaterouters,includingthebasestation,needno modification.If thewirelesslink

is in themiddle,suchasasatellitelink or in anad-hocwirelessnetwork, themodifications

canbemadeoneitherendor bothends.

Revisiting Table4.2,we cannoticethatour approachmeetsall therequirements.The

traffic overheadis zerobecausefeedbackis deliveredusingtheIP andTCPheadersandno

extra packetsaresent.Thebuffering is minimal,only thosepacketssentover thewireless

link but notyetacknowledgedarebuffered.Thecomputingcomplexity is verysmall,only

a few linesof modificationneedto beaddedto theexistingTCPcode.

6.3 MistakeScenarios

Congestioncoherenceprovidesaneducatedguessof thecauseof packet losses.How-

ever, this methodis basedon probability and canmake mistake in somecases. In this

section,wediscussthesemistakecasesandanalyzetheirperformanceimpact.

The first mistake casehappenswhena wirelesserror occursin a congestionepisode.

Sinceneighboringpacketsaremarked,thewirelesslossmaybetreatedasacongestionloss.

Therefore,congestioncontrolis triggeredat thesourceandanend-to-endretransmissionis

started.In this case,theend-to-endretransmissionis unnecessarybecauselocal link layer
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¹ The TCP senderfollows existing algorithmfor sendingpacketsand

updatingthe congestionwindow upon receiving new acknowledg-

ments,first andsecondduplicateacknowledgments.

¹ Whenthethird duplicateacknowledgmentarrives,thesenderchecks

whetherany acknowledgmentin the coherencecontext is an ECN-

Echo. If yes,thepacket correspondingto theduplicateacknowledg-

mentsis sentright away andcongestionwindow is reducedto half

if a reductionhasnot beendonein thepreviousRTT. Otherwise,the

senderignorestheduplicateacknowledgementanda timer of º sec-

ondsis started.

¹ If a new acknowledgmentarrivesduring the º seconds,the timer is

clearedandnew packetsaresentasif theduplicateacknowledgments

did nothappen.

¹ If the timer expires, the packet correspondingto the duplicateac-

knowledgmentsis sentandcongestionwindow is reducedto half if

a reductionhasnotbeendonein thepreviousRTT.

Figure6.5: CongestionCoherencesendingalgorithm

90



retransmissionwill deliver thepacket again.However, triggeringthecongestioncontrol is

neededbecauseof the existenceof congestion.As congestioncontrol is moreimportant

thanretransmittingasinglepacket,sendingthethird duplicateacknowledgmentright away

is thecorrectaction.

The secondmistake casehappenswhen a burst of backgroundtraffic causesa con-

gestionlosswithout markingthecoherencecontext. In this case,our methodregardsthe

packet lossasa wirelesslossandwill wait º seconds.At the endof this period,the re-

transmissionof this packet doesnot come. So deferredduplicateACKs arereleasedto

triggeranend-to-endretransmission.Thecostof this mistake is a delayin theend-to-end

retransmissionandaslowdown.

Thesetwo mistakesaffect theperformance,but resultsfrom our simulationsshow that

themistakerateis verysmallandtheimpactis minimal.

6.4 Simulation and ResultAnalysis

In orderto compareour proposedmethodwith otherproposals,we performeda setof

simulationswith the ¯¼» simulator[53]. In thissection,wepresentournetwork model,sim-

ulationscenarios,datacollectionmethodandresultsfrom analyzingindividualsimulation

tracesandaggregatemeasurements.

6.4.1 Simulation Model and ScenarioDesign

Thesimulationsareperformedon thesimplifiednetwork modelshown in Figure5.1,

where »y½-´-»�¾ arethesourcesand ¿�½-´�¿U¾ arethedestinations.Thelink betweenintermediate

routersÀY½ and À�¾ is thebottlenecklink. Thelink betweenÀ�¾ and ¿�½ is a wirelesslink. The

numbersbesideeachlink representits rateanddelay.
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Theexperimenttraffic is anFTPsessionfrom »y½ to ¿�½ usingTCPRenoasthetransport

protocol.Thebackgroundtraffic is a UDPflow from »�¾ to ¿U¾ generatedby anexponential

on-off model. The meanburst periodand the meansilenceperiodare100 ms, andthe

burst datarate is 500 kbps. Both TCP andUDP packet sizesare1000bytes,andTCP

acknowledgmentsare40byteslong.

Link layer retransmissionis implementedon the wirelesslink. Packetssentbut not

acknowledgedat thelink level in 40 msareresent.Retransmittedpacketsarealsosubject

to wirelesserrorsat the samerate. The waiting time at the receiver is setat 81 ms so

that packetsdeliveredwithin two retransmissionsareaccepted.The packet error rateof

thewirelesslink is variedto testtheperformanceof variousproposalsunderdifferentloss

scenarios.

To reflectsteadystatemeasurement,the simulationdurationshouldbe long enough

to minimizetheeffect of the initial transientstate.Longersimulationnormallygenerates

smootheraggregateresults.Techniquesto determinethesimulationendtimecanbefound

in Chapter25 of [42]. In our experiment,we tried variousdurationsand found the re-

sultsof 500secondsshow theessentialfeatureswithout noticeabledifferencefrom longer

simulations,soall aggregatemeasurementsarecollectedfrom 500-secondsimulations.

The proposalswe comparedincludebaseTCP, DDA, SnoopandCongestionCoher-

ence.Whenthemobilehostis a sender, Snoopis replacedby ELN. In orderto show that

ECN without congestioncoherencedoesnot work, we alsocomparedagainstplain ECN.

We did not compareagainstI-TCP, Multiple AcknowledgmentsandControl Connection

becausethey violate the end-to-endandthe local requirementsandareconsideredunac-

ceptable.
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We experimentedwith variousnetwork configurations,including the wirelesslink as

the last hop (mobile receiver), as the first hop (mobile sender)andasintermediatelinks

(e.g.ad-hocor satellitelink). CongestionCoherenceworksfor all threeconfigurationsand

hassimilar performance.Becausemostotherproposalsonly work for themobilereceiver

configuration,thecomparisonbelow is conductedonly for thisconfiguration.

6.4.2 Resultsand Analysis

Ourfirstgroupof results,shownin Figure6.6,is theTCPcongestionwindow andqueue

lengthof eachproposal.They arecollectedfrom 40-secondsimulationtraces.Thepacket

errorratein thesimulationis 0.1. A calculationshows thattheaveragewindow sizeof the

wirelessconnectioncanberoughly10packets,but asshown in thefigure,thewindow size

of baseTCPandECN is reducedfrequently. Their correspondingqueuesizegraphshows

thequeueat thebottlenecklink is almostalwaysempty. Therefore,their link efficiency is

verylow. SnoopandDDA solvetheproblemof unnecessaryslowdownscausedby wireless

errors.Thewindow sizeis significantlyincreasedandthebottlenecklink is betterutilized.

Nevertheless,thespikesin thebottomof SnoopandDDA cwndfigure indicatethesetwo

methodssuffer severedegradationfrom timeouts. CongestionCoherenceis a thorough

solution.Unnecessaryslowdownsandtimeoutsareavoided.Thequeuesizefigureshows

it hashigh link efficiency.

Themajormetric to evaluatetheenhancementproposalsis goodput, which is defined

asthenumberof packetssuccessfullyreceivedandacknowledgedby themobilehost,ex-

cludingtheretransmittedpackets.Thegoodputof thefiveproposalsunderdifferentpacket

error ratesis shown in Figure6.7. BaseTCP performsreasonablywell whenthe packet

error rate is very small, but as the packet error rate increases,its performancedegrades
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Figure6.6: Congestionwindow andqueuelengthfor differentmethods
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quickly. Theperformancecurve confirmsthatTCPneedsenhancementon wirelesslinks.

Plain ECN performsbetterthanbaseTCP whenthe error rate is very small, but its per-

formancedegradesquickly astheerror rateincreases.DDA doesnot degrademuchwith

the error rate,but its performanceundersmall error ratesis low. CongestionCoherence

improvesgoodputfor all packeterrorratesin thesimulatedrange.
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Figure6.7: Goodputfor thefivemethods

In additionto the goodput,we alsoanalyzedthe simulationtraceandcollectedother

datathathelpedusunderstandwhy oneenhancementworksbetterthananother.

Figure6.8and6.9show thenumberof wirelessandcongestionlosses.Thenumberof

wirelesslossesequalsthe total numberof packetstransmittedon the wirelesslink times

the packet error rate. The numberof congestionlossesof baseTCP, SnoopandDDA is

significantlymorethanothermethodsbecausethey usepacket lossesasa congestioncon-

trol mechanism.As thepacket error rateincreases,wirelesslossesreducethecongestion

window so frequentlythat the window seldomgrows to the level that a packet needsto
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Figure6.8: Wirelesslosses
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Figure6.9: Congestionlosses

be dropped. This explains the smallernumberof congestionlossesof baseTCP in the

right half of Figure6.9. In contrast,methodsusingECN do not suffer from congestion

lossesonaregularbasis.Congestionlosseshappenonly whenburstsof backgroundtraffic

generatesomany packetsthat thebuffer of bottlenecklink cannotabsorb. As analyzedin

the beginning of Section6.2, having fewer congestionlosseshelpsto reduceend-to-end

retransmissionsandthechanceof timeout.
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Figure6.10:Averagecongestionwindow size

Figure6.10shows the averagecongestionwindow size. As the packet error rate in-

creases,wirelesslossescauseunnecessaryslowdowns in TCP and plain ECN, but the

window size of Snoop,DDA and CongestionCoherenceis not affectedmuchby wire-

lesserrors. The slight drop in the right uppercorneris causedby transmissionerrorsin

theretransmitpackets3. This figureconfirmsthatSnoop,DDA andCongestionCoherence

solve theproblemof unnecessaryslowdowns.

Figure6.11shows thenumberof timeoutsthatoccurredduringthesimulationperiod.

When the packet error rate is small, TCP, Snoopand DDA have the largestnumberof

timeoutsbecausethey usepacket lossesfor congestioncontrol. Their buffer occupancy at

thebottlenecklink cangrow sohigh thatburstsin backgroundtraffic cancausecontinual

losses. Sincetwo or more lossesin a window causea timeout, this translatesto large

numberof timeouts. ECN and CongestionCoherencehave very few timeoutsbecause

mostof their congestionlossesareavoided;backgroundtraffic causesoccasionallosses,

but seldombecomemultiple lossesin onewindow. As thepacket errorrateincreases,the

3In anothersimulation,whenthe retransmissionmethodis replacedby perfectretransmission,i.e., no
transmissionerrorfor retransmittedpacket,wirelesslossesdonotaffect thecongestionwindow atall.
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Figure6.11:Numberof timeouts

numberof timeoutsin TCPandplain ECN increasesdramaticallybecauselargernumber

of wirelesslossesincreasesthechanceof multiple lossesin onewindow. Whentheerror

rateis below 0.014,TCPhasmoretimeoutsthanplainECN.As thecongestionwindow of

TCPis reducedfrequentlyby wirelesslosses(Figure6.10)andcongestionlossesbecome

fewer(Figure6.9),TCPbehavesalmostidenticalto ECN.Thetimeoutsof SnoopandDDA

aremainly causedby congestionlossesandremainconstantacrossall packet error rates.

CongestionCoherencehasthe smallestnumberof timeoutsof all proposals.This figure

is theevidenceshowing thatonly our proposedschemeavoids thedegradationcausedby

timeouts.

Figure6.12showsthenumberof end-to-endretransmissions.Thisnumberdependson

thenumberof congestionlosses,wirelesslossesandtimeouts,aswell astheenhancement

methodused.In fact,congestionlossesin all methodsareretransmitted.Wirelesslossesin

TCPandplainECNareretransmitted.Whentimeouthappens,onefull window of packets

are retransmitted.SnoopandDDA avoid the majority of end-to-endretransmissionsof

wirelesslosses,but they still havealargenumberof retransmissionsbecauseof congestion
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Figure6.12:Numberof end-to-endretransmissions

lossesandtimeouts.PlainECNreducescongestionlosses,butcannotrecoverfromwireless

losses.All its wirelesslossesareretransmitted.CongestionCoherenceavoidsthemajority

of congestionlosses,andwaitsfor thelocal retransmissionof wirelesslosses,soit hasthe

smallestnumberof retransmissions.
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Figure6.13:Mistakerate
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Finally, themistake ratein determiningthecauseof packet lossesis shown in Figure

6.13. Both baseTCPandplain ECN assumeall lossesarecausedby congestion,sotheir

mistakerateis thepercentageof wirelesslossesin all losses.PlainECNmakesalmostthe

samenumberof mistakesasbaseTCP, but it hasa muchhighermistake ratebecauseof

its smallnumberof congestionlosses.DDA assumesall packet lossesaredueto wireless

errors,soits mistakeratedecreaseswhenthepacketerrorrateincreases.Snoopknowsthe

exact causeof all packet lossesby monitoringpacketsarriving at the basestation,so its

mistake rateis zero. CongestionCoherencetakesadvantageof congestioncoherenceand

makesthe right guessin mostcases.As analyzedin Section6.3, it makesmistake when

veryburstytraffic causessuddenpacketlosseswithouthaving neighboringpacketsmarked.

In oursimulations,CongestionCoherence’s mistakeraterangesfrom 0.06%to 1.2%.This

rateis very small comparedwith othermethods(exceptSnoop),andhasminimal impact

on theperformance.

In summary, thesimulationresultsrevealthatCongestionCoherenceavoidsthemajor-

ity of congestionlossesandis ableto distinguishwirelesslossfrom congestionlosses.It is

theonly enhancementthatavoidsthethreedegradationsof TCPperformanceoverwireless

links — end-to-endretransmissions,unnecessaryslowdownsandtimeouts.Therefore,the

performanceof TCPis significantlyimproved.

6.5 Discussions

This sectionis devotedto discussinga numberof implementationdetails,alternatives

andpossibleextensionsfor futurestudy.
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CoherenceContext Thecoherencecontext usedin our simulationis threepackets,one

beforethe lost packet andtwo after. We tried differentsizesof thecoherencecontext. It

turnedout that smallercoherencecontexts tendto mistake congestionlossesaswireless

lossesandcausemoretimeoutswhile larger coherencecontexts tendto mistake wireless

lossesascongestionlossesandcausemoreunnecessaryend-to-endretransmissions.The

othercoherencecontext of sizethree,i.e., two beforethelost packet andoneafter, yields

similar results.

Location of Wir elessLink Most enhancementproposalsin the literatureassumethe

wirelesslink is thelasthop,congestionlosseshappenonly betweenthefixedhostandthe

basestation,andwirelesserrorshappenonly betweenthebasestationandthemobilehost.

Whenthewirelesslink is a hopthatconnectstwo wired networks, like thesatellitelinks,

or whentherearemultiple wirelesslinks asin an ad-hocnetwork, this assumptionis no

longertrue. Thesesolutionsdo not work in thesecases.Our solutiondoesnot assumethe

locationor thenumberof wirelesslinks. As long asECN is usedin intermediaterouters

andthewirelesslinks implementlocal retransmission,oursolutionwill work.

Mark-Fr ont Strategy It shouldbenotedthatthemarkonpacketscarriesthecongestion

informationof the pathto the destination.Theearlierthe informationis deliveredto the

sender, themoreeffective thesender’s responsecanbe. In our recentpaper[55], we pro-

posedto usethe packet at the front of the queue,insteadof the packet at the endof the

queue,to carry thecongestioninformation.This is calledthemark-frontstrategy andhas

beenshown to requiresmallerbuffers,to generatehigherthroughputandto providebetter

fairness.In this chapter, we assumemarkinganddroppingarealwaysperformedon the
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packet in the front of thequeue.Marking is donewhena packet is leaving thequeueand

droppingis donewhenapacketentersa full queue.

1

p_max

no action

th_min th_max

queue size

marking probability

marking dropping

buffer size

Figure6.14:EarlyREDmarkinganddroppingpolicy

Marking Policy Themarkingpolicy hasa significantimpacton congestioncoherence.

It is importantto ensurethat packetsarenot droppedwithout neighboringpacketsbeing

marked.Therandomnessin decidingwhetherto markapackethelpsto desynchronizethe

TCPcongestionwindowsamongflows,but mayjeopardizethis assurance.Early versions

of the RED algorithm,asdepictedin Figure6.14,yield low congestioncoherence.The

gentle option describedin [29] and implementedin ns2.17improves the coherence.A

bettermarking policy shouldkeepa randommarking zoneto help desynchronizeTCP

congestionwindows amongflows,anda deterministicmarkingzoneto ensurecongestion

coherence,asshown in Figure6.2.

QueueLength It shouldbenotedthatit is therealqueuelengththatis relatedto packet

losses.Averagequeuelength,becauseof its delayin reflectingtherealcongestionstatus,
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normally yields lower coherenceand low goodput. Our simulationsconfirm this result.

Discussingoptionsof settingtheREDparametersis beyondthescopeof this dissertation.

Wewill reportthemelsewhere.

6.6 Chapter Summary

This chapterpresentsa schemecalled CongestionCoherenceto enhanceTCP over

wirelesslinks. Basedon theanalysison the leadingcontributorsof wirelessTCPperfor-

mancedegradationpresentedin 5, this schemestopsrelying on usingpacket lossesasthe

mechanismto deliver congestionfeedbackto the sender. It usesECN to deliver thecon-

gestionfeedbackandusesthe“congestioncoherence”in consecutivepacketsto determine

thecauseof packet losses.

In termsof performance,the proposedschemeavoids the majority of end-to-endre-

transmissions,unnecessaryslowdownsandtimeoutscausedby wirelesserrors,andthere-

fore improvestheperformanceof TCPoverwirelesslinks.

In termsof modifications,the proposedschemerequiresonly minor modificationin

the TCP codeat the mobile station’s side. No modificationis neededin the basestation

and in the fixed host, assumingECN hasbeenimplementedin all network routers. In

this way, TCP’s end-to-endsemanticis maintained;all modificationsarein the scopeof

wirelessserviceproviders;theschemecanwork with encryptedtraffic andappliesto two-

way traffic. In addition,this schemeappliesto immediatewirelesslinks, suchassatellite

links andmobilenetworks.
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Thesekey differentiatorsestablishtheschemeasa uniquewirelessTCPenhancement.

Theproposedenhancementclearlyshows theadvantagesof ECN over traditionalconges-

tion controlmechanisms.CongestionCoherenceis highly dependenton thewide deploy-

mentof ECNprotocol.Werecommendthatit beusedwhenECNis widely deployed.

In conclusion,we regardthis schemeasa new wirelessTCPenhancementaswell asa

promotionof theECNprotocol.
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CHAPTER 7

IMPROVING EXPLICIT CONGESTION NOTIFICA TION WITH
THE MARK-FR ONT STRATEGY

Fastcongestionfeedbackfrom thenetwork is crucial to theeffectivenessof TCPcon-

gestioncontrolactions.CurrentTCP/IPnetworksusepacket lossesto signalcongestion.

Packet lossesnot only reduceTCPperformance,but alsointroducelargedelays.Explicit

CongestionNotification(ECN)deliversafasterindicationof congestionandimprovesper-

formance. However, currentECN implementationsmark the packet from the tail of the

queue.In thischapter, weproposeanew strategy thatdeliversevenfastercongestionfeed-

back.

7.1 Intr oduction

Deliveringcongestionsignalsis essentialto theperformanceof computernetworks. In

TCP/IP, congestionsignalsfrom thenetwork areusedby thesourceto determinetheload.

Whenapacket is acknowledged,thesourceincreasesits window size.Whena congestion

signalis received,its window sizeis reduced[39, 71].

TCP/IPusestwo methodsto deliver congestionsignals. The first methodis timeout.

Whenthesourcesendsa packet, it startsa retransmissiontimer. If it doesnot receive an

acknowledgmentwithin a certaintime, it assumescongestionhasoccurredin thenetwork
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andthepacket hasbeenlost. Timeoutis theslowestcongestionsignalbecausethesource

hasto wait a long time for theretransmissiontimer to expire.

The secondmethodis lossdetection. In this method,the receiver sendsa duplicate

ACK immediatelyon receptionof eachout-of-sequencepacket. Thesourceinterpretsthe

receptionof threeduplicateacknowledgmentsasa congestionpacket loss.Lossdetection

canavoid thelongdelaysof timeouts.

Both timeoutandlossdetectionusepacket lossesascongestionsignals.Packet losses

notonly increasethetraffic in thenetwork, but alsoadda largetransferdelay. TheExplicit

CongestionNotification (ECN) proposedin [65, 26] providesa light-weight mechanism

for routersto senda direct indicationof congestionto the source. It makesuseof two

experimentalbits in the IP headerandtwo experimentalbits in the TCP header. When

theaveragequeuelengthexceedsathreshold,theincomingpacket is markedascongestion

experiencedwith aprobabilitycalculatedfrom theaveragequeuelength.Whenthemarked

packet is received, thereceiver markstheacknowledgmentusinganECN-Echo bit in the

TCPheaderto sendcongestionnotificationbackto thesource.Uponreceiving theECN-

Echo,thesourcehalvesits congestionwindow to helpalleviatethecongestion.

Many authorshavepointedout thatmarkingprovidesmoreinformationaboutthecon-

gestionstatethanpacketdropping[69, 32], andECNhasbeenprovento beabetterwayto

deliver thecongestionsignalandexhibitsa betterperformance[26, 69,16].

In mostECN implementations,whencongestionhappens,thecongestedroutermarks

theincomingpacket that just enteredthequeue.Whenthebuffer is full or whena packet

needsto bedroppedasin RandomEarlyDetection(RED),someimplementations,suchas

thenssimulator[53], have the“drop from front” optionassuggestedby Yin [76] andLak-

shman[50]. A brief discussionof dropfrom front in REDcanbefoundin [28]. However,
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for packetmarking,theseimplementationsstill marktheincomingpacketandnot thefront

packet. Wecall thispolicy “mark-tail”.

In this chapter, we proposea simplemarkingmechanism— the“mark-front” strategy.

This strategy marksa packet whenthe packet is going to leave the queueandthe queue

lengthis greaterthanthe pre-determinedthreshold. The mark-frontstrategy is different

from thecurrentmark-tail policy in two ways. First, sincethe routermarksthepacket at

the time when it is sent,andnot at the time whenthe packet is received, a moreup-to-

datecongestionsignal is carriedby the marked packet. Second,sincethe routermarks

the packet in the front of the queueandnot the incomingpacket, congestionsignalsdo

not undergo the queueingdelayas the datapacketsdo. In this way, a fastercongestion

feedbackis deliveredto thesource.

The implementationof this strategy is extremelysimple. Oneonly needsto move the

markingactionfromtheenqueueprocedureto thedequeueprocedureandchoosethepacket

leaving thequeuein steadof thepacketenteringthequeue.

We justify themark-frontstrategy by studyingits benefits.We find that,by providing

fastercongestionsignals,the mark-frontstrategy reducesthe buffer size requirementat

the routers,it avoids packet losses,and it improves the link efficiency when the buffer

sizein routersis limited. Our simulationsalsoshow thatthemark-frontstrategy improves

the fairnessamongold andnew connections,andalleviatesTCP’s discriminationagainst

connectionswith largeroundtrip time.

Themark-frontstrategy differsfrom the“drop from front” optionin thatwhenpackets

aredropped,only implicit congestionfeedbackcanbe inferredfrom timeoutor duplicate

ACKs. Whenpacketsaremarked,explicit andfastercongestionfeedbackis deliveredto

thesource.
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GibbonsandKelly [32] suggestedanumberof mechanismsfor packetmarking,suchas

“marking all thepacketsin thequeueat thetime of a packet loss”, “marking every packet

leaving the queuefrom the time of a packet loss until the queuebecomesempty”, and

“markingpacketsrandomlyasthey leave thequeuewith aprobabilitysothatlaterpackets

will not be lost.” Our mark-frontstrategy differs from thesemarkingmechanismsin that

it is a simplemarkingrule that faithfully reflectsthe up-to-datecongestionstatus,while

themechanismssuggestedby GibbonsandKelly eitherdo not reflectthecorrectconges-

tion status,or needsophisticatedprobabilitycalculationsfor which no soundalgorithmis

known.

It isworthmentioningthatthemark-frontstrategy isaseffectivein high-speednetworks

asin low speednetworks.LakshmanandMadhow [49] showedthattheamountof drop-tail

switchesshouldbeat leasttwo to threetimesthebandwidth-delayproductof thenetwork

in orderfor TCPto achievedecentperformanceandto avoid lossesin theslow startphase.

Our analysisin section4.3revealsthatin thesteady-statecongestionavoidancephase,the

queuesizefluctuatesfrom emptyto onebandwidth-delayproduct.Sothequeueingdelay

experiencedby packets when congestionhappensis comparableto the fixed round-trip

time4. Therefore,themark-frontstrategy cansaveasmuchasafixedround-triptime in the

congestionsignaldelay, independentof thelink speed.

Weshouldalsomentionthatthemark-frontstrategy appliesto bothwiredandwireless

networks. Whenthe routerthresholdis properlyset,the coherencebetweenconsecutive

packetscanbe usedto distinguishpacket lossesdueto wirelesstransmissionerror from

packet lossesdueto congestion.This resultwill bereportedelsewhere.

4Thefixedround-triptime is theround-triptimeunderlight load,i.e.,without thequeueingdelay.
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This chapteris organizedasfollows. In section2 we describetheassumptionsfor our

analysis.Dynamicsof queuegrowth with TCPwindow control is studiedin section3. In

section4, we comparethebuffer sizerequirementsof mark-frontandmark-tailstrategies.

In section5, weexplainwhy mark-frontis fairerthanmark-tail.Thesimulationresultsthat

verify ourconclusionsarepresentedin section6. In section7, weremovetheassumptions

madeto facilitate the analysis,andapply the mark-frontstrategy to the RED algorithm.

Simulationresultsshow thatmark-fronthastheadvantageover mark-tailasshown by the

analysis.

7.2 Assumptions

ECN is usedtogetherwith TCP congestioncontrol mechanismslike slow start and

congestionavoidance[71]. Whentheacknowledgmentis not marked, thesourcefollows

existing TCP algorithmsto senddataandincreasethe congestionwindow. Upon the re-

ceiptof anECN-Echo,thesourcehalvesits congestionwindow andreducestheslow start

threshold.In thecaseof a packet loss,thesourcefollows theTCPalgorithmto reducethe

window andretransmitthelostpacket.

ECN deliverscongestionsignalsby settingthe congestionexperiencedbit, but deter-

mining whento set the bit dependson the congestiondetectionpolicy. In [65], ECN is

proposedfor usewith averagequeuelengthandRED.Their goal is to avoid sendingcon-

gestionsignalscausedby transienttraffic andto desynchronizesenderwindows [31, 11].

In this chapter, to allow analyticalmodeling,we assumea simplifiedcongestiondetection

criterion: whentheactualqueuelengthis smallerthanthethreshold,theincomingpacket

will not be marked; when the actual queuelengthexceedsthe threshold,the incoming

packetwill bemarked.
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Wealsomakethefollowingassumptions:(1) Receiverwindowsarelargeenoughsothe

bottleneckis in thenetwork. (2) Sendersalwayshave datato sendandwill sendasmany

packetsastheir windows allow. (3) Thereis only onebottlenecklink that causesqueue

buildup. (4) Receiversacknowledgeevery packet received andthereareno delayedac-

knowledgments.(5) Thereis noACK compression[78]. (6) Thequeuelengthis measured

in packetsandall packetshave thesamesize.

7.3 QueueDynamicswith TCP Window Control

In this section,we studythe relationshipbetweenthe window sizeat the sourceand

the queuesize at the congestedrouter. The purposeis to show the differencebetween

mark-tail and mark-front strategies. Our analysisis madeon one connection,but with

smallmodifications,it canalsoapply to multiple connectioncases.Simulationresultsof

multiple connectionsandconnectionswith differentroundtrip timeswill bepresentedin

section6.

In a pathwith oneconnection,theonly bottleneckis thefirst link with the lowestrate

in theentireroute.In caseof congestion,thequeuebuildsupsonly at therouterbeforethe

bottlenecklink. Thefollowing lemmais obvious.

Lemma 1 If the data rate of the bottleneck link is ¿ packetsper second,thenthe down-

streampacket inter-arrival timeandtheack inter-arrival timeon thereverselink cannot

beshorterthan ²%È�¿ seconds.If thebottleneck link is fully-loaded(i.e., no idling), thenthe

downstreampacket inter-arrival time and the ACK inter-arrival time on the reverse link

are ²fÈy¿ seconds.

Denotingthesourcewindow sizeat time É as ºËÊjÉ�Ì , wehave
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Theorem 1 Considera path with only oneconnectionand only onebottleneck link. Let

thefixedroundtrip timebe À seconds,thebottleneck link ratebe ¿ packetspersecond,and

thepropagationandtransmissiontimebetweenthesourceandbottleneck routerbe ÉjÍ . If

the bottleneck link hasbeenbusyfor at least À seconds,and a packet just arrived at the

congestedrouterat time É , thenthequeuelengthat thecongestedrouteris

Î ÊÏÉ�ÌtÐ�ºÑÊÏÉ
±ÒÉjÍYÌ
±6À�¿ (7.1)

ReceiverSender router
P

T

t

t

p

p

total number of packets and acks r time downstream from the router =  rd

r-t p

Figure7.1: Calculationof thequeuelength

Proof Considerthepacket thatjustarrivedat thecongestedrouterat time É . It wassent

by thesourceat time ÉÓ±?ÉjÍ . At thattime,thenumberof packetsonthepathandoutstanding

ACKs on thereverselink was ºÑÊjÉ<±:ÉjÍYÌ . By time É , ÉjÍ%¿ ACKs arereceivedby thesource.

All packetsbetweenthe sourceandthe routerhave enteredthe congestedrouteror have

beensentdownstream.As shown in Figure7.1, thepipelengthfrom thecongestedrouter

to thereceiver, andthenbackto thesourceis À�±:ÉjÍ . Thenumberof downstreampackets

andoutstandingACKsare ÊdÀ�±eÉjÍYÌ�¿ . Therestof the ºËÊjÉ�±RÉjÍYÌ unacknowledgedpacketsare

still in thecongestedrouter. Sothequeuelengthis
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Î ÊjÉ�ÌtÐ�ºÑÊÏÉ
±ÒÉjÍYÌ
±hÉjÍf¿�±WÊjÀ�±hÉjÍYÌ�¿¶Ð�ºÑÊÏÉ
±hÉjÍYÌ
±ÔÀ�¿ (7.2)

Thiscompletestheproof.

Notice that in this theorem,we did not usethenumberof packetsbetweenthesource

and the congestedrouter to estimatethe queuelength,becausethe packetsdownstream

from the congestedrouterandthe ACKs on the reverselink areequallyspaced,but the

samemaynotbetruefor packetsbetweenthesourceandthecongestedrouter.

Theanalysisin this theoremis basedon theassumptionsin section2. Theconclusion

appliesto bothslow startandcongestionavoidancephases.In orderfor equation(7.1) to

hold, theroutermusthavebeencongestedfor at leastÀ seconds.

7.4 Buffer SizeRequirementand Thr esholdSetting

WhenECNsignalsareusedfor congestioncontrol,thenetwork canachievezeropacket

loss. Whenacknowledgmentsarenot marked, the sourcegraduallyincreasethe window

size.Uponthereceiptof anECN-Echo,thesourcehalvesits congestionwindow to reduce

thecongestion.

In thissection,weanalyzethebuffersizerequirementfor bothmark-tailandmark-front

strategies.Theresultalsoincludesananalysisonhow to setthethreshold.

7.4.1 Mark-T ail Strategy

SupposeÕ wasthe packet that increasedthe queuelengthover the thresholdÖ , and

it wassentfrom the sourceat time »�× andarrived at the congestedrouterat time É�× . Its

acknowledgment,whichwasanECN-Echo,arrivedatthesourceattime »y½ andthewindow
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was reducedat the sametime. We alsoassumethat the last packet beforethe window

reductionwassentat time »yØ½ andarrivedat thecongestedrouterat time É�Ø½ .

In orderto useTheorem1, we needto considertwo casesseparately:when Ö is large

andwhen Ö is small,ascomparedto Ày¿ .

Case1 If Ö is reasonablylarge (about Ày¿ ) suchthat the buildup of a queueof size Ö
needsÀ time,theassumptionin Theorem1 is satisfied,wehave

ÖWÐ Î ÊjÉ�×zÌtÐ�ºËÊjÉ�×t±hÉjÍYÌ
±hÀy¿ÑÐ�ºËÊÙ»�×-Ì
±hÀy¿ (7.3)

so

ºËÊÙ»�×-ÌtÐWÖ6µ³Ày¿ (7.4)

Sincethe time elapsedbetween»�× and »�½ is oneRTT, if packet Õ werenot marked,

the congestionwindow would increaseto ·yºÑÊÚ»�×�Ì . Since Õ wasmarked, the congestion

window beforereceiving theECN-Echowas

ºËÊÙ» Ø½ ÌtÐ�·YºÑÊÙ»�×-Ì
±�²#Ð�·�ÊjÖhµ³Ày¿�Ì
±Û² (7.5)

Whenthelastpacketsentunderthiswindow reachedtherouterat time É�Ø½ , thequeuelength

was

Î ÊjÉ�Ø½ ÌtÐWºÑÊÙ»yØ½ Ì
±6À�¿¶Ð�·yºÑÊÚ»�×�Ì
±�²�±hÀy¿ËÐ�·YÖ6µ³Ày¿!±�² (7.6)

Uponthereceiptof ECN-Echo,thecongestionwindow washalved.Thesourcecannot

sendany morepacketsbeforehalf of thepacketsareacknowledged.So ·fÖhµhÀy¿Ü±A² is the

maximumqueuelength.

113



Case2 If Ö is small, Ày¿ is an overestimateof the numberof downstreampacketsand

ACKson thereverselink.

ºÑÊÙ»�×-Ì¥ÐWÖ:µ numberof downstreampacketsandACKs Ý�Ö:µ:À�¿ (7.7)

Therefore,

Î ÊÏÉ�Ø½ Ì¥Ð�ºÑÊÚ»�Ø½ Ì
±6À�¿¶ÐÞÊÙ·YºÑÊÙ»�×�Ì
±�²fÌ
±hÀy¿ZÝ�·�ÊÏÖ:µ³Ày¿'Ì�±�²�±6À�¿¶Ð�·YÖ6µ³Ày¿!±�² (7.8)

So, in bothcases,·YÖ�µ�Ày¿ß±�² is anupperboundof queuelengththatcanbereachedin

slow startphase.

Theorem 2 In a TCPconnectionwith ECNcongestioncontrol, if thefixedroundtrip time

is À seconds,thebottleneck link rateis ¿ packetspersecond,andthebottleneck routeruses

thresholdÖ for congestiondetection,thenthemaximumqueuelengththat canbereached

in slowstart phaseis lessthanor equalto ·YÖ6µ³Ày¿!±�² .
As shown by equation(7.6),when Ö is large, thebound ·YÖ�µ�Ày¿Ñ±�² canbereached

with equality. When Ö is small, ·YÖeµàÀy¿=±á² is justanupperbound.Sincethequeuelength

in congestionavoidancephaseis smaller, thisboundis actuallythebuffer sizerequirement.

7.4.2 Mark-Fr ont Strategy

SupposeÕ wasthe packet that increasedthe queuelengthover the thresholdÖ , and

it wassentfrom thesourceat time »�× andarrivedat thecongestedrouterat time É�× . The

routermarkedthepacket Õ�â thatstoodin thefront of thequeue.Theacknowledgmentof

Õ â , whichwasanECN-Echo,arrivedat thesourceat time »y½ andthewindow wasreduced

at thesametime. We alsosupposethelastpacketbeforethewindow reductionwassentat

time »�Ø½ andarrivedat thecongestedrouterat time É�Ø½ .

Considertwo casesseparately:when Ö is largeandwhen Ö is small.
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Case1 If Ö is reasonablylarge (about Ày¿ ) suchthat the buildup of a queueof size Ö
needsÀ time,theassumptionin Theorem1 is satisfied.Wehave

ÖWÐ Î ÊjÉ�×zÌtÐ�ºËÊjÉ�×t±hÉjÍYÌ
±hÀy¿ÑÐ�ºËÊÙ»�×-Ì
±hÀy¿ (7.9)

so

ºËÊÙ»�×-ÌtÐWÖ6µ³Ày¿ (7.10)

In slow startphase,the sourceincreasesthe congestionwindow by onefor every ac-

knowledgmentit receives.If theacknowledgmentof Õ wasreceivedat thesourcewithout

thecongestionindication,thecongestionwindow wouldbedoubledto

·YºÑÊÙ»�×-Ì¥Ð�·�ÊjÖhµ³Ày¿'Ìzã
However, whentheacknowledgmentof Õ â arrived, Öä±á² acknowledgmentscorresponding

to packetsprior to Õ werestill on theway. Sothewindow sizeat time »yØ½ was

ºËÊÙ» Ø½ ÌtÐ�·yºÑÊÚ»%×�Ì
±WÊjÖÛ±�²fÌ
±�²�ÐWÖ:µA·yÀy¿ (7.11)

Whenthelastpacketsentunderthiswindow reachedtherouterat time É Ø½ , thequeuelength

was

Î ÊÏÉ�Ø½ Ì¥Ð�ºÑÊÚ»yØ½ Ì
±6Ày¿ËÐWÖ6µÛ·yÀy¿�±6À�¿¶Ð�Ö:µ:À�¿ (7.12)

Uponthereceiptof ECN-Echo,congestionwindow is halved.Thesourcecannotsend

any morepacketsbeforehalf of thepacketsareacknowledged.So ÖÒµÔÀy¿ is themaximum

queuelength.
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Case2 If Ö is small, Ày¿ is an overestimateof the numberof downstreampacketsand

ACKson thereverselink.

ºÑÊÙ»�×�Ì�Ð�Ö:µ numberof downstreampacketsandACKs Ý�Öhµ³Ày¿ (7.13)

Therefore,

Î ÊjÉ�Ø½ Ì¥Ð�ºËÊÙ»yØ½ Ì
±6Ày¿ËÐåÊÙ·yºËÊÙ»�×-Ì
±hÖ�Ì�±6Ày¿ZÝ�·�ÊÏÖ:µ³Ày¿'Ì�±hÖ�±ÔÀ�¿¶Ð�Ö:µ:À�¿ (7.14)

So,in bothcases,Ö�µäÀy¿ is anupperboundof queuelengththatcanbereachedin theslow

startphase.

Theorem 3 In a TCPconnectionwith ECNcongestioncontrol, if thefixedroundtrip time

is À seconds,thebottleneck link rateis ¿ packetspersecond,andthebottleneck routeruses

thresholdÖ for congestiondetection,thenthemaximumqueuelengththat canbereached

in slowstart phaseis lessthanor equalto Ö:µ:À�¿ .
Again, when Ö is large, equation(7.12)shows the bound Ö�µ�Ày¿ is tight. Sincethe

queuelength in congestionavoidancephaseis smaller, this boundis actually the buffer

sizerequirement.

Theorem2 and3 estimatethe buffer sizerequirementfor zero-lossECN congestion

control.

7.4.3 Thr esholdSetting

In thecongestionavoidancephase,thecongestionwindow increasesroughlyby onein

every RTT. Assumingthemark-tailstrategy is used,usingthesametiming variablesasin

theprevioussubsections,wehave

ºÑÊÚ»�×-ÌtÐ Î ÊjÉ�×zÌ¼µ³Ày¿ËÐWÖ6µ:À�¿ (7.15)
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Thecongestionwindow increasesroughlyby onein anRTT,

ºËÊÙ»yØ½ Ì¥Ð�Ö6µ³Ày¿�µW² (7.16)

Whenthelastpacketsentbeforethewindow reductionarrivedat therouter, it saw aqueue

lengthof Ö:µ�² :
Î ÊjÉ Ø½ Ì¥Ð�ºËÊÙ» Ø½ Ì
±6Ày¿ËÐ�Ö:µW² (7.17)

Uponthereceiptof theECN-Echo,thewindow washalved:

ºÑÊÙ»y½�ÌtÐåÊjÖ:µ:À�¿#µ�²%Ì�ÈT· (7.18)

Thesourcemaynotbeableto sendpacketsimmediatelyafter »y½ . After somepacketswere

acknowledged,the halvedwindow allowednew packetsto be sent. The first packet sent

underthenew window saw aqueuelengthof

Î ÊÏÉ�½�Ì¥Ð�ºÑÊÚ»�½�Ì
±hÀ�¿¶ÐÞÊjÖ6µ³Ày¿�µW²fÌ�È�·Ü±ÔÀ�¿¶ÐÞÊjÖÛ±hÀ�¿�µ�²fÌ�ÈT· (7.19)

Thecongestionwindow wasfixed for anRTT andthenbeganto increase.So
Î ÊÏÉ�½�Ì was

theminimumqueuelengthin acycle.

In summary, in thecongestionavoidancephase,themaximumqueuelengthis Ö�µæ²
andtheminimumqueuelengthis ÊjÖÛ±hÀ�¿�µ�²fÌ�ÈT· .

In orderto avoid link idling, we shouldhave ÊjÖ�±6Ày¿#µ�²fÌ�È�·Ñç�è or equivalently, Ö«ç
Ày¿Ë±�² . On theotherhand,if éLêÙ¯ Î is alwayspositive, therouterkeepsanunnecessarily

large queueandall packetssuffer a long queueingdelay. Therefore,the bestchoiceof

thresholdshouldsatisfy

ÊÏÖ�±hÀy¿�µW²fÌ�ÈT·�Ð�è (7.20)

or

ÖWÐ�À�¿�±�² (7.21)
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If themark-frontstrategy is used,thesource’scongestionwindow increasesroughlyby

onein everyRTT, but congestionfeedbacktravelsfasterthanthedatapackets.Hence

Î ÊÚ»yØ½ Ì¥Ð�Ö:µ:À�¿#µAë (7.22)

whereë is between0 and1,anddependsonthelocationof thecongestedrouter. Therefore,

Î ÊjÉ�Ø½ ÌtÐWºÑÊÙ»yØ½ Ì
±ÔÀ�¿¶Ð�Ö:µ³ë (7.23)

ºÑÊÙ»y½�Ì¥ÐìÊjÖ:µ:À�¿#µAë�Ì�ÈT· (7.24)

Î ÊÏÉ�½�ÌtÐ�ºÑÊÚ»y½�Ì
±6À�¿¶ÐìÊÏÖ:µ³Ày¿�µ³ë�Ì�È�·Ü±ÔÀ�¿¶ÐÞÊjÖÛ±hÀ�¿�µAë�Ì�ÈT· (7.25)

For thereasonstatedabove,thebestchoiceof thresholdis Ö�Ð�À�¿�±äë . Comparedwith

Ày¿ , the differencebetweenÀy¿ß±Wë and Ày¿ß±�² canbe ignored. So we have the following

theorem:

Theorem 4 In a path with only oneconnection,the optimal thresholdthat achievesfull

link utilization while keepingthe queueingdelayminimal in congestionavoidancephase

is Ày¿¶±�² . If thethresholdis smallerthanthis value, the link will beunder-utilized. If the

thresholdis greaterthanthis value, thelink canbefully utilized,but packetswill suffer an

unnecessarilylargequeueingdelay.

Combiningtheresultsin Theorem2, 3 and4, we canseethat themark-frontstrategy

reducesthebuffer sizerequirementfrom about í�Ày¿ to ·yÀy¿ . It alsoreducesthecongestion

feedback’s delayby onefixedround-triptime.

7.5 Lock-out Phenomenonand Fairness

Oneof theweaknessesof mark-tailpolicy is its discriminationagainstnew flows. Con-

siderthe time whena new flow joins the network, but the buffer of the congestedrouter
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is occupiedby packetsof old flows. In themark-tailstrategy, thepacket that just arrived

will be marked, but the packetsalreadyin the buffer will be sentwithout beingmarked.

Theacknowledgmentsof thesentpacketswill increasethewindow sizeof theold flows.

Therefore,theold flows which alreadyhave a largeshareof theresourceswill grow even

larger. However, the new flow with small or no shareof the resourceshasto backoff,

sinceits window sizewill be reducedby the marked packets. This causesa “lock-out”

phenomenonin whicha singleconnectionor a few flows monopolizethebuffer spaceand

prevent otherconnectionsfrom gettingroom in the queue[24]. Lock-out leadsto gross

unfairnessamongconnectionsandis clearlyundesirable.

Contraryto themark-tailpolicy, themark-frontstrategy marksthepacketsin thebuffer

first. Connectionswith large buffer occupancy will have morepacketsmarked thancon-

nectionswith small buffer occupancy. Comparedwith the mark-tail strategy that let the

packetsin thebuffer escapethemarking,themark-frontstrategy helpsto preventthelock-

out phenomenon.Therefore,we canexpectthat the mark-frontstrategy to be fairer than

mark-tailstrategy.

TCP’sdiscriminationagainstconnectionswith largeRTT isalsowell known. Thecause

of this discriminationis similar to thediscriminationagainstnew connections.If connec-

tionswith smallRTT andlargeRTT startat thesametime,theconnectionswith smallRTT

will receive theiracknowledgmentfasterandthereforegrow faster. Whencongestionhap-

pens,connectionswith smallRTT will take morebuffer roomthanconnectionswith large

RTT. With mark-tailpolicy, packetsalreadyin thequeuewill not bemarked,only newly

arrived packetswill be marked. Therefore,connectionswith small RTT will grow even
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Figure7.2: Simulationmodel

larger, but connectionswith largeRTT will haveto backoff. Mark-frontalleviatesthisdis-

criminationby treatingall packetsin thebuffer equally. Packetsalreadyin thebuffer may

alsobemarked.Therefore,connectionswith largeRTT canhave largerbandwidthshares.

7.6 Simulation Results

In order to comparethe mark-front and mark-tail strategies, we performeda set of

simulationswith the ¯¼» simulator[53]. We modifiedthe RED algorithmin ¯¨» simulator

to deterministicallymark the packetswhenthe real queuelengthexceedsthe threshold.

Thebasicsimulationmodelis shown in Figure7.2.A numberof sources»y½z´-»�¾�´�ã�ã�ã�´-»�î are

connectedto therouter Ày½ by 10Mbpslinks, router Ày½ is connectedto À�¾ by a1.5Mbpslink,

anddestinations¿�½-´�¿U¾�´�ã�ã�ã�´�¿Uî areconnectedto À�¾ by 10 Mbpslinks. Thelink speedsare

chosensothatcongestionwill only happenat therouter Ày½ , wheremark-tailandmark-front

strategiesaretested.

With thebasicconfigurationshown in Figure7.2, thefixedroundtrip time, including

the propagationtime and the transmissiontime at the routers,is 59 ms. Changingthe

propagationdelaybetweenrouter Ày½ and À�¾ from 20 msto 40 msgivesanRTT of 99 ms.

Changingthepropagationdelaysbetweenthesourcesandrouter Ày½ givesusconfigurations
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of differentRTT. An FTPapplicationrunson eachsource.RenoTCPandECN areused

for congestioncontrol. Thedatapacket size,includingall headers,is 1000bytesandthe

acknowledgmentpacket sizeis 40bytes.

With thebasicconfiguration,

À�¿¶Ð�è�ãïèUð�ñ?òÔ²�ã^ðÑòh²%è�ó bits Ðô²T²%èTõU·'ã^ð bytes öì²T² packets

In our simulations,the routersareconfiguredto implementmark-tail or mark-front.

Theresultsfor bothstrategiesarecompared.

7.6.1 Simulation Scenarios

In order to show the differencebetweenmark-frontandmark-tail strategies,we de-

signedthe following simulationscenariosbasedon the basicsimulationmodeldescribed

in Figure7.2. If not specified,all connectionshave an RTT of 59 ms, startat the zeroth

secondandstopat the10thsecond.

1. Oneconnection.

2. Two connectionswith thesameRTT.

3. Two overlappingconnectionswith thesameRTT, but thefirst connectionstartsat the

zerothsecondandstopsat theninth second,thesecondconnectionstartsat thefirst

secondandstopsat the10thsecond.

4. Two connectionswith RTT equalto 59and157msrespectively.

5. Two connectionswith sameRTT, but thebuffer sizeat thecongestedrouteris limited

to 25packets.

6. Fiveconnectionswith thesameRTT.
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7. Fiveconnectionswith RRT of 59,67,137,157and257msrespectively.

8. Five connectionswith the sameRTT, but the buffer sizeat the congestedrouter is

limited to 25packets.

Scenarios1, 4, 6 and7 aremainly designedfor testingthe buffer size requirement.

Scenarios1, 3, 4, 6, 7, 8 arefor link efficiency, andscenarios2, 3, 4, 5, 6, 7 arefor fairness

amongconnections.

7.6.2 Metrics

We usethreemetricsto comparethe two strategies. Thefirst metric is thebuffer size

requirementfor zerolosscongestioncontrol. This is themaximumqueuesizethatcanbe

built up at the router in the slow startphasebeforethe congestionsignal takeseffect at

thecongestedrouter. If thebuffer sizeis greateror equalto this value,no packet losswill

happen.Thismetricis measuredasthemaximumqueuelengthin theentiresimulation.

The secondmetric, link efficiency, is calculatedfrom the numberof acknowledged

packets(not countingtheretransmissions)dividedby thepossiblenumberof packetsthat

canbe transmittedduring the simulation. Becauseof the slow start phaseandpossible

link idling after the window reduction,the link efficiency is alwayssmallerthan1. Link

efficiency shouldbemeasuredwith long simulationdurationto minimizetheeffect of the

initial transientstate. We tried differentdurationsfrom 5 secondsto 100 seconds.The

resultsfor 10 secondsshow theessentialfeaturesof thestrategy, without muchdifference

from theresultsfor 100seconds.Thesimulationresultspresentedin thischapterarebased

on10-secondsimulations.

The third metric, fairnessindex, is calculatedaccordingto the formula in [42]. If

é connectionssharethe bandwidth,and ÷�ø is the numberof acknowledgedpackets of
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connectionê , thenthefairnessindex is calculatedas:

ù0ú êÙÀY¯¨ûf»f»�Ð ÊÙü îøþýN½ ÷�øjÌ ¾é ü îøþýN½ ÷ ¾ø (7.26)

Becausethe fairnessindex is often closeto 1, in our graphs,we draw the ÿ�¯ ù0ú êÙÀY¯¨ûf»f»
index:

ÿc¯ ù0ú êÙÀY¯¨ûf»f»�Ð«²�± ùNú êÚÀy¯0ûf»f» (7.27)

Theperformanceof ECNdependsontheselectionof thethresholdvalue.In ourresults,

all threemetricsaredrawn for differentvaluesof threshold.

7.6.3 Buffer SizeRequirement

Figure7.3 shows the buffer sizerequirementfor mark-tail andmark-front. Themea-

suredmaximumqueuelengthsareshown with “ � ” and“ � ” respectively. Thecorrespond-

ing theoreticalestimatesfrom Theorem2 and3 areshown with dashedandsolid lines. In

Figure7.3(b)and(d), wheretheconnectionshavedifferentRTT, thetheoreticalestimateis

calculatedfrom thesmallestRTT.

From the simulation,we find that for connectionswith the sameRTT, the theoretical

estimateof buffer sizerequirementis accurate.WhenthresholdÖ is small,thebuffer size

requirementis anupperbound,when Ö ç�Ày¿ , theupperboundis tight. For connections

with differentRTT, theestimategivenby thelargestRTT is anupperbound,but is usually

anoverestimate.Theestimategivenby thesmallestRTT is acloserapproximation.

7.6.4 Link Efficiency

Figure7.4 shows the link efficiency for variousscenarios.In all cases,the efficiency

increaseswith thethreshold,until thethresholdis about À�¿ , wherethelink reachesalmost
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Figure7.3: Buffer sizerequirementin variousscenarios
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Figure7.4: Link efficiency in variousscenarios
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Figure7.5: Lock-outphenomenonandalleviationby themark-frontstrategy

full utilization.A smallthresholdresultsin low link utilizationbecauseit generatesconges-

tion signalsevenwhentherouteris not really congested.Unnecessarywindow reduction

actionstaken by the sourceleadto link idling. The link efficiency resultsin Figure7.4

verify thechoiceof thresholdstatedin Theorem4.

In the unlimited buffer cases(a), (b), (d), (e), the differencebetweenmark-tail and

mark-front is small. However, when the buffer size is limited as in cases(c) and (f),

mark-fronthasmuchbetterlink efficiency. This is becausewhencongestionoccurs,the

mark-frontstrategy providesa fastercongestionfeedbackthanmark-tail. Fasterconges-

tion feedbackpreventsthe sourcefrom sendingmorepacketsthat will be droppedat the

congestedrouter. Multiple dropscausesourcetimeoutandidling at the bottlenecklink,

and thus the low utilization. This explains the drop of link efficiency in Figure7.4 (c)

and(f) whenthethresholdexceedsabout10 packetsfor mark-tailandabout20packetsin

mark-front.
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7.6.5 Fairness

Scenarios2 –7 aredesignedto testthefairnessof thetwomarkingstrategies.Figure7.5

showslock-outphenomenonandalleviationby themark-frontstrategy. With themark-tail

strategy, old connectionsoccupy the buffer andlock-out new connections.Although the

two connectionsin scenario3 have thesametime span,thenumberof theacknowledged

packets in the first connectionis muchlarger thanthat of the secondconnection,Figure

7.5(a).In scenario4, theconnectionwith largeRTT (157ms)startsat thesametimeasthe

connectionwith smallRTT (59ms),but theconnectionwith smallRTT growsfaster, takes

over a large portionof thebuffer room,andlocksout theconnectionwith largeRTT. Of

all of thebandwidth,only 6.49%is allocatedto theconnectionwith largeRTT. Themark-

front strategy alleviatesthe discriminationagainstlargeRTT by markingpacketsalready

in thebuffer. Simulationresultsshow thatthemark-frontstrategy improvestheportionof

bandwidthallocatedto connectionwith largeRTT from 6.49%to 21.35%.

Figure7.6showstheunfairnessindex for themark-tailandthemark-frontstrategies.In

Figure7.6(a),thetwo connectionshavethesameconfiguration.Whichconnectionreceives

morepacketsthantheotheris notdeterministic,sotheunfairnessindex seemsrandom.But

in general,mark-fronthassmallerunfairnessindex thanmark-tail.

In Figure7.6(b), the two connectionsaredifferent: the first connectionstartssooner

andtakesthebuffer room. Althoughthe two connectionshave thesametime span,if the

mark-tail strategy is used,the secondconnectionis locked out by the first andtherefore

receivesfewer packets. Mark-front avoids this lock-out phenomenon.The resultsshow

thattheunfairnessindex of mark-frontis muchsmallerthanthatof mark-tail. In addition,

asthe thresholdincreases,theunfairnessindex of mark-tail increases,but themark-front

remainsroughlythesame,regardlessof thethreshold.
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Figure7.6: Unfairnessin variousscenarios
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Figure7.6(c)shows the differencebetweenconnectionswith differentRTT. With the

mark-tail strategy, the connectionswith small RTT grow fasterandthereforelocked out

the connectionswith large RTT. Sincethe mark-front strategy doesnot have the lock-

out problem,the discriminationagainstconnectionswith large RTT is alleviated. The

differenceof thetwo strategiesis obviouswhenthethresholdis large.

Figure7.6(e)shows theunfairnessindex whentherouterbuffer sizeis limited. In this

scenario,whenthebuffer is full, therouterdropsthe thepacket in thefront of thequeue.

Whenever a packet is sent,theroutercheckswhetherthecurrentqueuesizeis largerthan

thethreshold.If yes,thepacket is marked. Thefigureshows thatmark-frontis fairerthan

mark-tail.

Similar resultsfor fiveconnectionsareshown in Figure7.6(d)and7.6(f).

7.7 Apply to RED

The analyticalandsimulationresultsobtainedin previous sectionsarebasedon the

simplifiedcongestiondetectionmodelwhich marksa packet leaving a routerif theactual

queuesizeof therouterexceedsthethreshold.However, RED usesa differentcongestion

detectioncriterion. First, RED usesaveragequeuesizeinsteadof the actualqueuesize.

Second,apacket is notmarkeddeterministically, but with aprobabilitycalculatedfrom the

averagequeuesize.

In thissection,weapplythemark-frontstrategy to theREDalgorithmandcomparethe

resultswith themark-tailstrategy. Becauseof thedifficulty in analyzingREDmathemati-

cally, thecomparisonis carriedoutby simulationsonly.

TheREDalgorithmneedsfour parameters:queueweight º , minimumthresholdÉ���î�ø�� ,
maximumthresholdÉ���î
	�� andmaximummarkingprobability�î
	�� . Althoughdetermining
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thebestREDparametersis outof thescopeof thischapter, wehavetestedseveralhundred

of combinations.In almostall thesecombinations,mark-fronthasbetterperformancethan

mark-tailin termsof buffer sizerequirement,link efficiency andfairness.

Insteadof presentingindividual parametercombinationsfor all scenarios,we focus

on onescenarioandpresentthe resultsfor a rangeof parametervalues. The simulation

scenariois two overlappingconnectionsdescribedin section6.1,scenario3. Basedon the

recommendationsin [31], wevarythequeueweight º for four values:0.002,0.02,0.2and

1, vary É���î\ø�� from 1 to 70,fix É���î
	�� as ·YÉ���î�ø�� , andfix �î
	�� as0.1.

Figure7.7 shows the buffer sizerequirementfor both strategieswith differentqueue

weight. In all cases,themark-frontstrategy requiresa smallerbuffer sizethanthemark-

tail. Theresultsalsoshow thatqueueweight º is a major factoraffectingthebuffer size

requirement.Smallerqueueweightsrequirelargerbuffers. Whentheactualqueuesizeis

used(correspondingto º�Ðô² ), REDrequirestheminimumbuffer size.

Figure7.8showsthelink efficiency. For almostall valuesof threshold,mark-frontpro-

videsbetterlink efficiency thanmark-tail.Contraryto thecommonbelief, theactualqueue

size(Figure7.8(d)) is no worsethanthe averagequeuesize(Figure7.8(a))in achieving

higherlink efficiency.

The queuesize traceat the congestedroutershown in Figure7.9 providessomeex-

planationfor the smallerbuffer sizerequirementandhigherefficiency of the mark-front

strategy. The RED parametersfor this simulationare º Ð è�ãïèTèU·�´�É���î\ø��ÒÐ���è�´�É���î�	��äÐ
²��Uè�´��î
	��àÐ è�ã�² . Whencongestionhappens,mark-frontdeliversfastercongestionfeed-

backthanmark-tailso that thesourcescanstopsendingpacketsearlier. In Figure7.9(a),

with themark-tailsignal,thequeuesizestopsincreasingat 1.98second.With mark-front
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Figure7.7: Buffer sizerequirementfor differentqueueweight, �î
	���Ð�è�ã�²
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Figure7.8: Link efficiency for differentqueueweight, �î�	���Ð�è�ã�²
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Figure7.9: Changeof queuesizeat thecongestedrouter

signal,thequeuesizestopsincreasingat 1.64second.Therefore,themark-frontstrategy

needsasmallerbuffer.

On theotherhand,whencongestionis gone,mark-tail is slow in reportingthechange

of congestionstatus.Packetsleaving therouterstill carrythecongestioninformationsetat

thetimewhenthey enteredthequeue.Evenif thequeueis empty, thesepacketsstill tell the

sourcesthat therouteris congested.This out-datedcongestioninformationis responsible

for the link idling aroundthe6th secondandthe12thsecondin Figure7.9(a).As a com-

parison,in Figure7.9(b),thesamepacketscarrymoreup-to-datecongestioninformation

to tell thesourcesthattherouteris no longercongested,sothesourcessendmorepackets.

Thusthemark-frontsignalhelpsto avoid link idling andimprovetheefficiency.

Figure7.10showstheunfairnessindex. Bothmark-frontandmark-tailhavebig oscilla-

tionsin theunfairnessindex whenthethresholdchanges.Theseoscillationsarecausedby

therandomnessof thenumberof packetsof eachconnectiongettingmarkedin thebursty

TCPslow startphase.Changingthethresholdvaluecansignificantlychangethenumberof
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Figure7.10:Unfairnessfor differentqueueweight, �î�	��ÜÐ�è�ã�²

markedpacketsof eachconnection.In spiteof therandomness,in mostcasesmark-front

is fairerthanmark-tail.

7.8 Chapter Summary

In thischapterweanalyzethemark-frontstrategy usedin ECN.Insteadof markingthe

packetfrom thetail of thequeue,thisstrategymarksthepacket in thefront of thequeueand

thusdeliversfastercongestionsignalsto thesource.Comparedwith themark-tailpolicy,

mark-frontstrategy hasthreeadvantages.First, it reducesthe buffer sizerequirementat
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therouters.Second,it providesmoreup-to-datecongestioninformationto helpthesource

adjustits window in time to avoid packet lossesandlink idling, andthusimprovesthelink

efficiency. Third, it improvesthe fairnessamongold andnew connections,andhelpsto

alleviateTCP’s discriminationagainstconnectionswith largeroundtrip time.

With a simplified model,we analyzethe buffer sizerequirementfor both mark-front

andmark-tailstrategies.Link efficiency, fairnessandmorecomplicatedscenariosaretested

with simulations.Theresultsshow thatthemark-frontstrategyachievesbetterperformance

thanthecurrentmark-tailpolicy. We alsoapply themark-frontstrategy to theRED algo-

rithm. Simulationsshow that mark-frontstrategy usedwith RED hassimilar advantages

overmark-tail.

Basedon theanalysisandthesimulations,we concludethatmark-frontis aneasy-to-

implementimprovementthatprovidesabettercongestioncontrolandhelpsTCPto achieve

smallerbuffer sizerequirements,higherlink efficiency andbetterfairnessamongconnec-

tions.
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CHAPTER 8

IMPROVING RESOURCEUTILIZA TION IN ASYMMETRIC
WIRELESS LANS

In this chapter, we documentour designof a MAC protocol,calledOSU-MAC, sub-

ject to thephysicallayercharacteristicsandconstraintsof a narrow-bandwirelessmodem

testbedcurrentlybeingbuilt attheOhioStateUniversity. Thenarrow-bandwirelessmodem

testbedis expectedto supportbothreal-time(buslocationtracking)andnon-real-time(reg-

ular) dataapplications.A numberof techniquesareproposedto supportQoSimposedby

thereal-timeapplications,to dealwith theasymmetryon theforwardandreversechannels

andthehalf-duplex transmissionconstraintimposedby thephysicallayer, andto enhance

theerrorcontrolcapabilityof OSU-MAC. Wealsopresentsimulationresultsto demonstrate

thekey, functionalcharacteristicsof OSU-MAC.

8.1 Intr oduction

Wirelesscommunicationhasbecomeanimportanttechniquefor supportingemerging

PersonalCommunicationsService(PCS).In PCS,both traditionaltelephoneserviceand

othermoreadvanceddataapplications,e.g., audio/video,andperiodicupdateof sensor

information,areexpectedto besimultaneouslysupported.The latterapplications,in par-

ticular, requiredifferentlevelsof temporalquality of service(QoS).An effective medium
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accesscontrol(MAC) protocolmustbecarefullydesignedfor thispurpose.In thischapter,

wedocumentthedesignof aMAC protocol,calledOSU-MAC, thatsupportsbothreal-time

andnon-real-timeapplicationsonanOSUnarrow-bandwirelessmodemtestbed,subjectto

its physicallayercharacteristicsandconstraints.Thenarrow-bandwirelessmodemtestbed

is expectedto supportboth real-timeandnon-real-time(regular) dataapplications,cur-

rently with the real-timebus locationtrackingvia anon-boardglobal positioningsystem

(GPS)beingtherepresentative,real-timeapplicationanddataapplicationssuchase-mail,

ftp, andtelnet,beingtheotherrepresentatives.

Our first steptoward realizingthe above objective is to designandimplementan ef-

fective MAC protocol,OSU-MAC, thatcoordinatesthe transmissionactivities on the for-

ward andreversechannelsso asto supportQoSrequirementsimposedby both typesof

applications. In particular, we delegateto the basestationthe full responsibilityof re-

sourcearbitration,channelaccess,andregistrationin eachcell. As will beelaboratedon

in Section8.3.1,this base-station-basedschedulingapproachenablesprovisioningof de-

terministicQoSfor real-timeapplications,while maximizingthe systemutilization. To

take theerrorcharacteristicsof thephysicallayerinto consideration,we encodebothdata

packetsandcontrolfields in Reed-Solomoncode[10, 58]. We alsotake into accountthe

half-duplex transmissionconstraint(i.e., a mobilesubscribercannottransmitandreceive

at thesametime) imposedby thephysicallayer, andproposea two-control-fieldstructure

to fully utilize thelimited bandwidthavailableon thereversechannel.To make useof the

unusedbandwidthoriginally reservedfor real-timetraffic, we alsoproposea dynamicslot

adjustmentscheme.Finally, asa real-life MAC protocolcurrentlybeingimplementedon
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the OSUnarrow-bandwirelessmodemtestbed,we insert,wherever advisedby the wire-

lessmodemresearcher, preambles,postambles,andguardtimesbetweenpacket slotsor

notificationcyclesfor synchronization.

SeveralMAC protocolshavebeenproposedin wirelessnetworks,amongwhichPacket

ReservationMultiple Access(PRMA) [59], DynamicTDMA (D-TDMA) [74], Dynamic

ReservationMultiple Access(DRMA) [64], ResourceAuction Multiple Access(RAMA)

[3], Floor Acquisition Multiple Access(FAMA) [19], Remote-QueuingMultiple Access

(RQMA) [25], andMultimediaCableNetwork System(MCNS) [15] may have received

the most attention. They have beendesignedeither for voice/datatraffic (PRMA, D-

TDMA, DRMA, RAMA, andFAMA), for real-time/best-effort traffic onanabstractmodel

(RQMA), or for cablemodemusers(MCNS). In comparisonwith theabove researchef-

forts, OSU-MAC is thefirst implementationwork that (i) takesinto accountthephysical

layercharacteristicsandconstraintson a specificenvironmentin thedesignphase(rather

thanan abstractdesign),(ii) providesmechanismsfor providing deterministic,temporal

QoSfor real-timeapplications,and(iii) is fault tolerantwith both dataslotsandcontrol

fieldsprotectedby the(64,48)Reed-Solomoncode.

Therestof thechapteris organizedasfollows. In Section8.2,we introducethedesign

objectivesof, thetypesof applicationsto besupportedon,andthesystemmodelusedfor,

theOSUnarrow-bandwirelesstestbed.We alsooutline thephysicallayercharacteristics

andconstraintsof thewirelesstestbed.Thesecharacteristicsandconstraintsarethemajor

factorsin directingthedesignof theproposedMAC protocol. In Section8.3,we present

OSU-MAC. In Section2.6,we give a survey of existing MAC protocolsfor wirelesslocal

areanetworks.In Section8.4,weevaluateOSU-MAC in termsof throughput,packetdelay,
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capabilityof providing temporalQoS,collision probability, andregistrationlatency. We

concludethechapterwith Section8.5.

8.2 The OSUNarr ow-Band Wir elessTestbed

8.2.1 Applications supportedand designgoals

Applications supported: Two typesof applicationswill besupported:oneis real-time

buslocationtrackingvia anon-boardglobalpositioningsystem(GPS).In theGPSsystem,

shortGPSpacketsof sizeno morethan72 bits areperiodicallysentfrom eachbusbeing

tracked to report the locationof the unit. Timely delivery of thesepackets is important

in correctly tracking the bus location. The otherapplicationsto be supportedare those

supportedby TCP/IP, e.g.,e-mailmessageretrieval, FTPandTelnet.

Designobjectives: In thecurrentnarrow-bandwirelessmodemtestbed,eachbasestation

coversanareaabout10km in radiusandis expectedto support

¹ Up to 8 active GPSuserswith 1 minutecheckingdelayand4 secondaccessdelay

requirements,wherethecheckingdelayis thedelayincurredwhena non-active ter-

minalbecomesactive,andtheaccessdelayis thetimeinterval betweenthearrival of

apacketatanactiveGPSuserandits transmission.

The4 secondaccessdelayrequirementis determinedasfollows: sinceamobileunit

movesat a speedno fasterthan90 kilometersper hour andthe allowablelocation

erroris within 100meters,aGPSpacketmustbesentandreceivedevery ²%èTèUÈ�ÊÚñTèËò
²%è��-Ì hours,or 4 seconds. If a GPSpacket is corruptedafter being decoded,the

corruptedpacketwill not beretransmitted.
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¹ Up to 64 active non-real-timeusers.No accessdelayrequirementis imposed,but

datapacketsneedto bereliably transported.

By active users,we meanmobilesubscriberswhich have registeredwith thebasesta-

tion andareactively transmitting/receiving datapackets. Themaximumtime requiredto

registerwith thebasestationis alsoa designparameter. In thecurrentdesign,we require

that80%of theregistrationrequestscanbeapprovedin two notificationcycles,and99%

canbemadein 10cycles.

8.2.2 Systemmodel

Thegeographicalareacoveredby a wirelessnetwork is dividedinto overlappingcells.

Eachcell is associatedwith abasestationandcansupportanumberof mobilesubscribers.

The basestationsareconnectedto oneanotherto form a wired point-to-pointbackbone

network which handlesall theongoingactivities in thecell, andhastheoverall controlof

thesystemresources.Signalsfrom thebasestationarebroadcastto all mobilesubscribers.

Signalssentfrom mobilesubscribersare,however, only receivedby the basestationand

notheardby othermobilesubscribers.

Eachbasestationis allocateda numberof frequencies(termedaschannelsor links)

on which transmissiontakesplaces.At any time instant,only onestation/subscribercan

transmitonachannel;otherwise,collisionoccursandall theongoingtransmissionsonthat

channelfail. Thechannelusedby thebasestationto transportdatato mobilesubscribers

is calledthe forward channel,while that usedby mobile subscribersto transportdatato

thebasestationis calledthereversechannel.Signalsondifferentforward/reversechannels

areindependentof oneanother. In thecurrentOSUnarrow-bandwirelessmodemtestbed,

thereareoneforwardchannelandonereversechannelin eachcell.
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8.2.3 Physical characteristicsof forward/r eversechannels

Theactualsymbolrateon the forwardchannelis currently3200channelsymbolsper

second.With aquaternaryPSKmodulation(QPSK)transmittingtwo codedbits perchan-

nel symbol,theforwardchannelcanoperateup to 6.4kbps.Thereversechannelsupports

approximatelyhalf thetransmissionrateof theforwardchannelin orderto maintainamar-

gin of pathbalanceandallow timedivisionmultipleaccess.Theactualsymbolrateon the

reversechannelis currently2400symbolspersecond.With theuseof a PSKmodulation

transmittingtwo informationbitsperchannelsymbol,thereverselink canoperateata rate

of 4.8kbps.

Structure of pilot symbol frame: Transmissiononboththeforward/backwardchannels

is brokeninto cyclesof approximately4 secondsin length. (Thereasonfor choosingthis

cycle lengthwill be given later.) Eachnotificationcycle is further broken up into pilot

symbol(PS)frameswhich have a sizeof 150 channelsymbols. The structureof the PS

framesis shown in Fig. 8.1anddescribedbelow: Fifteenpilot symbolsareinsertedevery

10 symbolsstartingat thefirst symbolof thePSframe.In addition,7 additionalpilotsare

insertedat thebeginningof eachPSframefor atotalof 22pilot symbolsperPSframe.The

pilot symbolsareusedby themobileunit to estimatethefadingdistortionandtheresulting

frequency offset. EachPSframecontains128channelsymbolsfor thecodedinformation

bits,andhencethetransmissionefficiency of eachPSframeis ²%·��UÈ�²fðyè�Ð��Uð�ãïí�� .

P ---- 12 x ----P P PPPP P P D D D D D D PDDD D D DDD P D D D D DD D

Figure8.1: Pilot symbolframe,P=pilotsymbol,D=datasymbol
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Eachregular(non-real-time)datapacket is 64bytes(512bits) long,48bytes(384bits)

of which areinformationbits. Sincea PSframecontains128non-PSsymbols(256bits),

eachdatapacket is transmittedin two PSframes.

Err or correctionwith Reed-Solomoncode: For thepurposeof errorcorrection,packets

transportedon forward/reversechannelsareencodedin Reed-Solomoncode,RS(48,64),

overGF(256).Ourexperiencewith wirelesserrorsfrom field testsfor this RScodedesign

indicatesthattwo eventsoccurwith extremelyhighprobability:(i) asmallnumberof errors

occurandarecorrected;and(ii) a largenumberof errorsoccurandtheRSdecoderfails

to provide anoutput. Consequentlyit is extremelyrarethata packet is deliveredwith an

error. It is eitherdeliverederrorfreeor thedelivery fails (thelatter is considereda packet

lossby thebasestationandmobilesubscribersbecauseof lackof acknowledgments).

Insertion of preamblesand guard times for synchronization: On the forward chan-

nel, a preambleis insertedat the beginning of eachnotificationcycle to allow a mobile

subscriberto synchronizeto themastertiming of thebasestation.Thepreamblewill con-

tainauniquewordto synchronizetheforwardandreversechannelsonceeverynotification

cycle. On the reversechannel,eachnon-real-timedatapacket is proceededby a packet

preambleof 600symbols,followedby thepacketbodyandapacketpostambleof 51sym-

bols. Non-real-timepacketsarealsoseparatedfrom eachotherby a guardtime of 0.0075

second(18 symbols).On theotherhand,eachGPSdatapacket is proceededby a packet

preambleof 64 symbolsandseparatedfrom eachotherby a guardtime of 0.0075second

(18symbols).Table8.1summarizesthesetime parameters.
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Packet size: Ontheforwardchannel,sinceeachregulardatapacket is transmittedin two

PSframes,it takes íTèTèUÈyíU·�èTèäÐ è�ãïèTñ�� secondto transmita datapacket. On the reverse

channel,it takes íTèTèUÈ�·��UèTèRÐiè�ã�²%·Tð secondto transmita non-GPSdatapacket. Together

with the time to transmitthepreambleandpostamble( õUð�²fÈT·��UèTèLÐiè�ã^·���²f·Tð second)and

the guardtime ( ²��TÈT·��UèTèáÐ è�ãïèTè���ð second),eachdataslot for transmissionof non-GPS

packetsis setto 0.40375second.On theotherhand,it takes ²f·��TÈT·��UèTè?Ðôè�ãïèUð�íTíTí second

to transmita GPSpacket. Togetherwith the time to transmitthe preamble( õ��ÓÈT·��Uè�èÔÐ
è�ãïèU·�õTõ�� second)andtheguardtime ( ²��UÈT·��TèTèXÐÞè�ã®èTè��Tð second),eachdataslot for trans-

missionof GPSpacketsis setto 0.0875second.Table8.1 lists theparametersthatcharac-

terizethephysicallayercharacteristicandpertainto theMAC protocoldesign.

8.2.4 Constraints imposedby physical layer characteristics:

Half duplex transmissionconstraint: In thecurrentnarrow-bandwirelesstestbed,the

basestationhasa transmitteranda receiver, andcanlistenandtransmitat thesametime.

However, becauseof thepowerandtransmitter/receiverconstraints,mobilesubscriberscan

only transmitor receivebut cannotdobothat thesametime. Moreover, a20msguardtime

hasto be insertedbetweenswitch-over from the transmitfunction to the receive function

andvice versa.This implies that (i) a mobilesubscribercannottransmit20 msbeforeor

afterits receiving period,and(ii) slotsthatcarrypacketsdestinedto amobilesubscriber 
ontheforwardchannelmustbeapartfrom thosescheduledto transport ’spacketsonthe

reversechannelby at least20ms.This is termedasthehalf duplex transmissionconstraint.

Severalimportantdesigndecisionsof theproposedMAC protocolhavebeendrivenby this

physicallayerconstraint.
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Asymmetry betweenthe forward/r eversechannels: Anotherphysicallayercharacter-

istic that drives the designdecisionis the asymmetrybetweenthe forward and reverse

channels.First, thebasestationcantransmitwith strongerpower thanmobilesubscribers,

andhencetheforwardchannelis usuallymorereliablethanthereversechannel.As aresult,

datapacketstransmittedon thereversechannelhave to beproceededby packet preambles

andseparatedwith guardtime. Second,becauseof thephysicallayercharacteristics(e.g.,

differencein thesymboltransmissionrateandthemodulationschemes,andthenecessity

of packet preamble/postamble/guardtime on thereversechannel),thereversechannelhas

comparatively muchlessbandwidththantheforwardchannel.Third, asaresultof thehalf

duplex transmissionconstraint,mobilesubscriberscannotbescheduledto transmitandre-

ceiveat thesametime,andproperguardtimeshaveto beinsertedbetweentheswitch-over

of transmitandreceivefunctions.Finally, withoutacentralizedcontrolfacility, mobilesub-

scribersmaycompetefor channelaccessonthereversechannel,sometimesonacontention

basis,andhencetheaccessdelayon thereversechannelis longerandmorevariable.

8.3 ProposedMAC Protocol– OSU-MAC

8.3.1 Basestation-centric resourcearbitration

A major featureof our proposedMAC protocolis thatwe delegateto thebasestation

thefull responsibilityof resourcearbitration,channelaccess,andregistrationin eachcell.

Thereasonsfor thisdesignaretwo-fold: first, becausethebasestationin acell usuallyhas

theoverallcontroloverall thesystemresources,it is reasonableto delegatethebasestation

to arbitratetheassignmentof dataslotsonboththeforwardandreversechannels.Second,

becauseof the asymmetrybetweenthe forward andreserve channels,the MAC protocol

shouldbe so designedas to includeas little control overheadon the reversechannelas
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possible.That is, thecontrol informationsentfrom mobilesubscribersto thebasestation

shouldbekeptminimal. This leadsto a basestation-centricmechanism.Theonly control

informationsentuplink is theregistrationandslot reservationrequests.

Specifically, thebasestationtransportsdatapacketsaswell aschannelaccessinforma-

tion on the forwardchannelto mobilesubscribers.Channelaccessinformationincludes,

amongotherthings,

¹ the slot accessscheduleon the forward channelandon the reversechannelfor the

currentnotificationcycle. In particular, theslotaccessscheduleon thereversechan-

nel is determinedby thereservationrequestsreceivedon the reversechannelin the

previousnotificationcycle.

¹ acknowledgmentfor packetsreceivedby thebasestationon thereversechannel.

¹ informationusedto pageinactivemobilesubscribers.

Control fields: Eachmobilesubscriberhasa permanent,universallyuniqueequipment

identificationnumber(EIN) of 16 bits. In addition,a mobilesubscriberis assigneda user

ID of 6 bitswhenit registerswith thebasestation.This6-bit userID is uniqueonly within

thecell, andwill beusedsolelyby thebasestationto specify/identifyamobilesubscriber.

A setof explicit controlfieldson theforwardchannelis usedfor thebasestationto convey

the above channelaccessinformationto mobile subscribers.Thereis no explicit control

field on the reversechannel. All the control informationsentuplink is eithercarriedin

the headerof datapacketsor includedin regulardatapackets(i.e., the in-bandsignaling

approachis used).Thecontrolfieldsconsistof thefollowing information(Fig. 8.2):

¹ GPS schedule: givestheuserIDs of (up to) 8 GPSuserswhich arescheduledto

usethe8 GPSslotson thereversechannel.Thisfield is �?ò õ!Ð!��� bits.
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schedule
Reverse
schedule

GPS

198 bits (for 9 reverse data slots)

Forward schedule Reverse ACKs Paging

48 bits 54 bits 222 bits (for 37 forward data slots) 108 bits

Forwardchannel

GPS schedule (bits) 48
Reverse schedule (bits) 54
Forward schedule (bits) 222
Reverse ACKs (bits) 198
Paging (bits) 108
Total sizeof controlfields(bits) 630
RequiredRS codewords for one set of control
fields

2

RequiredPSframesfor onesetof controlfields 4
Requiredtime for one setof control fields (sec-
onds)

0.1875

Figure8.2: Thecontrolfieldson theforwardchannel

¹ Reverse schedule: is usedby the basestationto announcethe slot schedulein

responseto thereservationrequestsreceivedon thereversechannel,eitherexplicitly

or implicitly5, in thepreviousnotificationcycle. It givestheuserIDs of (up to)  
datausersscheduledto usethe dataslots on the reversechannel. In our current

design6  Ð�ñ , andhencethisfield is ñ?ò õ!Ð�ð�� bits.

¹ Forward schedule: is usedto inform mobilesubscribersto which subscriberdata

slots on the forward channelwill be transmitted. It gives the userIDs of mobile

subscriberswhichshouldreceivedataonthe " dataslotson theforwardchannel.In

ourcurrentdesign7 " Ð�í�� , andhencethisfield is í��Ñò õ!Ð�·T·T· bits.

5To bediscussedbelow.

6Thereasonwhy #%$'& will begivenin Section8.3.3.

7Thereasonwhy ()$'*�+ will begivenbelow.
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¹ Reverse ACKs: are usedto acknowledgereceiptof datapackets on the reverse

channelin the previous notificationcycle or to notify a mobile subscriber(whose

registrationrequestis approved)of its (EIN, userID) pair. Thisfield is ñ òßÊ�²%õ0µ õUÌ<Ð
²%ñ�� bits.

¹ Paging: is usedto pageandlocateinactive mobilesubscribers.To supportpaging

of up to 18users,thisfield contains²��Ñò õ!Ðå²%è�� bits.

Thetotal lengthof thesecontrolfieldsis 630bits,whichrequires2 RScodewordsto carry.

Note thatout of the768 informationalbits availablein the 2 RS codewords,138 bits are

reserved for future use. All mobile subscribershave to listen to the control fields on the

forwardchannelin orderto find out their scheduledaccesstime to thechannels.

Slot reservation and scheduling: For real-time,GPSapplicationstransportedin uplink,

weusereservation-basedschedulingto ensuretheQoSrequired.Whenamobilesubscriber

usingGPSapplicationsregisterswith thebasestation,it will beassignedGPSslotsproperly

spacedon thereversechanneluntil themobilesubscribersignsoff. TheGPSslotswill be

soassignedthatat leastoneGPSslot in any time interval of 4 secondsis assignedto the

GPSsubscriber.

To allow mobilesubscriberswith regular, non-real-timedatato gainaccessto the re-

versechannel,oneor moredataslotson thereversechannelaredesignatedascontention

slotsin eachnotificationcycle,whereacontentionslot is simplyadataslotnotassignedto

any mobilesubscriberson thereversechannel.Therearethreepossiblemeansto reserve

dataslotson thereversechannel:

1. A mobilesubscribermayexplicitly senda reservationrequestpacket,specifyingthe

numberof dataslotsdesired,ononeof thecontentionslots.
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2. Whenamobilesubscribertransmitsits datapacketsin thedataslotsassignedto it in

a notificationcycle, it mayseta reservationfield in theheaderof thedatapacket to

implicitly indicatethatit wouldliketo requestmoredataslotsin thenext notification

cycle.

3. A mobile subscribermay sendits datapacket in one of the contentionslots and

competewith theothermobilesubscriberswith dataor reservationpacketsonacon-

tentionbasis.If multiplemobilesubscribersattemptto transmittheirdata/reservation

packetsin thesameslot,collisionoccurs.(Thebasestationhasto explicitly acknowl-

edgeontheforwardchannelreceiptof datapacketsonthereversechannelasaresult

of thesepotentialcollisionsin contentionslots.)

Whencollisionoccurs,mobilesubscribersbackoff with arandomperiodof timebefore

their subsequentattempts.(To increasethe probability of successfulreservation, mobile

subscribersthat transmitdatapackets without reservation are requiredto back off with

a longer time period.) Also, if collisionsoccurmultiple times in a notificationcycle or

acrossmultiple notification cycles, the basestationmay designateadditionaldataslots

ascontentionslots(i.e., leave themunassigned)in the next cycle. On the otherhand,if

multiple contentionslotshave beenleft unusedin thecurrentcycle, thebasestationmay

decreasethenumberof contentionslotsin thenext cycle.

Thebasestationnotifiesa mobilesubscriberthatmakesa reservationrequestor trans-

mits its datain a contentionslot of whetheror not the request/datahasbeenreceivedby

indicatingin the ê th reverseACKs field the userID of the subscriberwhoserequest/data

hasbeenreceived. Notethat the fact thata reservationrequestis receiveddoesnot imply

therequestwill behonored.A mobilesubscriberhasto look into thereserveschedulefield

to find out whetheror not it is assigneddataslots.
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After thebasestation“collects” all therequestsin thecurrentnotificationcycle, it uses

a specificschedulingalgorithm(in our currentdesign,the roundrobin algorithm)to de-

terminethe slot scheduleon the reversechannel,subjectto the half-duplex transmission

constraints.Theresultingslot scheduleis thenannouncedin thereverseschedulecontrol

field in thenext notificationcycle. Mobile subscriberswill thentransmittheirdataaccord-

ingly.

8.3.2 Registration of mobile subscribers

A mobilesubscriberregistersitself with thebasestationthroughtheuseof contention

slots.A mobilesubscriberthatnewly entersthecell first listensto theforwardchannelto

synchronizeitself on thereversechannelandto find out thepositionsof contentionslots.

Then it transmitsits registrationrequestin oneof the contentionslots. The registration

requestpacket maycompetewith otherregistration/reservation/datapackets. If a collision

results,themobilesubscriberwith theregistrationrequestpersistsin thenext notification

cycle until it succeedsin onenotificationcycle or fails after a pre-determinednumberof

attempts.Note that we give the priority of usingcontentionslots to mobile subscribers

attemptingto register themselveswith the basestationasothermobile subscriberswith

reservation/datapacketswill backoff in thecaseof collision.

If a registrationrequestmadein the ê th contentionslot is successfullyreceivedby the

basestation, it will be passedto the registrationhandlingmodulefor approval. If the

registrationrequestis approved, the basestationwill notify the requestingsubscriberby

returningthe(EIN, userID) pair in the ê th reverseACKsfield.
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Figure8.3: Two formatsof thenotificationcycleon thereversechannel

8.3.3 Structure of notification cycleon the reversechannel

Thestructureof thenotificationcycle on thereversechannelis shown in Fig. 8.3. De-

pendingon the numberof active GPSsubscribers,the systemcanchooseoneof the two

possibleformats.If therearemorethanthreeactive GPSsubscribers,thesystemusesthe

first format. In this format,8 GPSslotsarescheduledfirst, followedby 8 dataslots. The

secondformat is usedwhenthenumberof active GPSsubscribersis lessthanor equalto

3. In this case,five unusedGPSslotsarecombinedto form a dataslot (to beusedby data

users).Thenotificationcyclebeginswith 3 GPSslots,followedby 9 dataslotsandaguard

timeof 0.03375second.

Sincethe basestationknows how many active GPSsubscribersarein the system,it

is thebasestation’s responsibilityto chooseandannouncewhich format to use. Thean-

nouncementis madeimplicitly throughthenumberof GPSsubscribersin thecontrolfields.

If thenumberis greaterthan3, thenthebasestationandall mobilesubscriberswill usefor-

mat1, otherwise,they useformat2. By usinga format,we meanthemobilesubscribers

will synchronizethemselvesto thebeginningof eachnotificationcycle andaccessthere-

versechannelaccordingto thetimegivenin Table8.2.
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Dynamic GPSslot adjustment on the reversechannel: As mentionedin Section8.2.1,

GPSunits report the bus locationonceevery 4 seconds.A naive approachto fulfill this

real-timerequirementis to staticallyallocatethesameGPSslot in eachnotificationcycle

to a registeredGPSuser. This approach,althoughsimple,mayresultin bandwidthwaste.

This is becauseasGPSusersregisterand later sign-off, someof the GPSslotsmay be

allocatedandthenreleased,creatingholesbetweenallocatedGPSslots. For example,if

GPSusers1 to 8 registeredandassignedGPSslotsin order. Later, users2, 3, 5, 6 and7

left thesystem,creatingtwo holesslots2–3andslots57. Theseholescannotbeusedby

datausers,evenif thenumberof GPSusersis lessthan3.

A moresophisticatedapproachis to dynamicallyadjustGPSslots to consolidateal-

locatedGPSslotsandthencombineunusedGPSslots into dataslots. If therearemore

than threeGPSusers,the systemusesformat 1. WhenGPSusersleave, GPSslotsare

re-assignedto existing GPSusersandunusedGPSslotsconvertedinto a dataslot,subject

to thereal-timerequirementsof existingGPSusers. If moreGPSusersregisterlater, this

dataslotcanbesplit into fiveGPSslotsagain.Thereal-timerequirementsof existingGPS

usersareensuredthroughthefollowing rulesof slot re-assignment:

(R1) TheGPSslotsin acycleareallocatedin order.

(R2) WhenaGPSuseris admittedinto thesystem,it is allocatedthefirst unusedGPSslot.

(R3) WhenaGPSuserassignedGPSslot ê leavesthesystem,theGPSuserthatusesGPS

slot ,.-�ê (if any) is re-assignedslot ê .
Notethatwith (R3), whenaGPSuseris re-assignedaslot, it is ensuredto haveanslot

accessinterval thatis lessthan4 secondsin thecurrentnotificationcycleandhencethereal-

time requirementis fulfilled. Also, with theserules,allocatedGPSslotsareconsolidated
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at thebeginningof eachnotificationcycle, andunusedGPSslotscanbeconvertedinto a

dataslot.

The number of regular data slotson the reversechannel: Giventhat(1) eachnotifica-

tion cycleis approximately4 secondslong,(2) thereareatmost8 GPSslots,eachof length

0.0875second,and(3) eachnon-real-timedataslot is 0.40375secondin length(Table8.1),

thetotalnumberof regulardataslotsis

Ê/��±6è�ãïè�����ð?ò0�UÌ�È�è�ã1�Uè�í��TðÜö2� (8.1)

Guard time: Theexactcyclelengthonthereversechannelundertheaboveconfiguration

is 3.93seconds.As will bediscussedin Section8.3.4,thenotificationcycle lengthon the

forwardchannelis 3.9844seconds.To make thenotificationcycleson bothchannelsthe

same,weadda guardtimeof 0.0544secondon thereversechannel.

8.3.4 Structure of notification cycleon the forward channel

Thenotificationcycle on theforwardchannelbeginswith a preambleof 300symbols.

Thepreambleis thenfollowedby controlfieldsanddataslots.

Twocontrol fieldsto dealwith thehalf-duplex transmissionconstraint: Asmentioned

above, thebasestationusesthecontrolfieldson theforwardchannelto announcechannel

accessscheduleson bothchannels,to acknowledgepacketsreceivedon thereversechan-

nel, and to pageinactive mobile subscribers.All mobile subscribersmust listen to the

controlfields to obtaintheabove information. However, dueto thehalf-duplex transmis-

sionconstraintimposedby thephysicallayer, mobilesubscribersscheduledto transmiton

thereversechannelat thesametime of thecontrolfieldsbeingtransmittedon theforward
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channelwill notbeableto listento thecontrolfields.Onestraightforwardsolutionis notto

scheduleany mobilesubscriberfor transmissionon thereversechannelduringtheperiod

whenthecontrolfieldsarebeingtransmittedontheforwardchannel.Wedid notadoptthis

solution,becauseit resultsin awasteof bandwidthon thereversechannel.

As an alternative to dealwith the half-duplex transmissionconstraint,we insert two

setsof control fields,with the secondoneexclusively usedby mobilesubscriberssched-

uled to transmitduring the time interval whenthe first control fields aretransmitted.In

otherwords,thebandwidthutilizationonthereversechannelis improvedat theexpenseof

introducingasecondsetof controlfieldson theforwardchannel(whichhascomparatively

moreabundantbandwidth).

Next Cycle

8654 7τ

Preamble
Control
Fields Preamble

Data Slot 1 Data Slot 2

Forward Link

Reverse Link

8 GPS slots

Control
Fields

Data Slot 37

21 3 Data
Slot 1

Data 
Slot 2

Data 
Slot 8

2nd Control Fields

Figure8.4: Thestructureof notificationcycleson theforwardandreversechannels

Therearethreeissuesthatmustberesolvedbeforewecanfully realizethetwo control

field design:
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The location of the secondsetof control fields: Oneintuitive approachis to evenly di-

vide dataslots into two groupsandarrangethe preamble,control fields, anddata

slotsin eachnotificationcycleasfollows:

PreambleControl Half of the data slots
fields

Half of the data slots PreambleControl
fields

Theproblemwith theabove arrangementis that thebasestationcannotusethefirst

half of dataslotson theforwardchannelto senddatato themobilesubscribersthat

listen to the secondsetof control fields. This is becausethesesubscriberswill not

know theirscheduleuntil they listento thesecondsetof controlfields.Similarly, the

reversedataslotsthatareahead(in time)of thesecondsetof controlfieldscannotbe

assignedto thesemobilesubscriberseither. To dealwith this problem,we propose

to placethe secondsetof control fields ascloseto the beginning of eachnotifica-

tion cycle aspossible.As shown in Fig. 8.4, the notificationcycle is structuredas

thepreamble(of size300symbols)followedby thefirst setof control fields (2 RS

codewords),onedataslot (1 RScodeword),anotherpreamble(of size150symbols),

thesecondsetof controlfields(2 RScodewords),andtherestof dataslots.With this

configuration,in theworstcase(whichoccurswhenthebasestationonly haspackets

destinedfor thedatauserwhich is scheduledto transmitin thedataslot), only one

datasloton theforwardchannelcannotbeused.

The reasonfor not concatenatingthe two setsof control fields back to back is to

ensurethatthedatauserscheduledto transmitin thelastreversedataslot completes

its uplink transmissionandhassufficient time to switch from the transmitfunction

to thereceive function.
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The setof control fieldsa mobile subscribershould listen to: All mobilehostsneedto

listento thecontrolfieldsin orderto synchronizewith thebasestationandto receive

the channelaccessschedule. With the two control field design,someuserswill

transmitat thesametimeasthecontrolfields.How dothey know whichcontrolfield

they shouldlistento? In orderto solvethisproblem,weshift thecycleonthereverse

channel3 secondslaterthanthaton theforwardchannel(Fig. 8.4),where

3XÐ�è�ã®èTñ�í��Tð�Ê preambleÌ¼µAè�ã�²����Tð�Ê controlfieldsÌ¼µAè�ãïèU·�Ð�è�ãïíTè�²%·Tð seconds(8.2)

The extra 0.02secondsmakes it possiblefor the GPSusersto transmitright after

they learntheirscheduleson theforwardchannel.

After the shift, the only slot on the reversechannelthat overlapsthe first control

fieldsin thenext notificationcycle is thelastdataslot. Theuserwhich is scheduled

to transmitin this slot shouldlistento thesecondsetof controlfields. All theother

usersshouldlistento thefirst setof controlfields. In summary, mobilesubscribers

usethefollowing rulesto decidewhich setof controlfieldsthey shouldlistento: (i)

Whena mobilesubscriberfirst entersthesystem,it listensto thefirst controlfields;

and(ii) If a mobilesubscriberis assignedto transmitin the last reversedataslot, it

listensto thesecondsetof controlfields;otherwise,it listensto thefirst setof control

fields.

Notethatthebasestationmustnot assignthefirst slot on theforwardchannelto the

userwhich listensto thesecondsetof controlfields.

Differencebetweenthe first and secondsetsof control fields? The only differencebe-

tweenthe two setsof control fields is that the secondset of control fields hasto
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acknowledgetheactivity thatoccursonthereversechannelwhenthefirst setof con-

trol fieldsis transmitted.Specifically,

¹ If the lastdataslot on the reversechannelwasusedto senda datapacket, the

secondsetof control fields acknowledgesits reception(in the reverseACKs

field).

¹ If thelastdatasloton thereversechannelwasusedby anew mobilesubscriber

for registration,the secondsetof control fields announceswhetheror not the

reservationsucceeds.

Also, thebasestationcanscheduleforwarddataslotsthatwereannouncedidle in the

first setof controlfieldsto theuserassignedthelastdatasloton thereversechannel,

basedon whetheror not the userrequestsmoredataslots in the packet headerof

its packet (transmittedin the last slot). However, thebasestationcannotmake any

changein thereverseschedule.

The number of data slotsper cycleon the forward channel: Thenumberof dataslots

thatcanbe transmittedpernotificationcycle is contingent,amongotherthings,uponthe

sizesof dataslotsandnotificationcycle. Sinceeachdatapacketis2 RScodewordslong,we

decidethateachdataslot is of size2 RScodewords(300symbolswith bothpilot symbols

andReed-Solomonerrorcheckbitsconsidered)aswell. Giventhat(1) theforwardchannel

cantransmit12800symbolsin a4-secondperiod,(2) thetwo preamblestotal450symbols,

(3) the two setsof control fields are600 symbols(2 RS codewords)each,and(4) each

dataslot is of size300symbols(Table8.1andFig. 8.2),thenumberof dataslotsavailable

is thus ÊÚíT·�èTèRò4�X±)�Óð�èÑ±�õTèTèRò³·TÌ�È�í�èTèÔö í�� . This implies that the exact lengthof a

notificationcycle is 3.9844seconds.
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8.3.5 Schedulingconstraintsand algorithm

As mentionedin Section8.3.1,we delegateto the basestationthe full responsibility

of (i) generatingslot scheduleson boththeforwardandreversechannelsand(ii) handling

registrationrequestsin eachcell. After introducingthenotificationcycle structureonboth

the forward and reversechannels,we are now in a position to delve into the detailsof

how dataslots are scheduledon both channels. Sincethe reversechannelhasa more

limited bandwidththantheforwardchannel,thebasestationschedulesslotsonthereverse

channelandthenassignsslotson theforwardchannel,thelattersubjectto thehalf-duplex-

transmissionandtwo-control-fieldsconstraints.

Generation of slot schedulesfor data/GPS applications: Mobile subscribersmake

their reservation requestsfor the reversechannelthroughexplicit/implicit reservation or

contention. The slot schedulefor regular dataslotson the reversechannelis thengen-

eratedusingthe roundrobin schedulingalgorithm. After the scheduleis determinedby

theschedulingalgorithm,thescheduleis thenre-adjustedto lump slotsallocatedto a mo-

bile subscribertogethersothat thesubscriberdoesnot have to repeatedlyswitchbetween

transmittingandsendingin acycle.

After thereverseslotsarescheduled,thedataslotsontheforwardchannelareallocated

in asimilarway, but subjectto thefollowing constraints:(i) a mobilesubscribercannotbe

scheduledto transmiton thereversechannelandto receive on theforwardchannelat the

sametime; (ii) a mobilesubscribercannotbescheduledto transmiton thereversechannel

20 msbeforeor after it is scheduledto receive on the forwardchannel;and(iii) a mobile

subscribercannotbescheduledto receive on the forwardchannel20 msbeforeor after it

is scheduledto transmiton thereversechannel.
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Registration and reservation: In order to allow new usersto register and registered

usersto sendreservationrequests,thefirst few dataslotsin a notificationcycle arealways

left unassignedand usedas contentionslots. Userscanusecontentionslots to register

themselveswith thebasestationor makeslot reservation.

In orderto reducetheregistrationlatency (definedasthetimeinterval betweenthetime

whena registrationis first madeandthetime it is finally receivedby thebasestation),the

basestationmonitorsthecollisionratein thecontentionslots.If therateexceedssomepre-

determinedthreshold,thebasestationdynamicallyallocatesafew morecontentionslotsin

thesubsequentnotificationcycles,andviceversa.

8.4 PerformanceEvaluation

We have implementedOSU-MAC in aJava-basedsimulationenvironment,called

JavaSim[72], andconducteda simulationstudyto validatethe proposeddesign. We do

not includea simulationcomparisonto the otherexisting protocols(summarizedin Sec-

tion 2.6)becauseall theprotocolshave beendesignedwith differentobjectivesunderdif-

ferentenvironments:OSU-MAC hasbeendesignedfor bothbustrackingapplicationsand

regulardataapplicationson a specifictestbed,while otherprotocolsweredesignedeither

for voice/datausers(PRMA,D-TDMA, RAMA, DRMA, FAMA), for real-time/best-effort

traffic on anabstractmodel(RQMA), or for cablemodemusers(MCNS). A comparison

amongthemwouldnotbefair.

Thesimulationscenariois asfollows: thereareup to 8 buseswithin thecell covered

by a basestation. Eachbus carriesa GPSunit that transmitsGPSpacketsperiodically

to reportits location. Also, mobilesubscribersin thecell maysend/receive shorte-mails

on thereverse/forwardchannel.For thepurposeof evaluatingtheMAC performance,we
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assumethe e-mail messagesaregeneratedat a mobile subscriberaccordingto a Poisson

processwith meaninter-arrival time Ö . Two typesof packetsareusedin the simulation:

packetsof fixed length 5�Ð ²f·yè bytesandvariable-lengthpacketswhoselengthis drawn

from a uniform distribution between40 and500 bytes. Whenthe numberof GPSusers

is lessthanor equalto (greaterthan)3, eachnotificationcycle on thereversechannelhas

¿hÐ ñ ( ¿hÐ6� ) dataslots,amongwhich the first is a contentionslot for registrationand

reservation.

Giventhatthereare é mobiledatasubscribersin thecell, theload index 7 of thereverse

channelis definedas

7�Ð î98 �;: <>=@?>?A òB5�Uè?ò�¿ (8.3)

where î98 �;: <>=@?>?A is theaveragetotal numberof messagesgeneratedin a notificationcycle,

î98 �;: <>=@?>?A òB5 is thetotalnumberof bytesgenerated,and �TèÑò ¿ is thetotalnumberof data

bytesthatcanbetransportedin the ¿ dataslotson thereversechannel.

Thesimulationsaredesignedto evaluatethesystemperformanceunderlight, medium

andheavy loads,with thevalueof 7 varyingfrom 0.3,0.5,0.8,0.9,1.0 to 1.1,thenumber

of GPSusersvaryingfrom 1 to 8,andthenumberof datausersvaryingfrom 5 to 14. Given

differentcombinationsof traffic conditions,theinter-arrival time Ö is calculatedas

ÖWÐ é òC5Ûò í�ã®ñ�������UèÑò ¿ZòD7 (8.4)

In spiteof severalsystemparametersinvolved,the resultsarefound to bequite robust in

thesensethat theconclusiondrawn from theperformancecurves(reportedbelow for the

variable-lengthpacketcase)is valid overawide rangeof parametervalues.

Utilization on the reversechannel: Thelink utilization,definedasthepercentageof the

availablebandwidthusedto carry dataon the reversechannel,versusthe load index 7 is
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Figure8.5: Link utilizationandpacketdelay

shown in Fig. 8.5(a). Whentheloadindex 7�Ý�è�ã�� , mostpacketsgetthrough,andthelink

utilization is closeto thetraffic load. Whentheloadindex is closeto 1, somepacketsare

droppedbecauseof buffer overflow, andthelink utilization is smallerthanthetraffic load.

Packet delay: Packet delay versusthe load index is depictedin Fig. 8.5 (b). When

7ÛÝ è�ã®ð , packets can be deliveredin threeto five cycles, even in the caseof variable-

length packets (with an averagepacket size of 280 bytes). This, coupledwith the fact

that the bandwidthavailableon the reversechannelis limited due to the physicallayer

characteristics,demonstratestheability of OSU-MAC to accommodatea largenumberof

mobilesubscribers,while maintaininghigh utilization andsmallpacket delayundersmall

to mediumloads.Whentheloadincreasesbeyond0.9,thepacket delayincreasesdramat-

ically, dueto the fact that the traffic load grows beyond the systemcapacityandpackets

startto queueup.
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Control overhead: We usethe ratio of the numberof reservation packets(transmitted

in contentionslots) to the total numberof datapackets (transmittedin dataslots)asan

index of controloverhead.As depictedin Fig. 8.7,counter-intuitively thecontroloverhead

decreasesastheloadincreases.This is becauseastheloadincreases,reservationrequests

areusuallypiggybacked in the reservation bit of the packetssentuplink, leadingto the

smallernumberof reservationpackets. Dueto thesamereason,astheloadincreases,the

probabilitythatcollisionoccursin contentionslotsdecreases(Fig.8.6(a)),andtheaverage

reservationlatency alsodecreases(Fig. 8.6(b)).
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Figure8.6: Controloverheadasa functionof load

Fairness: As describedin Section8.3.5,weusetheroundrobinalgorithmto assigndata

slotson thereversechannelto mobilesubscriberswith datapackets.As shown in Fig. 8.8,

OSU-MAC ensuresfairnessamongmobile subscribers(i.e., the fairnessindex underall

traffic loadsareover0.99),wherethefairnessindex is definedas[43]

¯HGfü �øPýN½ ÿ ¾øÊ ü �øPýN½ ÿ�øÏÌ ¾
161



0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 1.1

pr
ob

ab
ili

ty
 o

f c
ol

lis
io

n

load

5 users
8 users
9 users

14 users

0

50

100

150

200

250

300

350

400

450

0.3 0.4 0.5 0.6 0.7 0.8 0.9 1 1.1

av
er

ag
e 

re
se

rv
at

io
n 

de
la

y 
(s

ec
on

d)

I

load

5 users
8 users
9 users

14 users

(a)Theprobabilityof collision (b) Reservationlatency

Figure8.7: Probabilityof collision in contentionslotsandthereservationlatency

and ÿ�ø is thebandwidththe ê mobilesubscriberacquires.
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Performanceimprovementdue to the two-control-fields designand dynamic slot ad-

justment: Fig. 8.9(a)givesthepercentageof bandwidthgainby usingthesecondsetof

controlfields. This is obtainedby calculatingtheratio of thenumberof datapacketssent
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Figure8.9: Performanceimprovementby two controlfieldsanddynamicslotadjustment

in the lastdataslot on thereversechannelto thetotal numberof datapacketssent(asthe

lastdataslot on the reversechanneloverlapswith the first setof controlfields). As little

as5% andasmuchas14%of thebandwidthis savedby useof thesecondsetof control

fields.

Fig. 8.9 (b) depictsthe averagenumberof dataslotsthat have beenusedin the case

that thenumberof GPSusersis 1 and4, respectively. Recallthatwhenthereare3 or less

GPSusers,5 GPSslotswill be convertedto an additionaldataslot. Hence,Fig. 8.9 (b)

showshow effective thedynamicslot re-adjustmentapproachhelpsin utilizing bandwidth

originally allocatedto unusedGPSslots. Theeffect of dynamicslot re-adjustmentis not

significantwhentheloadis light, but asmuchas15%morebandwidthcanbeutilizedwith

slot re-adjustment.

8.5 Chapter Summary

In this chapter, we have designedandimplementeda MAC protocol,OSU-MAC, that

coordinatesthetransmissionactivitiesontheforwardandreversechannelssoasto support
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both the real-timebus locationtrackingapplicationandthe regular dataapplications,on

anOSUnarrow-bandwirelessmodemtestbed.Thereareseveraluniquefeaturesof OSU-

MAC: first, we delegateto the basestationthe full responsibilityof resourcearbitration,

channelaccess,andregistrationin eachcell. This base-station-basedschedulingapproach

enablesprovisioningof deterministicQoSfor real-timeapplications,effective supportsof

slot reservationandmobileregistration,while maximizingsystemutilization. Second,we

take into accounttheerrorcharacteristicsof thephysicallayer. In particular, we consider

the half-duplex transmissionconstraintandproposea two-control-fieldstructureto fully

utilize the limited bandwidthavailableon the reversechannel.Third, to make useof the

unusedbandwidthoriginally reservedfor real-timetraffic, we alsoproposea dynamicslot

adjustmentscheme.Finally, asa realMAC protocolcurrentlybeingimplementedon the

OSUnarrow- bandwirelessmodemtestbed,we insert,wherever neededasadvisedby the

wirelessmodemresearcher, preambles,postambles,andguardtimesbetweenpacket slots

or notificationcyclesfor synchronization.We arecurrentlyimplementingOSU-MAC on

the MS-Windows operatingsystemandwill developa real-timebus trackingapplication

andanemaildeliverysystemto demonstratetheuseof OSU-MAC for distributedapplica-

tions.
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Fwdchannel Rev channel
Generalphysical layer characteristics
Chan.symbolrate(symbolspersecond) 3200 2400
Codingrate(codedbits/symbol) 2 2
Informationsymbolsin apilot frame 128 128
Chan.symbolsin apilot frame 150 150
InformationbitsperRS(64,48)codeword 384 384
Bits perRS(64,48)codeword 512 512
Packet size
RScodewordsperpacket 1 1
Pilot framesperregulardatapacket 2 2
Chan.symbolsperregularpacket 300 300
Timeperregularpacket (second) 0.09375 0.125
Cyclepreamble
Cyclepreamblelength(chan.symbols) 450 n/a
Timepercyclepreamble(seconds) 0.140625 n/a
Packet parameterson reversechannel

GPS Regular
Packet size(informationbits) 72 384
Packetsize(chan.symbols) 128 300
Packetpreamble(chan.symbols) 64 600
Packetpreamble(seconds) 0.02667 0.25
Packetpostamble(chan.symbols) 0 51
Packetpostamble(seconds) 0 0.02125
Packetguardtime(chan.symbols) 18 18
Packetguardtime(seconds) 0.0075 0.0075
Total length(chan.symbols) 210 969
Total length(seconds) 0.0875 0.40375

Table8.1: List of parametersin thephysicallayerthatpertainto theMAC design
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Format 1 Format 2
GPSslot1 0.30125 0.30125
GPSslot2 0.38875 0.38875
GPSslot3 0.47625 0.47625
GPSslot4 0.56375 —
GPSslot5 0.65125 —
GPSslot6 0.73875 —
GPSslot7 0.82625 —
GPSslot8 0.91375 —
Dataslot1 1.00125 0.56375
Dataslot2 1.40500 0.96750
Dataslot3 1.80875 1.37125
Dataslot4 2.21250 1.77500
Dataslot5 2.61625 2.17875
Dataslot6 3.02000 2.58250
Dataslot7 3.42375 2.98625
Dataslot8 3.8275 2.98625
Dataslot9 — 3.39000

Table8.2: Reversechannelaccesstimeof thetwo formats
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CHAPTER 9

PACKING DENSITY OF VOICE TRUNKING USING AAL2

ATM AdaptationLayerType2 hasbeenadoptedin ITU-T andATM Forumto reduce

thepackingdelayfor voicetrunking. A parametercalled“Timer CU” is usedin AAL2 to

avoid prolongeddelaysfor voicepackets. However, theAAL2 documentsdo not discuss

how to settheTimer CU value.In thischapter, weanalyzethetradeoff betweendelayand

bandwidthefficiency, andestablishaguidelinefor settingtheTimer CU value.

9.1 Intr oduction

Sincethe emergenceof computernetworks, efforts have beenmadeto transfervoice

over networks[21, 20, 56]. Startingasa technicalnovelty, Internettelephony is now be-

cominga big business.However, the quality of Internetphonestill remainsa problem.

Becausetelephony is a real-timeapplication,delay, amongotherquality measurements,

is the most importantfactor that affects the quality of voice. If a packet arriveslate, its

contentsbecomeobsoleteandhaveto bediscarded.Accordingto ITU-T Recommendation

G.114[37], anend-to-enddelayof 0 to 150msis acceptablefor mostuserapplications.A

delayof 150 to 400ms is acceptableprovided thatadministratorsareawareof the trans-

missiontime impacton thetransmissionquality of userapplications,but any delayabove

400msis unacceptablefor generalnetwork planningpurposes.
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Theproblemof delaybecomesmoreseverewhenefficientcompression/decompression

methodsareused.For example,in orderto fill anATM cell whichhas48-bytepayload,the

ITU-T G.711(64kbps)codecneeds6 ms,but themoreefficient ITU-T G.723.1(5.3kbps)

codecneeds72 ms. Notice this 72 ms doesnot includethe propagationdelay, queueing

delay, etc,thatthecell mustundergowhenit travelsthroughthenetworks.

ATM AdaptationLayer 2 (AAL2) hasbeendesignedto reducethe packingdelay. It

is describedin ITU-T RecommendationI.366.2[38] andATM Forumspecification“ATM

TrunkingusingAAL2 for NarrowbandServices”[4] . Theideais to multiplex voicepack-

etsfrom several sourcesinto oneATM cell so that the time to fill a cell canbe reduced

significantly. Figure9.1 illustratesa scenarioof voice packets from threesourcesbeing

packedinto cells.

AAL2 cell 2

source 1

source 2

source 3

HeaderSTF H #1 H #3 H#5 #5 H #4

#2

#5

STFHeader H #2

#3

#1

#4

AAL2  cell 1

Figure9.1: AAL2 cell packing

Also shown in Figure9.1 is the format of AAL2 cells. Every cell hasa standard5-

byteATM header. Following theheaderis theStartField (STF)thatindicateswherein the

payloadthe next completepacket starts. For every packet, thereis a 3-bytemini-header
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(H) which includestheChannelID (CID), LengthIndicator(LI), User-to-UserIndication

(UUI) andHeaderErrorControl(HEC)of thepacket.

However, theabove packingmechanismhasoneproblem. Supposethefirst packet is

put into a cell andis waiting for thearrival of otherpacketsto completethecell. But after

anextendedperiod,nootherpacketsarrive. Thispacketwill suffer aprolongeddelay.

To avoid suchprolongeddelay, a parametercalled “Timer CU” is proposedin [38].

Whenthepackingbegins,a timeris setto thisparametervalue.If thecell is notcompletely

packedwithin the time perioddeterminedby this Timer CU value,the timer expiresand

thepartiallypackedcell will besent.

Zhang[77]analyzedthe impactof Timer CU valueon packet delayvariation(PDV),

andfoundthat theTimer CU valueis not relevantin thetotal PDV calculation.While the

statementaboutPDV is correct,we foundthattheTimer CU valuehasto besetappropri-

atelysinceit significantlyaffectsthe link efficiency. If the Timer CU valueis too small,

morepartialcellsarelikely to besentandthelink efficiency will below. If it is too large,

somepacketswill suffer aprolongeddelayandthevoicequalitywill degrade.

In this chapter, we establisha Markov chainmodelto analyzetheAAL2 packingpro-

cessusing ITU-T G.723.1voice encoding. The Markov analysisrevealsthe correlation

betweensuccessive cellsandgivesa formulafor calculatingthepackingdensitybasedon

theTimer CU valueandthenumberof voicesourcesin thesystem.To validateour ana-

lytic result,a simulationwaslaunchedto actuallyimplementtheAAL2 packingprocess.

Theresultsof thesimulationperfectlymatchouranalysis.Thecomparisonis presentedin

section5.
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destination vbrn 

Figure9.2: AAL2 simulationmodel

9.2 Simulation Model

Figure9.2showsour simulationmodelandthepackingprocess.On theleft, a number

of variablebit rate(VBR) voice sourcesareconnectedto the sourceAAL2. The corre-

spondingVBR destinationsareshown on theright. Voicesourcessendvoicesignalin the

form of packetsto the sourceAAL2. The sourceAAL2 keepsa working cell. Arriving

packetsarepackedinto theworking cell. Oncetheworkingcell is packed,it is sentto the

switch.

Whenthefirst packet is put in thecell, a timer is setto Timer CU parametervalue. If

thecell is notfully packedwithin Timer CU time,thecell “expires” andis senteventhough

it is partiallypacked.

If anarriving packetcannotfit in theremainingspacein theworkingcell, thebytesthat

canbefit in areput into theavailablespace,andthecell is dispatched.Theremainderof

thepacket is put in thenext cell andthetimer is initializedto Timer CU.

The cells go throughlinks andswitchesin the networks andarrive at the destination

AAL2. ThedestinationAAL2 unpacksthecellsanddispatcheseachpacket to its destina-

tion accordingto thechannelidentifier(CID) containedin themini-headerof thepacket.
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9.3 VoiceModel and Packet Arri val Pattern

Humanvoiceconsistsof alternatingtalkspurtsandsilenceintervals. It hasbeenfound

thattalkspurtlengthsandsilenceintervalsareexponentiallydistributed[13]. In acommonly

acceptedmodel,the talkspurtshave a meanlengthof 352msandsilenceintervalshave a

meanlengthof 650ms[22].

Thereareanumberof standardsfor codingvoice.ITU-T G.723.1is currentlythemost

widely usedencodingstandard. During talkspurts,G.723.1sendsout a 20-bytepacket

every 30 ms. During silenceperiods,no packetsaresent. In this chapter, we assumeall

voicesourcesuseG.723.1astheencodingmethod.

Comparedwith thetalkspurtlengthandsilenceperiod,the30mspacket lengthis short.

Thismeans,duringatalkspurt,thevoicesourceemitsaseriesof packetsat30msintervals.

Therefore,thearrivalsarehighly predictable.

Supposethatthenumberof voicesourcesin thesystemis " andthata packet hasjust

beenreceivedfrom avoicesource.Wewantto calculatetheprobabilityof nopacketarrival

from all sourcesin thenext 3 ms,where3 is theTimer CU value.

Consideronevoicesourcefirst. Duringanaverage352mstalkspurtand650mssilence

cycle,12packetsneedto besentasshown in Figure9.3.

Talkspurt Silence Interval

packet arrivals

Figure9.3: Packetarrival patternfrom onesource
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Let » denotethe numberof packetsgeneratedduring a talkspurtinterval. In orderto

havenopacketarrival in 3 ms,thestartingpointof this 3 mscannotfall in the 3 msinterval

beforeany of these» arrivals.Theprobabilityof nopacketarrival from thissourceis

²%èTèU·�±³»M3²%èTèU· (9.1)

Herewe assume3ON íTè . Sincethe averagenumberof packets in a talkspurtis 12, the

probabilityof nopacketarrival from onesourceis

LÐ ²%èTèU·�±4PRQï»MST3²�èTèU· Ð ²%èTèU·�±�²%·�3²%èTèU· (9.2)

Voicesourcesareassumedto beindependent.After thereceiptof thefirst packet in the

cell, theprobabilityof noarrivalsfrom all othersourceswithin 3 msis

U ×=ÐVXW¥Ø ½ (9.3)

andtheprobabilityof onepacketarrival from all othersourcesis

U ½tÐìÊ/" ±Û²fÌYXW¥Ø ¾ Ê�²�±BcÌ (9.4)

9.4 Calculation of Packing Density

Usingtheprobabilities
U × , U ½ , wecancalculatetheaveragepackingdensity.

Theaveragenumberof bytesin anAAL2 cell dependsonwhetherthereis a remainder

from the lastcell andhow many packetsarereceivedsincethefirst packet wasput in the

cell. Let ÀM� betheremainderlengthleft from the Êj¯k±W²fÌ -th cell. This ÀM� , then,is exactly

theSTFfield in the ¯ -th AAL2 cell. Sinceeachpacket hasa 3-byteheaderanda 20-byte

payload,theremainderis alwaysshorterthan23bytes,i.e., èÑÝ�ÀM�?Ý�·T· .
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Event ÀM�XÐìè happensonly whencell ¯à±�² expiresor when ÀM� Ø ½�Ð¢² andcell ¯k±�²
doesnotexpire;

Event ÀM��Ðô² happensonly when ÀM� Ø ½¥Ð�· andcell ¯L±�² doesnotexpire;

Event ÀM��Ð�· happensonly when ÀM� Ø ½¥Ð�í andcell ¯L±�² doesnotexpire;

. . . . . .

Event ÀM��Ð�·T· happensonly when ÀM� Ø ½¥Ð�è andcell ¯R±�² doesnotexpire.

Therefore,°fÀM�'¸ forms a Markov chain. Considerthe stationarystatewhereall °fÀM�'¸
have thesameprobabilitydistribution. Let À denotetherandomvariablefor theremainder

length,anddenote

Z ø0Ð�ÕÑ°fÀÜÐ�ê�¸Ó´ ê�Ð�è�´�ã�ã�ã�´-·T· (9.5)

and

Î ø0Ð�ÕÑ° timer CU expires [fÀ!ÐWê�¸Ó´ ê�Ð�è�´�ã�ã�ã�´-·T· (9.6)

Sincean AAL2 cell has47 byte payload,andfor G.723.1a CPSpacket requires23

bytes,it happensthatfor all ê
Ð�è�´�ã�ã�ã�´-·T·

Î ø Ð ÕÑ° lessthan2 packetsare receivedin 3 mş (9.7)

Ð U ×
µ U ½ (9.8)

Denote

Î Ð U ×
µ U ½ (9.9)
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thenthetransitionmatrix Õ is\]]]]]]]]]]]
^

Î è è è ã�ã�ã è ²�± Î² è è è ã�ã�ã è èÎ ²�± Î è è ã�ã�ã è èÎ è ²�± Î è ã�ã�ã è è
...

...
...

...
...

...Î è è è ã�ã�ã è èÎ è è è ã�ã�ãÞ²�± Î è

_�```````````
a

(9.10)

In thestationarystate,wehave bBcdbfe , so

bXghc ikj4bmlMn�oqpVisr (9.11)

but%c butwvxlMn�oypVisr{z |
c}o�z{~�z�������z{~�o (9.12)

bX�>�hc bXg�n�oqp4i�r (9.13)

Therefore,

bml�c)bXg�n�oqpVi�r �>� z bXg�cdbXg�n�oypVisr �>� j�i (9.14)

and

bXghc ioqp)n�oqpVi�r �>� (9.15)

but%c bXg�n�oqp4i�r �>�;��t z |
c�o�z�~�z�������z{~�~ (9.16)

Usingtheseprobabilities,theaveragenumberof bytesin anAAL2 cell is:

� c bXg�n�~�����g�j�������l�jV����n�o�p�isr�r (9.17)

j �>��
tw�xl but�nY|@��g�j�nY|xj�~���r���lmj�����n�oypVi�r;r (9.18)

Becauseeach20-bytevoicepacket hasa 3 bytemini-headerandeachAAL2 cell hasa

6-byteoverhead,thepackingdensityis:

  c �¡ �£¢ ~�¤~��C¢ o�¤�¤�¥ (9.19)

174



Noticethat ���¡ �C¢ ~�¤~��C¢ o�¤�¤�¥¦c������To�o�¥ (9.20)

is themaximumpossibledensity.

9.5 Simulation and Comparison

To validateouranalysis,weusedasimulationprogramto actuallyimplementtheAAL2

packingprocess.Thesimulationmodelis describedin Section2. Theresultsof 11 simu-

lationsaresummarizedin Table9.1. Thefirst columnis theTimer CU valueusedin the

simulation. Thesecondcolumnis the total numberof cellsbeingsent. Column3, 4 and

5 respectively arethe numberof cells that have 0, 1, 2 or morepacket arrivals sincethe

packingof thefirst packet. Theactualdensityis listedin thelastcolumn.

§ total rcvd rcvd rcvd density
cells 0 pkt 1 pkt 2+ pckt (%)

0.5 5621 4079 1246 296 46.93
1 5028 2339 1787 902 56.00
2 4286 949 1462 1875 64.78
3 4077 479 960 2638 69.00
4 3705 154 626 2925 72.43
5 3645 69 315 3261 74.35
6 3587 26 206 3355 75.42
8 3470 8 66 3396 76.54
10 3716 0 10 3706 77.05
12 3779 0 0 3779 77.11
14 3632 0 0 3632 77.11

Table9.1: Simulationresults:numberof packetsreceivedwithin § ms
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We calculatethecorresponding�¨g , ��l , � ��© cªo¨p���g9p«��l , andcomparethemwith

ouranalysisresults.In Figure9.4,theanalyticprobabilitiesareshown with solid linesand

simulationdataareshown with “+”s. Theresultingpackingdensityfor differentTimer CU
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Figure9.4: ��g�z���l and � ��© for differentTimer CU values,60sources

valuesis shown in Figure9.5. Again theanalyticcalculationis shown with solid line and

thesimulationdataareshownwith “+”s. Thesimulationdatamatchtheanalyticcalculation

perfectly.

Oneapplicationof theanalyticformulafor densityis to find theappropriateTimer CU

valueto reachthedesiredpackingdensity. Figure9.6shows theneededTimer CU values
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in orderto reach90%and95%of themaximumpackingdensity. Timer CU valuealsohas

an impacton theend-to-enddelay. IncreasingTimer CU valuemaycauselongerdelays.

However, this impactis relatively smallcomparedto othercomponentsof the total delay.

In practice,we shouldtake into accountboth the desiredlink efficiency and maximum

acceptabledelay. Thevaluecalculatedby theabovemethodcanbeusedasa reference.

9.6 Chapter Summary

In conclusion,we find that Timer CU valuehassignificantimpacton link efficiency.

An appropriatechoiceof Timer CU valuedependson the numberof voice sourcesand
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delayrequirements.Theanalysisof thischaptergivesanalgorithmto calculateareference

Timer CU valueto achieve thedesiredlink efficiency.
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CHAPTER 10

SUMMARY AND OPEN ISSUES

Wirelessnetworkshaveseena tremendousgrowth in thepastdecadeandstill keepex-

pandingatafastpace.While wirelessnetworksprovideconvenienceandmobility in many

situations,theperformanceof wirelessnetworkshasbeenfar from satisfactory. This is be-

causethemajorityof currentnetworkingprotocolsweredesignedfor wirednetworks.Var-

iousassumptionsweremadebasedon thecharacteristicsof wired media.Whenwireless

links areaddedto the networks, the low-bandwidth,shared,error-proneandasymmetric

wirelessmediacontradictstheseassumptionsandcausespoorperformance.

Thegoalof wirelessenhancementsis to identify assumptionsanddeficienciesin cur-

rent networking protocolsthat causethe performancedegradation,and to modify these

protocolssuchthatwirelessnetworkscanachievehighperformanceandbringhigh-quality

network servicesto mobileusers.

10.1 KeyResults

In thisstudy, weobtainedthefollowing four majorresults:

1. The CongestionCoherenceschemethat enhancesTCP over wir elesslinks

179



TheCongestionCoherenceschemewe proposedin Chapter6 is a uniqueenhance-

mentbasedon our analysison thecontributorsof wirelessTCPperformancedegra-

dation. UsingECN asthecongestionfeedbackmechanismandthe“congestionco-

herence”in consecutive packets,this schemeavoids the majority of end-to-endre-

transmissions,unnecessaryslowdownsandtimeoutscausedby wirelesserrors,and

thereforeimprovesthe performanceof TCP over wirelesslinks. From the modifi-

cationperspective, this schemeonly requiresminor modificationin theTCPcodeat

the mobile station’s side. No modificationis neededin the basestationandin the

fixedhost,assumingthatECN hasbeenimplementedin all network routers.In this

way, TCP’s end-to-endsemanticis maintained;all modificationsarein thescopeof

wirelessserviceproviders;theschemecanwork with encryptedtraffic andappliesto

two-way traffic. In addition,thisschemeappliesto intermediatewirelesslinks, such

assatellitelinks andmobilenetworks.

Thesekey differentiatorsestablishthe CongestionCoherenceschemeas a unique

wirelessTCPenhancement.This schemeclearlyshows theadvantagesof ECNover

traditionalcongestioncontrolmechanisms.SinceCongestionCoherencehighly de-

pendson ECN, we recommendit to be usedwhenECN is widely deployed. This

schemeis a new wirelessTCPenhancementaswell asa demonstrationof thebene-

fits of theECN protocol.A conclusionthatcanbedrawn from this studyis that the

ECNstandardshouldbedeployedwidely to improvenetwork performance.

2. The mark-fr ont strategy that delivers faster congestionfeedback

The “mark-front strategy” proposedin Chapter7 is a congestionfeedbackmecha-

nism that delivers fastercongestionfeedbackthan timeout, triple duplicateACKs
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andexplicit congestionnotification.Fastercongestionfeedbackreducesthenumber

of packet lossesduring a congestionepisodeandthe delayexperiencedby packets

passingthecongestedrouter. It alsoreduceshardwarecostof theroutersby requiring

smallerbuffer sizes.It hasbeenobservedthatthesemechanismshavesomebadside

effectssuchasthelock-outphenomenon[24] andunfairness.

3. A MAC protocol for asymmetricwir elessLAN

The OSU-MAC, presentedin Chapter8, is a MAC designedfor asymmetricfor-

ward/reversechannelsandhalf duplex transmission.Thekey differentiatorsof this

MAC protocolareits ability to sportbothreal-timeandnon-real-timeapplications,

andits featuresto maximizetheutilization of theasymmetricbandwidth.Theprin-

ciplesandtechniquesusedin this designcanapplyto high-speedwirelessnetworks

andsupportlarge-scalereal-timeapplications.

4. A stochasticanalysisto balancevoicequality and bandwidth efficiencyin AAL2

voicetrunking

Thelastmajorresultof this dissertationis thestochasticanalysisof AAL2 packing

processpresentedin Chapter9. The Markovian chainmodelusedto describethe

packingprocessis provedto beacloseapproximationto thesimulation.Thismodel

is usedto analyzethe relationshipbetweenvoice delay andbandwidthefficiency.

Timer CU valuerepresentsthetradeoff betweendelayandbandwidthefficiency. A

guidelinefor settingthe AAL2 Timer CU value is establishedandadoptedin the

3GPPRAN TechnicalSpecificationGroupstandard:DelayBudgetwithin theAccess

Stratum[1].
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In summary, we identifiedproblemsin theprotocolsusedin currentwirelessnetworks

andproposedenhancementsso that theseprotocolscanbring high performanceandhigh

qualityserviceto mobileusers.

10.2 Open Issuesand FutureWork

Thefollowing areanumberof openissuesthatwewill leave for futurestudy.

10.2.1 Implementation in ECN-not-capableregions

Theproposedmethodrequiresthecongestedroutersin thedatapathto implementECN.

In reality, this is equivalentto requireall routersto implementECN.Sinceimplementation

of ECNin theInternetis gradual,in thisproject,weneedto find alternativewaysto imple-

mentthisschemewhenonly partof thenetwork is ECN-Capable.

10.2.2 RealTime CongestionStatus

ThecurrentECNregardsamarkedpacketasaninstanceof packet loss.It requiresthat

the sendertreatan ECN-Echoessentiallythe sameasa packet loss. The ECN standard

reservesa bit in theTCPheaderto provide robustnessagainstthepossibilityof a dropped

ACK packet carryinganECN-Echoflag. Whena CE packet is received,thereceiver sets

theECN-Echoflagin all subsequentACK packetsuntil aCWRnoticeis receivedasshown

in Figure10.1.

WearguethatusingtheCWRbit is neithereconomicalnorjustifiable.First,whenECN

is deployed,mostcongestionsignalsarecarriedby ECN.Packet dropswill berare.Using

theCWR bit to provide robustnessagainstdroppedECN-Echois not economical.This bit

canbeput to betteruse(seenext subsection).Second,we think congestionis a real time

state.TheTCPsendershouldrespondto themostrecentfeedbackfrom thenetwork instead
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not congested

CWR

buffer size at the congested router

congestion signals set by the congested router

congestion signals sent by the receiver

threshold

time

time

time

Figure10.1:Wrong,outdatedcongestionsignalscausedby CWR

of theoutdatedone. If anECN-Echois droppedandnext ECN signalcomes,the sender

shouldrespondto thenew signal.For example,if apacket is markedasCEbut subsequent

packetsarenotmarked,thesendershouldregardthisasapassedcongestionandnotreduce

its congestionwindow.

We proposethat thereceiver shouldfaithfully reflectthecongestionsignalssetby the

intermediaterouters.The sendershouldrespondto the latestcongestionsignal. We will

simulatedifferenttraffic conditionsto seethe performanceof differentpolicies. We ex-

pectthatrespondingto thelatestcongestionsignalcanmake thebestuseof link capacity,

maintainlow transmissiondelay, andavoid mostpacket losses.

10.2.3 Thr ee-Level ECN

CurrentECN usestwo bits in the IP header[66]. The first bit is calledECT (ECN-

CapableTransport)bit. It is setif bothsenderandreceiver areECN capableandwish to
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useECN. The secondbit is calledthe CE (CongestionExperienced)bit. If the ECT bit

is setin a packet, theroutercansettheCE bit to indicatecongestion.This schemeis not

efficient, becauseit usestwo bits indicatethreestates:not ECT; ECT andcongested;and

ECT andnot congested.Sincetwo bits canrepresentfour states,a moreefficient scheme

is possible.

Basedontheaboveobservationandtheproposalin previoussubsection,weproposeto

changetheECN field in the IP headerandECN-Echofield in theTCPheader. TheECN

field consistsof two bitsandtheECN-Echofield consistsof two bits. TheECNfield is set

by the sourceandchangedby the intermediaterouters,the ECN-Echofield is setby the

receiver. Theproposedbit patternsaresummarizedin Table10.2.3.With thesebit patterns,

network routerscanindicatethreelevelsof congestionwith ECN signals:no congestion,

mild congestionandseverecongestion.The receiver canthenfaithfully reflectthe ECN

signalsin theECN-Echofield. Useof this feedbackis left to thesenderTCP.

ECN ECN field meaning
00 not ECNcapable
01 ECNcapableandnocongestion
10 ECNcapableandmild congestion
11 ECNcapableandseverecongestion

ECN-Echo ECN-Echofield meaning
00 reservedfor otheruse
01 echoof nocongestion
10 echoof mild congestion
11 echoof severecongestion

Table10.1:ProposedECNandECN-Echofields
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Therouterssetcongestionsignalsbasedontwo thresholds,onefor mild congestionand

anotherfor severecongestion.A routermarksthepacketaccordingto itscurrentcongestion

status,but if thepacketalreadycarriesahigherlevel mark,it will notchangethemark.

Sincemoreinformationalcongestionsignalsareprovided, the senderrespondsto the

ECNsignalsaccordingto thefollowing rules:

¬ If thesignalis “no congestion”,thesenderfollows existing slow startor congestion

avoidancealgorithmsto increasethewindow size.

¬ If thesignalis “mild congestion”andtherewasnowindow reductionin thepastRTT,

thesenderdecreasesits congestionwindow to  CWND,whereCWND is thecurrent

congestionwindow.

¬ If the signalis “severecongestion”andtherewasno window reductionin the past

RTT, thesenderdecreasesits congestionwindow to ® CWND.

¬ If the signal is “severecongestion”and therewas a window reductioncausedby

“mild congestion”but no window reductiondueto “severecongestion”in the past

RTT, thenthesenderfurtherreducesthecongestionwindow to ®
¯� CWND.

Here, ¤±°�®²°³4°�o aretwo constants,their valuesaresubjectto furtherstudy.

Theprinciple in thewindow reductionis that thesendershouldreduceits congestion

window at mostoncein anRTT, but a “severecongestion”signalcanoverridea previous

“mild congestion”signal.

Theabovealgorithmneedsfurthervalidationandverification.Sincemoreinformation

is conveyedfrom thenetwork, we expectthenew schemewill havehigherthroughputand

lowerbuffer occupancy.
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WirelessNetwork EnhancementsUsingCongestion
Coherence,FasterCongestionFeedback,MediaAccess

ControlandAAL2 VoiceTrunking

By
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Rapiddevelopmentof wirelesscommunicationsin recentyearshasimposedgreatchal-

lengesfor network support.As mostcurrentnetworking protocolsweredesignedmainly

for wired networks, many assumptionsthat make theseprotocolsefficient in wired net-

works areno longertrue andcausesevereperformancedegradationin wirelessenviron-

ment. An urgenttaskfor today’s networking researchis to identify suchdeficienciesand

to enhancetheseprotocols.

This dissertationcontainsfour majorenhancementresults.Thefirst resultis a wireless

TCP enhancementschemecalledCongestionCoherence. Througha statisticalanalysis,

we find the leadingcontributor of wirelessTCP performancedegradationis the timeout

resultingfrom frequentpacket losses.This schemeusesECN to reducenumberof time-

outs,andbasedontheobservationthatcongestionneitherhappensnordisappearssuddenly,

1



usesthesequentialcoherenceof packetmarkingto determinecauseof packet losses.Sim-

ulationsshow this schemeworks betterthan existing enhancementsand producesgood

performance.

The secondresult is a Mark-Front Strategy to deliver fastercongestionfeedbackin

networksthatusethenewly standardizedECN protocol. By choosingto mark thepacket

in the front of the queue,Mark-Front Strategy delivers fasterfeedbackthan traditional

congestionfeedbackmechanisms.Ouranalysisshow Mark-FrontStrategy requiressmaller

buffers,andyieldshigherthroughputandbetterfairness.

A MAC protocolto supportsreal-timeapplicationsin anasymmetricandhalf-duplex

environmentis our third result. Several innovative featuresare usedto ensureoptimal

utilizationof theasymmetricbandwidth.

In thelastresult,weuseaMarkovianchainto modeltheAAL2 voicetrunkingprocess

andanalyzethe tradeoff betweendelayandbandwidthefficiency. This analysisgivesa

guidelinefor settingthepackingtimer. Theresultis adoptedby a3GPPindustrialstandard.

This studyprovidesinsight into congestioncontrol andquality of servicein wireless

networks. The proposedenhancementswill help to bring high-performanceand high-

qualityservicesto mobilesubscribers.
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