
Economically Viable Support for Internet Mobility
Ping Zhang, Arjan Durresi

Purdue School of Science,
Indiana University Purdue University Indianapolis

Indianapolis, IN 46202, USA
{zhang58, durresi}@cs.iupui.edu

Raj Jain
Department of Computer Science and Engineering,

Washington University in St. Louis
St. Louis, MO 63130, USA

jain@cse.wustl.edu

Abstract—The support for mobility is a major requirement
for the future Internet. Although several mobility solutions have
been proposed, none of them has been largely deployed, mostly
because they are not economically viable.

We propose a business oriented mobility framework - Mobility
Support Service (MSS) to be offered as a value-added service to
paying mobile customers. MSS uses Identifiers (IDs) to locate
the nodes and network addresses as points of attachment for
the nodes. MSS is a scalable distributed service. MSS does not
require changes in existing network architecture nor services.
We present two MSS distributing algorithms that enable tradeoffs
among costs and QoS. We show by simulations the advantages of
MSS compared to existing mobility solutions, especially regarding
scalability and service delay. However the main advantage of MSS
is that it can be realistically offered, because it is economically
viable.

I. INTRODUCTION

Mobility is a primary requirement for the future Internet;
recent studies predict that mobile data traffic will double
every year through 2014, increasing 39 times between 2009
and 2014 [1], [2]. Therefore, significant research efforts are
dedicated to find solutions for mobility in the Internet [3]–
[15].

The overloaded IP address is recognized as a major imped-
iment for Internet mobility [6], [7] and various solutions to
split ID and addresses have been proposed [8]–[11]. Other
proposals include routing via invariant intermediate points
[12], [13], or migrating connections from old addresses to
new ones [14], [15]. However, none of the proposed solutions
for Internet mobility has been largely deployed, and the only
currently widely used method to access Internet in mobile
manner is through cellular networks.

The Internet experience clearly indicates that no solution
will be used in the Internet if it is not economically vi-
able, regardless of how technically sound the solution is.
For example, various QoS solutions, including Differentiated
Services (DiffServ) and Integrated Services (IntServ), whereas
considered “technically” scalable, after more than a decade of
intense research, and implementation in almost all endpoints
and routers, are not being used extensively, mostly because
they are not economically viable in the Internet. On the
other hand, Skype has been successful, because users pay
for the QoS of their applications (voice and video) and the
corresponding service providers generate revenues out of such
services.

We believe that several critical economic flaws have im-
peded the use of many proposed mobility solutions in the
Internet. First, existing solutions, based on static intermediary
forwarding, such as Mobile IP [12], HIP [10], [16] and similar
ones, require modifications to access networks. But, such ubiq-
uitous deployment of network changes do not offer sufficient
economic incentives, especially for service providers. Second,
existing solutions require that all Internet users pay the cost of
deployment and operations of the proposed mobility support,
even though a large portion of users may not be willing to
pay for mobility. Finally, in existing solutions, while technical
collaborations among involved service providers are required,
it is very difficult for them to split the revenues. For example,
how can a home agent in MIP have contracts and share mobile
revenues with random foreign agents?

We propose Mobility Support Service (MSS) that can man-
age mobility for its mobile customers. MSS will be offered
by service providers dedicated to mobility, called Mobility
Service Provider (MSP). MSP role could be played by existing
service providers too. MSS will be offered as a value-added
service to mobile customers who are willing to pay for it.
Therefore, mobility support will generate its own revenue
and justify the business and investments of MSPs. MSS does
not require any change on access networks, existing network
infrastructure, legacy applications, and operating systems.

MSS will be a distributed service over the Internet. There-
fore, the quality of mobility support (latency and availability),
as well as the cost of providing such a service will depend
closely on the level of distribution of MSS. In this paper we
propose two distribution algorithms of mobile profiles that
enable the exploration of tradeoffs between the quality of
mobility support and the network cost.

The paper is organized as follows: In Section II we review
related works. Section III describes our MSS, including archi-
tecture and elements. In Section IV, we discuss two algorithms
for location management based on the defined cost function.
In Section V, we compare our algorithm to existing solutions
by simulation. We conclude in Section VI.

II. RELATED WORK

Mobile IP (MIP) [12], [17], [18] and its enhancements
[19], [20] are among the most popular solutions proposed to
support mobility. MIP-like solutions require modifications on
access networks and collaborative support from both home
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and foreign service providers [13], [21]. Therefore, both
agents should have contracts that governs their collaboration,
including sharing of revenues from their services, but such
contracts are very difficult to implement among random pairs
of agents (service providers.) Furthermore MIP suffers also
from non optimal routing and triangulation.

In Host Identity Protocol (HIP) [10], [16], the IP address
is split from the identifier, called Host Identity (HI). HI is
initially acquired by DNS lookup [22], and mobile node keeps
updating peers and DNS record during move. But DNS cannot
support mobility, because its updates are slow [23]. For highly
mobile nodes a Rendezvous Server (RVS) is proposed [24], but
its distributed implementation is not discussed. Furthermore,
HIP is proposed to be an Internet service, similar to DNS,
therefore paid by all Internet users, mobile or not. Further-
more, MSS could be used as a framework to implement HIP.

The Locator/Identifier Separation Protocol (LISP) [11],
[25] is a clean-slate architecture based on the separation of
identifiers, called Endpoint Identifiers (EIDs), and addresses,
called Routing Locators (RLOCs). EID-to-RLOC mapping are
performed at the RLOC router and routing is accomplished
by tunneling between RLOC routers. Several overlay mobility
solutions have been proposed [9], [26]–[29]. Balakrishnan et
al. [30], [31] propose two more levels of name abstraction,
besides endpoint identifiers and IP addresses, namely user-
level descriptors and service identifiers. FARA suggests to
use rendezvous points to setup an initial connection to the
mobile node, or use directory service (fDS) to lookup and
keep track of the mobile node, though the mechanism is not
discussed. Session Initiation Protocol (SIP) [32] is a signaling
protocol used to set up and manage connections between end
hosts, and it can be used to support mobility by setting up
session and updating the IP address after the corresponding
node moves [8], [33]. Similarly to MIP and HIP, all these
proposed solutions are not economically viable, because (1) all
Internet users have to pay the mobility service, and (2) when
home and foreign service providers are required to collaborate,
it is very difficult for them to have contracts and share revenues
of the service.

III. MOBILITY SUPPORT SERVICE (MSS)

MSS involves three entities: mobile subscribers, Mobility
Service Providers (MSPs), and communicating peers. Sub-
scribers or customers are mobile users who are provided with
unique IDs and pay their MSP for the corresponding mobility
services. An MSP is an organization that manages IDs, mobil-
ity and related functions for its subscribers. Communicating
peers or simply users are Internet endpoints who use the
MSP services to lookup for the current subscriber’s address
and related information. Besides mobility management, MSP
could buffer traffic for sleeping devices, translate among
communication protocols, as well as offer security and privacy
support. Therefore, MSS will be offered as add-on services
only to paying subscribers, and MSPs will generate their
own revenues to sustain the MSS. A given MSP could have
distributed presence in specific areas on the Internet in order

to serve better its mobile subscribers and their communicating
peers, or multiple MSPs could have contracts to collaborate
and share revenues to serve better their subscribers, similarl
to cellular providers’s collaboration to provide rooming and
split the revenues accordingly. The level of MSS distribution
will depend on the desirable tradeoffs among QoS, security
and associated costs.

A. MSS Architecture

In MSS, IP addresses are used as locators representing the
current point of attachment. Fig. 1 illustrates the architecture
of MSS. An MSS client application, called Mobility Support
Layer (MSL), is installed on the nodes of mobile subscribers
and users that would use MSS. Applications that want to utilize
MSS are registered manually or automatically at the local
MSL. When a registered application initiates a connection to
a subscriber, MSL intercepts the connection setup system call
and resolves (lookup) the destination ID to the corresponding
current IP address by retrieving it from the MSS. Therefore,
the ID resolution is transparent to applications. Furthermore,
MSL can obtain further information from MSS, such as secu-
rity keys to be used in communications with the corresponding
mobile subscriber. Then initiating MSL will negotiate with
the MSL on the mobile node, and will create the appropriate
connection to current subscriber’s IP address. Similar tasks are
performed at the subscriber’s side too. When both sides are
mobile nodes, the ID resolution would be performed in reverse
direction as well, and the two corresponding MSPs may not
be necessarily the same.

End-to-end authentication and symmetric key generation are
performed for each address change or timeout, using the public
key acquired from MSS. No special routing requirement is
needed to deliver the packet to the destination IP address, and
the routing mechanism is completely unaware of the mobility
support.

B. Mobility Service Provider (MSP)

Mobility Service Provider (MSP) is the key part of MSS.
MSP is a dedicated entity that provides mobility management
and other related services. A given MSP will have a num-
ber of servers distributed at specific subnets or backbones
according to its commercial interest. Various MSPs could have
agreements among them in order to increase the distribution
of their businesses, similar to roaming agreements among
cellular providers. The QoS of MSS offered by MSPs will
be measured mostly by two components: (1) the delay to
update a new location for a given mobile subscriber and (2)
the delay experienced by an Internet user when looking up for
the location (current IP address) of a given mobile subscriber
(ID).

The level of distribution of MSS servers and their network
topology will depend on the tradeoffs among the number of
subscribers, their mobility characteristics, offered QoS and
service costs. More servers with replicas of ID - current
IP and with more connections will cost more, but will be
able to provide a better QoS to more subscribers and users.
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Therefore, such factors will be decided by each MSP based on
its business goals and have to be balanced with the revenues
from mobile subscribers. For example, a larger number of
MSS servers would lead to better availability and QoS, but
at the same time to higher costs. Furthermore, as it is well
known in distributed systems, more replicas will lead to more
synchronization messages among them. Therefore, the level
of MSS distribution and of mobility data replication among
them are the key decisions to be made by an MSP. In the next
section we will introduce a basic cost function to be used in
the optimization of the replication process.
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Fig. 1. The architecture of MSS

IV. REPLICATED LOCATION MANAGEMENT

Location management, as a crucial building block of In-
ternet mobility support, is evaluated by two major criteria:
availability and latency to access the profiles of subscribers.
The key to make location management reliable and efficient is
to distribute profiles properly, that means as close as possible
to the place where they are used.

We use the terms: “lookup” for profile query and “update”
for profile modification. For a given lookup request, it would
be desirable to get the reply from a replica near by rather
then from one far away. Furthermore, when we have multiple
replicas of a given profile, we need to update all of them when
a modification is made, which is called “synchronization.”
Each synchronization will induce certain amount of overhead.

Ideally if we have enough resources and do not consider
economic factors, we may setup replicas at all possible loca-
tions so that any lookup requests from all places can be served
by nearby replicas. However, this solution is impracticable
due to the cost of servers and the cost of synchronizing
all replicas. Therefore, when there are enough accumulated
lookup requests, such that the cost of synchronization would
be surpassed by savings, a replica should be created closer to
its users. So, the decision of profile replica setup and removal
is determined by the number of lookups and update requests
at specific places.

The proposed MSS enhances the performance and avail-
ability of location management system by replicating profiles

of a mobile subscribers at multiple locations, and dynam-
ically adjusting the replica distribution to balance the cost
of implementing replication and overall performance. The
primary benefit of replication is that MSS subscribers and
their peer communicators could have a guaranteed service
performance, such as latency bound for address update and
lookup. However, the replication has to be handled carefully
as a tradeoff among the improvements in user’s QoS (lookup),
subscriber updates, and replica synchronization and replica
distribution costs.

Our approach in MSS replication is based on previous work
in distributed systems, databases and cellular mobility systems
[34], [35]. To be able to optimize the replication process, we
developed a cost function that captures various network costs
and user’s QoS.

A. Cost Functions

We develop a cost function to be used by replication al-
gorithms in exploring tradeoffs among performance, QoS and
various costs (communication, computing, and infrastructure).
The cost function reflects the goal of incorporating the effect
of replications in improving user’s QoS, as well as the cost in
replica implementation and synchronization. Using this model,
we then outline its possible use for exploring strategies to
realize different objectives that balance user goals and network
costs.

The whole network is modeled as a tree. Each node of the
tree represents a MSS server, and the requests from subnet-
works without MSS servers are combined into the nearest
ancestor network that has a server. For a replica update or
lookup request originated in subnet x to subnet y, the cost
C(x, y) is represented as:

C(x, y) =
∑

∀
(κ1metric1(x, y)+κ2metric2(x, y)+ ...) (1)

The value of each metric is normalized and converted to a
neutral unit, and then summed together, where metric1(x, y)
is the neutral unit conversion of cost based on metric or policy
1, and κ1 is the weight coefficient of metric1(x, y). Metrics
will include communication delay, processing delay, monetary
costs of processing and communications in Internet.

A simple model for the cost of a lookup request for a
mobile node A, lA, consists of three parts: cost c(x, y) for
the request message traveling from requesting node in subnet
x to corresponding server in subnet y; cost c(y, x) for response
message traveling back in the reverse direction; and possible
propagation cost PropA

l (y) of notifying necessary servers
and possibly adjusting replica states, if any, originating from
subnet y. Therefore:

lA(x) = c(x, y) + c(y, x) + PropA
l (y) (2)

Similarly, the cost uA of an update request sent by node
A can also be divided into three parts: cost c(m,n) for the
request message traveling from A in subnet m to corresponding
server in subnet n; cost SyncA(n) of all sync messages
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traveling to synchronize profiles where the first one originates
from subnet n, and cost of propagation PropA

u (n) which is
similar to PropA

l (y). Therefore:

uA(m) = c(m,n) + SyncA(n) + PropA
u (n) (3)

We define LA and UA as sums of serving all lookup and
update requests for mobile node A during a given period of
observation, that is:

LA =
∑

∀i

lA(xi) =
∑

∀i

(
2 × c(xi, yi) + PropA

l (yi)
)

(4)

and

UA =
∑

∀j

uA(mj) =
∑

∀j

(
c(mj , nj) + SyncA(nj) + PropA

u (nj)
)

(5)
Therefore LA+UA is the cost function or optimization goal

of the location management system for node A. By summing
up the cost functions for all mobile nodes we derive the total
cost function of the system Ct.

We have developed two MSS replication algorithms that
maximize Ct: (1) The offline algorithm that computes optimal
replica distributions for request statistics of a known past
period from a global view, and (2) the online algorithm that ad-
justs local replica status according to limited local knowledge
obtained from online request for lookup from Internet users
and location updates from mobile MSS subscribers. These
problems are NP-hard problems so optimization is usually
conducted on reduced problems or targeted at sub-optimal
solutions.

B. Offline Replication Algorithm

In the offline algorithm, we assume universal knowledge of
all updates and lookup requests during a given period of time.
The value of offline algorithm is mostly theoretical, to show
the performance upper bound. Furthermore, the offline algo-
rithm can be used for planning and periodic cost/performance
auditing. Since the replica set of offline algorithm is static,
there is no cost associated with replica change, i.e., there is
no need to propagate lookup requests to any other servers
nor to propagate update requests to non-replica servers. Thus,
PropA

l and PropA
u are both zero in the offline algorithm and

the corresponding simulation statistic.
Similar topics, such as facility location analysis have been

researched in operations research area for many years. Such
techniques have also been adapted by cellular and PCS net-
work research [35]. These problems are NP-complete prob-
lems for a general graph, since it needs to consider all possible
solutions and replica layout are highly dependent (i.e., the set
up of a replica at a specific location is based on the existence
and position of all other replicas) [36]. Therefore, optimization
is usually conducted on reduced topology, i.e., a tree abstracted
from general graph, and this optimization problem can be
reduced to a p−median problem in Discrete Location Theory,

which can be solved by using existing dynamic programming
(DP) solutions. A brief algorithm is shown below, in which
β(i, j) is the cost to serve lookup requests originated from
node j at node i; α(i, Tj) is the optimal cost of serving subtree
Tj , including all lookup and update requests originating from
Tj , when served by a replica at node i; and α(Tj) is the
optimal cost of serving subtree Tj when replicas are all within.
After having optimal cost computed for each subtree, the

Algorithm 1 Offline replication algorithm

1: Sum up update NU (x) and lookup stats NL(x) for each
node x.

2: Calculate β matrix for each pair of nodes.
3: Compute α of each leaf node.
4: Starting from bottom nodes until root, do:
5: for all j As a non-leaf node do
6: for all i As each other node do
7: Compute α(i, Tj)
8: end for
9: Compute α(Tj)

10: end for

optimal replica set can be retrieved.

C. Online Replication Algorithm

The proposed online algorithm runs in a distributed manner
and each MSS server node only has local knowledge and can
only communicate with its neighbors. Therefore, the relation
of each pair of neighbor nodes can be represented as status of
edges, as well as the relation change represented as edge status
change. Edge algorithm is the core of the online algorithm.

An offset vector is used to store the status of an edge, and is
changed when either side of edge receives a request according
to a transition table. The offset vector is used to represent all
past information based on optimal replica selection, and will
not be affected by the actual replica status, i.e., it only captures
relative statistic of optimal request history. We built on Lund’s
algorithm [37] to adjust replica status.

The edge algorithm, offset and replica update, is performed
at each node involved in a request processing. When a request
arrives at a subnet server, either lookup or update, the server
will propagate the request to the appropriate neighbors ac-
cording to offset vectors, if it cannot serve the request locally.
Synchronization messages and propagation messages are also
delivered in the same way.

V. SIMULATION AND COMPARISON

The major concern in replication is its scalability. Therefore,
we conducted a simulation to evaluate the signaling overhead
of our algorithms. For simplicity, only network hop count of
message traveling is used as network cost in this simulation.
HIP rendezvous server (RVS) model [24] is used as reference:
an unique and fixed server is responsible for storing a mobile
node’s address, and consequently no additional cost other
than serving lookup and update, such as synchronization will
occur, as there is no distributed structure proposed for HIP.
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Algorithm 2 Online replication edge algorithm
1: For request submitted locally or propagated from the other

end of edges, adjust the offset vector F .
2: if lookup request then
3: if having a local replica then
4: Return profile from incoming edge
5: Propagate notification to all other edges, if F changes
6: else
7: Propagate request towards replica set from one edge

indicated by F value
8: end if
9: else

10: if having a local replica then
11: Update local profile
12: Propagate to neighbors which have replica, indicated

by F value
13: Propagate notification to all other edges, if F changes
14: else
15: Propagate request towards replica set from one edge

indicated by F value
16: end if
17: end if
18: Set new replica state S if needed, base on new offset

vector F .

For MSS, request messages are usually served by the nearest
MSS server, and then synchronization messages are further
propagated along the replica tree, plus possible replica status
change. An abstract network topology is used that consists
of subnets and links connecting subnets and comprises of
ten tier-1 subnetworks, 21 tier-2 subnetworks and 77 tier-3
subnetworks, as shown in Fig. 2.

Network Link

MSS Link

Fig. 2. Simulation network topology

For the simulation duration, each mobile node moves 20
times, only at leaf level subnets, and during simulation one
mobile node will be looked up for 200 times , for a 1:10
update/lookup ratio. The update and lookup pattern for each
mobile node is random generated, and then 200 rounds of trace
are generate based on the pattern. Each mobile node moves
random distance complying to Binomial distribution with p =
0.5 every time, and random lookup request locations comply

to a uniformed distribution across all leaf subnets. Requests
in each generated round have random variance. We use 86400
seconds (or 24 hours) as total timestamp for a round. Lookup
timestamp variance is 1800 (equivalent to 41.7%) and update
is 900 (equivalent to 208%). Location variance is 2.81% for
update request and 1.40% for lookup requests.

One hundred mobile nodes are simulated, and the result
shown in the graphs are numerical average of the sum of 100
node traces, to reduce interference of random errors. The unit
of time in the graphs corresponds to events of lookup requests,
i.e., 10 units of time roughly contains 10 lookup and 1 update
requests.
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Fig. 3. Comparison of total signaling overhead.

From the data shown in Fig. 3 we can see that both
offline and online algorithms outperform the RVS/HA solution.
The overall network cost of the offline algorithm defines the
performance boundary of 3-competitive online algorithm.
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Fig 4 reveals further interesting results. The lookup over-
head dominates the overhead of RVS. Although RVS has so
few updates, its lookup cost, which also represents latency
here, is two to five times higher than that of our solutions.
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VI. CONCLUSION

Mobile Support Service MSS is a framework that aims to
offer economically viable support for Internet mobility. MSS
is provided as a value-added service, and does not require
changes on access and network infrastructure. MSS will be
offered by Mobility Service Providers that will be payed
by their mobile subscribers. Various MSPs could collaborate
and share corresponding revenues, based on contracts. We
developed a cost function that can be used to explore the
desirable tradeoffs among user QoS and network costs. We
proposed two algorithms that can manage the profiles of
subscribers by optimizing the corresponding cost function.
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