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OverviewOverview

1. Block Cipher Principles
2. Data Encryption Standard (DES)
3. Differential and Linear Cryptanalysis
4. Block Cipher Design Principles

These slides are based partly on Lawrie BrownLawrie Brown’’s s slides supplied with  William Stalling’s
book “Cryptography and Network Security: Principles and Practice,” 6th Ed, 2013.
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Block vs. Stream CiphersBlock vs. Stream Ciphers
 StreamStream: Bits and bytes are processed as they arrive: Bits and bytes are processed as they arrive

Example: RC4Example: RC4

 BlockBlock: Messages are broken into blocks of 64: Messages are broken into blocks of 64--bit, 512bit, 512--bit, bit, ……
Example: DES, AESExample: DES, AES
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ShannonShannon’’s Ss S--P NetworksP Networks
 Claude Shannon introduced idea of substitutionClaude Shannon introduced idea of substitution--

permutation (Spermutation (S--P) networks in his 1949 paperP) networks in his 1949 paper
 Two primitive cryptographic operations: Two primitive cryptographic operations: 

 SubstitutionSubstitution (S(S--box)box) = Replace n= Replace n--bits by another bits by another 
nn--bits bits 
 DiffusionDiffusion:  :  Dissipate statistical structure of Dissipate statistical structure of 
plaintext over bulk of ciphertext. plaintext over bulk of ciphertext. 
One bit change in plaintext changes many bits in One bit change in plaintext changes many bits in 
ciphertext.ciphertext.
Can not do frequency analysis.Can not do frequency analysis.

 Permutation Permutation (P(P--box)box) = Bits are rearranged. = Bits are rearranged. 
No bits are added/removed.No bits are added/removed.
 ConfusionConfusion: : Make relationship between Make relationship between 
ciphertext and key as complex as possibleciphertext and key as complex as possible

 Combination SCombination S--P = Product cipherP = Product cipher

Plaintext

Ciphertext
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FeistelFeistel Cipher StructureCipher Structure
 A practical implementation of A practical implementation of 

ShanonShanon’’ss SS--P NetworksP Networks
 Partitions input block in 2 halvesPartitions input block in 2 halves

 Perform a substitution on left Perform a substitution on left 
data half bdata half basedased on a function on a function 
of right half & of right half & subkeysubkey (Round (Round 
Function or Mangler Function or Mangler 
function)function)

 Then permutation by Then permutation by 
swapping halvesswapping halves

 Repeat this Repeat this ““roundround”” of Sof S--P P 
many timesmany times

 InvertibleInvertible
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FeistelFeistel Cipher Design ElementsCipher Design Elements
Most modern block ciphers are a variation of Most modern block ciphers are a variation of FeistelFeistel Cipher with Cipher with 

different:different:
1.1. Block size Block size 
2.2. Key size Key size 
3.3. Number of rounds Number of rounds 
4.4. SubkeySubkey generation algorithmgeneration algorithm
5.5. Round function Round function 
6.6. Fast software en/decryptionFast software en/decryption
7.7. Ease of analysisEase of analysis
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Data Encryption Standard (DES)Data Encryption Standard (DES)
 Published by NIST in 1977
 A variation of IBM’s Lucifer algorithm developed by Horst 

Feistel
 For commercial and unclassified government applications
 8 octet (64 bit) key. 

Each octet with 1 odd parity bit  56-bit key
 Efficient hardware implementation
 Used in most financial transactions
 Computing power goes up 1 bit every 2 years
 56-bit was secure in 1977 but is not secure today
 Now we use DES three times  Triple DES = 3DES
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DES Encryption OverviewDES Encryption Overview

 16 rounds using 64-bit 
block and 48-bit subkey

Round

1. Initial/Final Permutation
2. Round Function
3. Sub-key Generation
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1. Initial and Final Permutation1. Initial and Final Permutation

 Input bit 58 goes to output bit 1
Input bit 50 goes to output bit 2, …

 Even bits to LH half, odd bits to RH halfEven bits to LH half, odd bits to RH half
 Quite regular in structure (easy in Quite regular in structure (easy in h/wh/w))
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2. DES Round Structure2. DES Round Structure

16 7 20 21 29 … 11 4 25

32 1 2 3 4 5 4 5 6 7 8 9 8 9 10 11 12 13

Read 6 bits. Go back 2 bits. Repeat.

Substitution
Boxes

Permutation
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Substitution BoxesSubstitution Boxes

 Map 6 to 4 bits Map 6 to 4 bits 
 Outer bits 1 & 6 (Outer bits 1 & 6 (rowrow bits) select one row of 4 bits) select one row of 4 
 Inner bits 2Inner bits 2--5 (5 (columncolumn bits) are substitutedbits) are substituted
 Example: Example: 
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3. DES Sub3. DES Sub--Key GenerationKey Generation

 Permutation PC1 divides 56Permutation PC1 divides 56--
bits in two 28bits in two 28--bit halves bit halves 

 Rotate Rotate each halfeach half separately separately 
either 1 or 2 places either 1 or 2 places 
depending on the depending on the key key 
rotation schedulerotation schedule KK

 Select 24Select 24--bits from each half bits from each half 
& permute them by PC2 & permute them by PC2 
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DES DecryptionDES Decryption

 Decrypt with Decrypt with FeistelFeistel design: Do encryption steps again  using design: Do encryption steps again  using 
subsub--keys in reverse order (SK16 keys in reverse order (SK16 …… SK1)SK1)
 IP undoes final FP step of encryption IP undoes final FP step of encryption 
 1st round with SK16 undoes 16th encrypt round1st round with SK16 undoes 16th encrypt round
 ……..
 16th round with SK1 undoes 1st encrypt round 16th round with SK1 undoes 1st encrypt round 
 Then final FP undoes initial encryption IP Then final FP undoes initial encryption IP 

thus recovering original data value thus recovering original data value 
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Avalanche Effect Avalanche Effect 

 Key desirable property of encryption algorithmKey desirable property of encryption algorithm
 A change of A change of one one input or key bit results in changing input or key bit results in changing 

approx approx halfhalf output bits = output bits = DiffusionDiffusion
 Making attempts to Making attempts to ““homehome--inin”” by guessing keys by guessing keys 

impossibleimpossible
 DES exhibits strong avalancheDES exhibits strong avalanche
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Avalanche in DESAvalanche in DES

3+4+3+3+1+0+2+3+2+3+1+2+2+2+1+1=33 bits
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Strength of DESStrength of DES
 BitBit--wise complement of plaintext with complement of key wise complement of plaintext with complement of key 

results in complement of ciphertextresults in complement of ciphertext
 Brute force search requires 2Brute force search requires 25555 keyskeys
 Recent advances have shown, it is possibleRecent advances have shown, it is possible

 in 1997 on Internet in a few months in 1997 on Internet in a few months 
 in 1998 on dedicated in 1998 on dedicated h/wh/w (EFF) in a few days (EFF) in a few days 
 in 1999 above combined in 22hrs!in 1999 above combined in 22hrs!

 Statistical Attacks:Statistical Attacks:
 Timing attacks: Timing attacks: calculation time depends upon the key. calculation time depends upon the key. 

Particularly problematic on smartcards Particularly problematic on smartcards 
 Differential cryptanalysis Differential cryptanalysis 
 Linear cryptanalysis Linear cryptanalysis 
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Differential CryptanalysisDifferential Cryptanalysis

 Chosen Plaintext attack: Get ciphertext for a given plaintextChosen Plaintext attack: Get ciphertext for a given plaintext
 Get the (Get the (ΔΔX, X, ΔΔY) pairs, where Y) pairs, where ΔΔX is the difference in plaintext and X is the difference in plaintext and 

ΔΔY is the difference in ciphertextY is the difference in ciphertext
 Some (Some (ΔΔX, X, ΔΔY) pairs are more likely than others, if those pairs are Y) pairs are more likely than others, if those pairs are 

found, some key values are more likely so you can reduce the found, some key values are more likely so you can reduce the 
amount of brute force searchamount of brute force search

 Straightforward brute force attack on DES requires 2Straightforward brute force attack on DES requires 25555 plaintextsplaintexts
 Using differential cryptanalysis, DES can be broken with 2Using differential cryptanalysis, DES can be broken with 24747

plaintexts. plaintexts. 
But finding appropriate plaintexts takes some trials and so the But finding appropriate plaintexts takes some trials and so the total total 
amount of effort is 2amount of effort is 255.155.1 which is more than straight forward brute which is more than straight forward brute 
force attack force attack 
 DES is resistant to differential cryptanalysisDES is resistant to differential cryptanalysis

Ref: http://en.wikipedia.org/wiki/http://en.wikipedia.org/wiki/Differential_cryptanalysisDifferential_cryptanalysis
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Linear CryptanalysisLinear Cryptanalysis

 Bits in plaintext, ciphertext, and keys may have a linear Bits in plaintext, ciphertext, and keys may have a linear 
relationship. For example:relationship. For example:

P1P1⊕⊕P2 P2 ⊕⊕ C3=K2 C3=K2 ⊕⊕Κ5Κ5
 In a good cipher, the relationship should hold w probability In a good cipher, the relationship should hold w probability ½½. . 

If any relationship has probability 1, the cipher is easy to breIf any relationship has probability 1, the cipher is easy to break. ak. 
If any relationship has probability 0, the cipher is easy to breIf any relationship has probability 0, the cipher is easy to break.ak.

 Bias = |Probability of linear relationship Bias = |Probability of linear relationship –– 0.5|0.5|
 Find the linear approximation with the highest bias Find the linear approximation with the highest bias 
 Helps reduce the brute force search effort.Helps reduce the brute force search effort.

 This method can be used to find the DES key given 2This method can be used to find the DES key given 24343

plaintexts.plaintexts.

Ref: http://en.wikipedia.org/wiki/http://en.wikipedia.org/wiki/Linear_cryptanalysisLinear_cryptanalysis
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Block Cipher Design PrinciplesBlock Cipher Design Principles

 Nonlinear SNonlinear S--Boxes: Resistant to linear cryptanalysis. Boxes: Resistant to linear cryptanalysis. 
Linear approximations between input and output bits of the SLinear approximations between input and output bits of the S--
boxes should have minimal bias boxes should have minimal bias  P P ≈≈ ½½

 SS--Boxes resistant to differential cryptanalysis.Boxes resistant to differential cryptanalysis.
All (Input bit difference, output bit difference) pairs should bAll (Input bit difference, output bit difference) pairs should be e 
equally likely. equally likely. 

 Any output bit should change with probability Any output bit should change with probability ½½ when any when any 
input bit is changed (strict avalanche criterion)input bit is changed (strict avalanche criterion)

 Output bits Output bits jj and and kk should change independently when any should change independently when any 
input bit input bit ii is inverted for all is inverted for all ii, , jj, , kk (bit independence criterion)(bit independence criterion)

 Permutation: Adjacent bits should affect different SPermutation: Adjacent bits should affect different S--Boxes in Boxes in 
the next round the next round  Increase diffusionIncrease diffusion

 More rounds are better (but also more computation) More rounds are better (but also more computation) 
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SummarySummary

1.1. Goal of ciphers is to increase confusion and diffusion. Goal of ciphers is to increase confusion and diffusion. 
Confusion = Complex relationshipConfusion = Complex relationship
Diffusion = Each input bit affects many output bitsDiffusion = Each input bit affects many output bits

2.2. FeistelFeistel cipher design divides blocks in left and right halves, cipher design divides blocks in left and right halves, 
mangles the right half with a submangles the right half with a sub--key and swaps the two key and swaps the two 
halves.halves.

3.3. DES consists of 16 rounds using a 56DES consists of 16 rounds using a 56--bit key from which 48bit key from which 48--
bit bit subkeyssubkeys are generated. Each round uses eight 6x4 Sare generated. Each round uses eight 6x4 S--Boxes Boxes 
followed by permutation.followed by permutation.

4.4. Differential cryptanalysis analyzes frequency of (Differential cryptanalysis analyzes frequency of (ΔΔP, P, ΔΔC) C) 
pairs. Linear cryptanalysis analyzes frequency of linear pairs. Linear cryptanalysis analyzes frequency of linear 
relationships among plaintext, ciphertext, and key.relationships among plaintext, ciphertext, and key.

5.5. Block ciphers should be nonlinear, complex, maximize Block ciphers should be nonlinear, complex, maximize 
diffusion. diffusion. 



3-21
©2014 Raj JainCSE571SWashington University in St. Louis

Homework 3Homework 3

 Submit answer to Problem 3.11 (One round version of 
DES)
Final Answer = F0AAF0AA 5E1CEC63


