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Abstract:

Artificial Intelligence is growing very fast and thereby changes how people and organizations
work. Some people would argue that Al is bringing new opportunities, but at the same time, they
fail to acknowledge that it is also the reason of different risks, such as data misuse, different kinds
of security attacks and more importantly bias. TRISM can play a very important role here, since
TRISM is a framework that is there to make Al systems more trustworthy and in a sense safer than
many other contemporary technologies. TRISM also can help many institutions to ride the wave
of Al more efficiently. This paper explains what TRISM means, why it is important, and what
benefits it provides. Also, this work will take a closer look at the important research of TRISM,
navigate around major risks, and presents some instances which will show how TRISM improves
the reliability of Al systems.
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1. Introduction

It is needless to say that Artificial Intelligence is now part of everyday work. We see it in
applications, schools, and hospitals. Although, it can save time and help people make decisions.
But it also raises hard questions. Can we trust its choices? Is it fair to everyone? Is it safe from
attacks? This paper looks at one answer that many groups are using: Al Trust, Risk, and Security
Management (TRISM). TRISM is a simple idea with three parts that support each other. The first
is Trust: People should understand what the system does and why. They should feel confident that
they behave the same way each time. The second is Risk, which means that Teams should look for
problems early, such as bias, bad data, or model drift, and fix them before harm happens. And the
third is Security, which basically Models and data should be protected from leaks, tampering, and
attacks. Now, the question comes, why do we need this now? Al systems are bigger and faster than
before. They affect real life and money. A small error can spread quickly. For example, a loan
model that favors one group by mistake can deny credit to many people. A hospital model that is
not secure could leak private records. These cases show that performance alone is not enough. We
also need guardrails. In this paper, | use TRISM as the guiding frame. | will explain why it matters,
what it adds, and where it helps most. Figure 1 illustrates the features of Al TRISM.
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Figure 1: Features of Al TRISM.
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2. Literature Review

This section talks about what others have said about TRISM, Al governance, trustworthiness, and
new security risks.

2.1 Al TRISM: what it is and why it’s used

Now-a-days many organizations use Al TRISM to make Al systems safer. Gartner introduced
TRISM as one approach that brings trust, risk, and security together for the whole Al life cycle
[Litan24]. Research supports this view. Habbal et al. describe TRISM as a structured way to
manage Al risks while building trust with users and teams [Habbal24]. They also report early signs
that TRISM can help create value across areas like finance and healthcare by keeping systems
reliable and compliant [Habbal24] and industrial settings [AS25]. TRISM is not just a concept. It
asks teams to do practical things: reduce bias, test models often, and harden security before
deployment [Mathew?24]. It also asks for clear methods to build trust (through transparency and
accountability), manage risks (finding bias, errors, misuse), and enforce security (against cyber
threats and adversarial attacks) [Mathew24]. Narula et al. show how TRISM fits inside broader Al
governance, linking ethics, regulation, and reliability into one model [Narula25]. In short, TRISM
bundles explainability, robustness, and compliance checks under one umbrella [Narula25]. That
said, there are gaps. Narula et al. note that real-world case studies are still limited, and some steps
for technical rollout are not fully clear yet [Narula25]. Even so, examples are starting to appear.
Rupani and Rao describe TRISM ideas inside cloud DevSecOps to automate threat detection while
shipping software fast [Rupani25]. Tasatanattakool shows a TRISM -style setup for digital asset
management to track Al tool usage and reduce unmanaged information risk [T24]. Overall, TRISM
connects trust, risk, and security into one playbook [Litan24][Habbal24]. It has promise, but we
still need more hands-on case studies and tools [Narula25]. Early uses in cloud and asset
management look encouraging [Rupani25][T24].

2.2 Governance and standards

Policy and standards groups - two of the most influencial writing groups are writing rules for
responsible Al. The EU Al Act proposes a new approach with strong requirements for high-risk
uses, such as clear documentation and human oversight [EC21]. However, in practice, this means
that organizations should be planning for transparency, risk control, and also accountability. Two
major standards help with this work. NIST Al RMF 1.0 sets a process to identify, measure, and
manage Al risks across the life cycle [NIST23]. It highlights traits of trustworthy Al such as
validity, fairness, privacy, security, and explainability [NIST23]. ISO/IEC 23894:2023 gives
international guidance for risk controls and assurance across the Al life cycle [ISO23]. These
however goes well with TRISM goals. Yet, many teams struggle with “who does what” in
governance. Batool et al. reviewed the field and found gaps in assigning accountability, defining
what is governed (data, models, outputs), and deciding when and how governance happens
[AB25]. The author, named Wang adds that governance must also protect human judgment and
autonomy, not just automate everything [Wang24]. Anand and Wan Mohamed show that when Al
helps make public decisions, we need clear rules for oversight, fairness, and public trust
[Anand25]. Overall, Laws and standards (EU Act, NIST, 1SO) give a structure for responsible Al
[EC21][NIST23][I1SO23]. But many details on roles, timing, and methods are still evolving
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[AB25]. Good governance should keep humans in the loop and protect human agency
[Wang24][Anand25].

2.3 Trustworthiness and responsibility

Trust comes from systems that deserve trust. Lahusen et al. explain the difference between people
trusting a system and the system being trustworthy in fact [Li23]. The goal is to meet clear
criteria—reliability, transparency, fairness—rather than only persuading users to trust [Li23].
Explainability is a key part of trust. Barredo Arrieta et al. review XAl methods that help open the
“black box” so we can see why a model gave a result [BA20]. But there are trade-offs. Simple
models are easier to explain but may be less accurate. Complex models may perform better but are
hard to interpret [BA20]. Another author, named Nastoska and her peers list some trust
dimensions, specifically they are fairness, transparency and accountability—and showed that, if
someone works on improving one of them, it eventually affecting other one in the pipeline
[Nastoska25]. Overall, trustworthiness needs evidence, not promises [Li23]. XAl helps, but there
are trade-offs with accuracy and complexity [BA20]. Teams must balance fairness, privacy,
robustness, and other goals together [Nastoska25].

2.4 New security risks: Shadow Al and generative Al

Two fast-moving risks stand out. First, Shadow Al. This is when staff use Al tools without official
approval or control. Silic et al. show that this is becoming common and can weaken governance
and privacy if not managed [Silic25]. Puthal et al. call it a new “unseen frontier” in security
because unofficial tools often skip normal reviews and monitoring [Deepak25]. The fix not only
bans, but it also means tool registries, training, audits, safe alternatives, and better reporting paths
[Silic25][Deepak25]. Second, Generative Al in the threat landscape. Ibrar et al. show that attackers
can use generative Al to write better phishing, mutate malware, and create deepfakes at scale
[WI25]. At the same time, defenders can also use Al to simulate attacks and improve detection
[WI25]. Narula et al. note that “Generative Al security” is now a major research area, on both
offense and defense [Narula25]. Overall, shadow Al expands risk inside organizations
[Silic25][Deepak25]. Generative Al raises the stakes for both attackers and defenders
[WI25][Narula25]. TRISM can help by adding controls, monitoring, and clear policies for these
new fronts.

So, in a nutshell, it is clear that across the literature, one message repeats: responsible Al is a
process, not a one-time fix. TRISM gives a practical frame to connect trust, risk, and security
[Litan24][Habbal24][Mathew?24]. Governance frameworks (EU Al Act, NIST, ISO) help put that
into daily work [EC21][NIST23][ISO23]. Trustworthiness needs explainability, fairness, privacy,
and real accountability, balanced case by case [BA20][Li23][Nastoska25]. New risks like Shadow
Al and generative attacks make ongoing monitoring and human oversight even more important
[Silic25][Deepak25][WI25][Narula25]. This review sets the stage for the next sections, where |
discuss why TRISM matters in practice and how it can reduce risks while keeping Al useful and
safe. The Picture as Figure 2 below illustrates the four main principles of Al TRISM.
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Figure 2: Four Principles of Al TRISM.

3. Importance of Al TRISM

3.1 Trust in Al Systems

If people cannot trust Al, they will eventually be going to avoid it. For example, a hospital may
not want to use an Al system to suggest treatments if doctors are unsure how it works (and, that's
where the explainable Al comes into the picture). A conclusive study by [NM25], and which is
also a clinical chatbot trial, also reflects this need for close observation of this problem . Another
example of that would be to see if customers would really like to let the Al decide what their credit
scores are, although at present they are being calculated using mathematical modeling, but here
trust issues can come from the customer end. Sensitive cases like this, where trust makes users feel
confident that Al will behave in a transparent way are important.

3.2 Risk Management

The second part of TRISM is risk management. Every Al system has certain risks like biased data,
prediction errors, or wrong use of private information. So, managing risk, here, means that, find
the problems as early and as efficiently possible and then also fix them before they cause damage.
An example would be about the organizations - who can test their models regularly to make sure
they stay accurate. Risk management also can enforce companies to follow certain government
rules like data protection laws.

3.3 Security Management
The third part is security management. Al uses large volumes of data, and that data, which

primarily were being used to generate contents, can be attacked or stolen. Some hackers can even
mislead Al models by giving them incorrect input so that they make wrong decisions. TRISM
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Here comes into the picture and helps prevent these attacks by checking security gaps and
protecting models and data from unauthorized access. This is important because even a small
security failure can cause big harm to users and organizations, thereby losing billions of dollars.

3.4 Growing Adoption and Standards

Together, these three ideas make TRISM important. It supports both technical safety and ethical
responsibility. Many governments and organizations have already started to adopt TRISM
principles. There already are different established frameworks, like Al RMF 1.0, [NIST23] and
the EU Al Act [EC21], which denotes that the world is moving toward stronger Al governance
and it is progressing that way very fast. Overall, these frameworks share the same goals as TRISM:
to make Al systems more transparent than they are currently.

4. Benefits of Al TRISM

4.1 Benefits for Organizations and Individuals

Al Trust, Risk, and Security Management have many real benefits for both companies and
everyday people. When Al is built and used with care, it becomes easier to trust and much safer to
use. TRISM helps make that possible. It does not only focus on technology but also connects to
ethics, rules, and how people feel about Al. One big reason TRISM is important is that it helps
people trust Al. Most people don’t like systems they can’t understand.

4.2 Transparency and Security

In contrast, TRISM really encourages the Al to be very open and wide — perhaps more transparent
so that, when people can see these things clearly, they can build the confidence that, the system is
quite fair and build the trust eventually. Also, since Al uses a lot of parameters and information,
hackers are always trying to change the data or sometimes trick the specific model to get wrong
answers however, TRISM can help solve these issues by building trust from the user side. Also,
TRISM puts security at the center. It reminds teams to protect data, control who has access, and
keep an eye on unusual activity. So, when we see that, systems are being built this way, they are
harder to attack and less likely to leak private information indeed. TRISM also helps make Al fair
and ethical. It encourages designers to think about how their models affect people. For example,
an Al that helps choose job candidates, basically doing the job of an HR, should not favor one
candidate over another, although artificial intelligence has a higher chance of doing so since all
these models contain data that are biased in the sense that how companies are feeding them.
TRISM, the framework, pushes for fairness here, so that Al decisions can be explained. Also,
many more countries at this point have rules about how Al should be utilized. The EU Al Act
[EC21] and the ISO/IEC 23894:2023 standard [ISO23] are good examples. Many people still
worry about Al — that it might take jobs, make unfair choices, or collect data without permission.
TRISM helps reduce these fears. When companies show that they follow clear steps for safety,
fairness, and responsibility, people start to feel more comfortable. Over time, this builds
confidence. It shows that Al can be used in a good way — one that respects people and their
privacy.
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4.3 Overall Impact

Overall, TRISM makes Al stronger and safer in every way. It builds trust, lowers risks, improves
security, and supports fairness. It also helps organizations follow laws and rebuild public
confidence. In short, TRISM helps turn Al from something people worry about into something
they can trust and depend on. Figure 3 denotes the Model monitoring of Al TRISM.

Explainable Al

— A

(R . 000
A2

w Human

Figure 3: TRISM models monitoring functionality.

5. Systematic Risks

5.1 Bias in Data and Models

It is true that Al has bias. Figuratively, all it does is learn from data, and if the data contains just
one- sided examples, the model may also produce biased results. For example, if an Al model for
hiring is trained mostly on data from one group of people, it may favor that group and ignore
others. This is, therefore, something which can lead to decisions that are basically unfair. By doing
or promoting regular testing, TRISM greatly helps reduce bias. The framework also encourages
Al to use transparent datasets so that designers can see where biases are. Certainly, afterwards, the
reason for that was to rectify it in a way that it solves the problem.

5.2 Security Risks and Data Attacks

Another important risk that is to be discussed here is security. Al can be manipulated in many
ways. Hackers use methods such as poisoning of data. These attacks can cause serious harm,
especially in areas that are quite sensitive to handle - for example banking, or healthcare - which
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is also protected by several different federal laws. TRISM here takes that very seriously and makes
sure to have additional and strong security checks at every stage of this generative development.

5.3 Data Misuse and Privacy Concerns

This, however, creates the risk of data misuse because if sensitive data is not stored carefully, it
can be stolen. For example, an Al system that analyzes patient data could expose private health
information if not protected well. TRISM supports privacy by design. It recommends data
encryption to protect users’ personal information. It also enforces the Al systems to follow data
protection laws, for example, GDPR.

5.4 Lack of Transparency (Black-Box Models)

A common problem in Al that many people encounter these days, is that many of the currently
available Al models, which are also quite very popular among its users act like a black box —
meaning they make decisions, but it is not explainable and so overall it’s hard to see how it made
this decision. This lack in transparency makes it difficult for people to trust Al systems for the
decisions which are critical. For example, sensitive issues like defense security cannot just trust
Al without a clear explanation. TRISM here encourages Al to explain each theory and thus, this
problem can be solved. Overall, by making models easier to interpret, organizations can show how
decisions are made.

5.5 Compliance and Legal Risks

As Al becomes part of business and government, compliance is another risk that everyone should
take note of. There are many companies who may face legal and other regulatory problems if their
Al systems break regulatory rules. For instance, if the Al fails to reveal how it made a certain
decision — then it could violate transparency laws. There are also ethical risks that are being
attached with it because it can harm people in different ways. TRISM helps organizations manage
all the above-mentioned risks by supporting Al methods with appropriate legal frameworks. It
makes sure that all stages—from design to deployment—follow accountable standards.

5.6 Lack of Human Oversight

Finally, a growing risk is the lack of human control. There are some Al systems, which are pretty
advanced that make decisions automatically without enough needing a human supervision. This
can be very dangerous if the system behaves in unexpected ways, like we have seen in Si-Fi
movies. TRISM stresses human oversight and accountability, and thus to be making sure that
people remain part of the decision-making process, especially in critical applications indeed..

6. Comparison

In order to understand how Al TRISM works, a visually structured tech stack of Al PRISM is
being illustrated since it helps to look at its structure visually and compare it with systems that do
not follow TRISM principles. A visual model can show how different parts of Al TRISM connect
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and theoretically depend on each other. Figure 4 below how it works in layers, from the basic
technology up to advanced Al governance.

Al Governance

+Policies
'Oversight

Infrastructure and Stack

*Gompute
*Slorage

Figure 4: This figure shows Al TRISM Technical Stack

Table 1. Al systems with and without TRISM

Element With TRISM Without TRISM

Trust Users recognize decisions Users are not sure

Risk Risks recognized and reduced| .
Bias

Management subsequently

Security Data leak protection Exposed to cyber threats

Fairness Ethical results Possible discrimination

Compliance Follows policy standards Higher chance of violations

User Confidence |High adoption Low adoption due to safety
concerns

7. Conclusion

In the history of civilization, there were many disruptive technologies the world has encountered,
but as many experts believe, Al is going to be disruptive that basically will change how people
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and organizations work. Although, it is true that Al can make decisions fast, it also brings serious
challenges related to fairness. So, to make sure that the Al systems are reliable, the organizations,
who are involved in this process or at least utilize Al into a great portion of their work, need to
know how these systems are built, and this is where TRISM comes into the picture. This work
discussed what TRISM means and why it matters. It showed that TRISM has three key ideas: trust,
risk, and security. Trust helps users believe in the system and its results. Risk management
identifies possible problems and controls them before they cause harm. There are also many studies
which dig deeper on TRISM, but studies such as those by Habbal et al. [Habbal24] and Litan
[Litan24] describe TRISM as a modern framework that connects technical safety with ethical
responsibility. Standards from organizations like NIST [NIST23] and 1SO [ISO23] give practical
guidance on how to manage Al risks. These studies have made that clear that TRISM is not only
a theory but also a growing practice supported by real policies and tools. Although there are many
benefits with TRISM, there are still many challenges that need to be taken care of. Many
organizations do not yet have the tools or skills to apply TRISM fully. There are couple of future
directions that can be worked on, however, focusing on creating common standards and training
programs will be important so that TRISM can be used across all industries.
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NIST National Institute of Standards and Technology
ISO International Organization for Standardization
GDPR General Data Protection Regulation
EU European Union
RMF Risk Management Framework
Al RMF 1.0 Acrtificial Intelligence Risk Management Framework
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